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Authenticated Encryption

New scheme? Why it should be done?

lack in the National standards in these sphere;

m NIST & ISO standards have different disadvantages:
m patented;

m not full parallelling MAC;

m not onling;

m deep doubts about security;

not only reporter’'s opinion — CAESAR competition prove it;
many discussion on RusCrypto'2017 and other conference.
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Authenticated Encryption

Tasks under construction

m full parallelization;
m support associated data;
m online;

m inverse free.
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Results

Description of PD—mode encryption

Ex — n-bit block cipher;

INPUT: Ne V,_1, Ke V, A PeV*
OUTPUT: C e V*, T € Vj;
Encryption — CTR, mode:

(Y1 = Ex(0Y|N),

Y; = incr,(Yi-1), 2<i<aq,
G = P @ Ex(Y)), 1<i<qg-1,
C; = P; ® MSB,(Ek(Yy)),

Lincr(L||R) = L[[((RE1L), L,R € Vp5. w
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Results

Description of PD—mode authentication

Ex — n-bit block cipher;

INPUT: Ne V,_1, K€ V,, A Pe V¥

OUTPUT: Ce V*, T € V;

Authentication — MLk (A||C,N) = T:

(Z1 = Ex(1Y|IN),

Zi=incr(Zi-1), 2<i<h+q+1,

H; = EK(Z,'), I.nCI’/(LHR) =LH 1||R, LR € Vn/2~

h q
T=Ex | H®A®Y Hypy®Go
i=1 j=1

& Hpigr1® (/(A)||/(C))> %

\
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Results

PD-mode scheme
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Provable Security

Security of encryption

Theorem 1

Let Ex be a block cipher, K € KC, then, for any integers t, g and
/

p=q-n

(g-1n qlg-1)

AdvEre?*(q. 1) < 2- AdVEP (£, /) + }
Eg

n- 2n—1 2n—1
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Provable Security

Security of authentication

Theorem 2

Let Ex be a block cipher, ML = {MLk|K € K} is the family of
function defined above, then, for any integers qs, qv, iis, ptv, t we

have
/ / / /
P -1) 4¢(d-1)
Advﬁ/;fh(qu qV? MS) ,u/v, t) < n2n_1 — 2n_1 +
qu (g —1)  gq
+ Advl\p/lrf(qlﬂla t') + +T F 2*2
where q/ = (qs + qv)7 // = (Ns + Nv) and t/ =t + O(N/ . q/). K

26
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Provable Security

Thank you for your attention!
Any questions?
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Applications

If you want something about provable security

Experiment Exp[lfl’rA_Cpa_b

m K<+— K;
™ d — AgK(LR('v'vb));

m return d.

Adv/or—cpa _p Explor—cpa—l _ 1} _p [Explor—cpa—o _ 1} :

M,Acpa M,Acpa M,Acpa
E!
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Applications

If you want something about provable security

For any integers t, q, i
Advlflor_Cpa(q, p, t) = max{AdvlllorC_Pj’a};
Acpa ’

where the maximum is over all Acpa with "time complexity"t, each
making at most g queries to the Ex(LR(:,; b)) oracle, totalling at

most u bits.
E!
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Applications

If you want something about provable security

Experiment ExpZsth.(A)
B K+—K;
m Run AMACK():VFk(-) where VFi(M, T) is 1 if
MACK(M) = T and 0 otherwise
m if A made VFg query (M, T) such that

m The oracle returned 1, and

m A did not, prior to making verification query (M, T), make
tag-generation query M

then return 1 else return 0.

The auth advantage of A is defined as

auth _ auth _ w
Adviyac(A) = PlExppjac(A) = 1]. @
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Applications

If you want something about provable security

For any integers gs, qy, jis, fty, t we define
AdvifAE (ds: us pis: v £) = max{ Adviiie (A)}
where the maximum is over all A making gs MAC-generation

queries of total length us, g, MAC-verification queries of total
length 1, and having running time t.
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