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ALGORITHM FOR PSEUDORANDOM SEQUENCE GENERATING
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a) PRS generation algorithm scheme b) Generator scheme with periodicity check




PRINCIPLES OF CONSTRUCTION OF PRNG

Requirements for PRNG, oriented to use in information security systems :
» Cryptographic strength;

» Good statistical properties;

» Large period of the formed sequence;

» Effective hardware and software implementation.

For the cryptographic PRNG, the following problems must be computationally
unsolvable:

» the determination of (i-1)-th element of a sequence on the basis of a known
fragment of finite length;

» the determination of (i+1)-th element of a sequence on the basis of a known
fragment of finite length;

» determination of key information from a known fragment of a finite length.




TESTS RESULTS

0» and «1» distribution Distribution on a plane

ol PesynbTarel rpaduueckue TecTsl -0 - o PesynbTaThl rpa@uueckne TecTbl - 8 -
TacTorpamma | Pacrpepenenue Ha nnockocm | posepka cepuit | Mposepka Ha MoHoToHHoCTs | Baitrosan AK® | Butosas AKTP | Cnektpansuii tect | Mpogiuns muHeitHoi cnoxHocT Tcrorpamma | Pacnipensnerve Ha nnockoc | Mposepka cepwit | Mposepka Ha MoHoToHHOCTs | Baitosan AKY | Butosan AKY | CnextpansHbid Tect | Mpodunb MMHEAHOR croXHOCTM
Sak / Haseanms £ \dds\ Kpunmoaranas HICC e " . ' - _ 256 ) . o E:\dds\Kpunroaranus HNCC\Axanus MCM\Mnasa 2\MCM8{657483926,867540902) asc
prlpis MM rasa2\TICTI2(E5 743392 EdddsiKpunroaanks HNCC\Akanus NCMMnasa2iNCN8(657483326 867540902) asc E e =
“\dds'\Kpunoara
. [ -
50000 EITRS,
1 39982 o Seriest et NCnasa2\NCN
. 3 1
1 ]
40000 2 !
3 0
4 ]
5 0
30000 6 0
7 0
8 ]
9 0
20000 — I A
n ]
12 1
13 ]
14 0 v
0 1 2
< >
3aKpsiTs OKHO 3aKPkITE OKHO




TESTS RESULTS

«0» and «1» distribution 0,0162 Test passed

Test of unconnected series 40,56 Test passed

Symbol check 222,4384 Test passed

Intervals check 3,2159 Test passed

- Combinations check 1,5755 Test passed

Coupon collector’s test 11,1746 Test passed

Permutations test 130,6627 Test passed

Monotonicity test 19,0339 Test passed

Correlation test No correlation Test passed

Linear complexity test 29,015 Test passed




ASSESSMENT OF THE OFFSET OF “0” AND “1” OCCURRENCE PROBABILITY

Let’s consider the result of the multiplication operation and estimate the
probability of occurrences of «0» and «1».
let A=a,a,-144_>..02a1a09 , B =by,by_1by_>..bybiby and their
multiplication C = ¢+ m—-1Cn+m—2 - C2C1Co
Then
Co = obyg
c1 = agby + a4 by

Cyr = aobz + a1b1 + a2b0 (1)




ASSESSMENT OF THE OFFSET OF “0” AND “1” OCCURRENCE PROBABILITY

Binary multiplication

IIIIIIIIIIIIIIiiIIIIIIIIIiIIIIIIIIIiHiIIIIIIIIIiiIIII

0000 0000 0000 0000

0000 0001 0010 0011
0000 0010 0100 0110
0000 0011 0110 1001

Probability of ¢c; become «1»:

1 3 3 1
P(C0=1)=ZI P(C1=1)=§r P(C2=1)=E,P(C3=1)=E




Rewrite the expression (1) as follows :
Co = oby
c1 = agb;®a, by
cy, = agb,®a;b;Pa,by®R, 30ece Ry = aybia,by

Cn+m—-1 = Anbm @Ry ym—2
The probability of ¢c; become «1» in finite expressions:

P(co = 1) = P(aghy = 1) = P(ag = 1)P(by = 1) =

N =
N |-
AN

P(Cl = 1) = P(aobl@albo = 1) = P(a0b1 = 0, a1b0 = 1) + P(a0b1 = 1, a1b0 = 0) ==

B w
N
+
B

P(CZ = 1) = P(alb]_@aoboalbl = 1) = P(a1b1 = 0, a0b0a1b1 = 1) +
+P(a1b1 = 1,a0b0a1b1 = 0) = P(a1b1 = O)Palblzo(aoboalbl = 1) +

3

+P(a1b1 = 1)Pa 16

=1( a0b0a1b1 = 0)= 0O+

A=
Dl w

1b1

1
P(cs = 1) = P(aghoasby = 1) = P(ag = DP(by = VP(ay = DP(by = 1) =~




General formofc; 1 ¢; =@ Yy 41=; Ak bi

If P(a; =0)=P(a; =1)=P(b;=0)=P(b; =1) ==

thenP(akbl—O)——MP(akbl—l)— 1<k<n1<l<m

.M»—x

First, consider the case when there is no a carry digit transfer. We can use the following
formula:

n

P(@zakbl =O>=%+2"_11_[ei

k,l i=1
or

C,%k 2k n 2k

]
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The offset of the probability from 0,5
for the interval obtained with the
generation algorithm is
0,0001 - 0,0002

-0,75
- 0,375

0
1
2 - 0,5625
3

- 0,46875
4 :- 0,515625
- 0,4921875

:- 0,498046875

5
6 :- 0,50390625
2
8

- 0,5009765625
9 :-0,49951171875

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

- 0,500244140625

- 0,4998779296875

- 0,50006103515625
- 0,499969482421875
- 0,500015258789063
- 0,499992370605469
- 0,500015258789063
- 0,499969482421875
:- 0,50006103515625
- 0,4998779296875

- 0,500244140625

- 0,49951171875

- 0,5009765625

- 0,498046875

- 0,50390625

- 0,4921875

- 0,515625

- 0,46875

- 0,5625

- 0,375

- 0,75



Now, consider the case where there is a carry digit transfer.

Then, ¢; =@ Y. 4;=; axb; @ R;_1, Where R;_; is a value from the lower

digits. The regularity of its transfer is as follows:
— . 2 1 2 3 -3 3 1 3 3 —4
P(R_y =1) = C2, (Z) (Z) +C3 (Z) (Z) I

2t ,oNi-3t 2641 yo\ i-3t—1
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0:-0,25
1:-0,375

2 - 0,5546875

3 :-0,478515625

4 :- 0,507568359375

5:-0,497698783874512
6 :- 0,500541388988495
7 - 0,499943965813145
8 :- 0,499967868275249

9 :- 0,500025807115716
10 :- 0,499989382267968
11 :- 0,500002292975503
12 :- 0,500000558034211
13 :- 0,499999017675514
14 :- 0,500000715106658
15 :- 0,499999591625646
16 :- 0,500000209075493
17 :- 0,499999588443418
18 :- 0,500000553402205
19 :- 0,499999204665269
20 :- 0,500001327650118
21 :- 0,499998081047055
22 :- 0,500001185053007
23 - 0,500005354598003
24 :- 0,49997269635432
25 - 0,500072756039334
26 - 0,499901445600516
27 - 0,49981475594015
28 - 0,501909335733366
29 :- 0,49143905376191
30 :- 0,529313072562218
31 :- 0,41473388671875
32 :- 0,28125

33:-0
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