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GOST 34.12-2015 — «Kuznyechik»

[ Plain text |

Kuznyechik is an LSX block cipher
Block size — 128 bit (n = 16 byte)

K1

[s[s[s[s[s[s[s[s[s[s[s[s[s[s]s[s]

| L | Key size — 256 bit
% K2 It contains 9 full rounds
C
= [s[s[s[s[s[s[s[s[s[s[s[s[s[s[s]s]
o | L |
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[s[s[s[s[s[s]s[s[s[s[s[s[s[s[s]s]
| L |

—

| Cipher text |
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Round transformations

X — modulo 2 addition of an input block with an iterative key
S — parallel application of a fixed bijective byte substitution
L — linear transformation — MDS(32, 16, 17), optimal diffusion operation,

branch number (minimal code distance) B = 17

| block |

Ki

[s[s|s[s|s|s|s|s|s|s[s|s|s[s|s]s]

I L |
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2-round Kuznyechik

| Plain text

K1

[s|s|s[s|s[s|s[s[s|s[s|s[s[s[s][s|
| L |

K2

[s[s|s|s[s|s|s[s[s|s[s[s[s[s[s]S]

| L |
%QZIKS

| Cipher text

Vitaly Kiryukhin (JSC «InfoTeCS») Exact MEDP and MELP for 2-R Kuznyechik CTCrypt'18 4 /32



Differential trail in 2-round Kuznyechik

) G EEEE LT Ax =---=-=-=-=-=-=---- > X'

K1 K1
ISISISISISISISISISISISISISISISISI [s[s[s[s[s[s[s[s]|s[s[s][s]s]s[s]S]
R REEEEEEEEPTED O ETEETEEER >3
| L | | L |

K2 K2
=== Ay =L(A) -=-=-=====--~- >
[s[s[s]s[s[s[s][s]s[s]s[s[s[s]s]s] [s[s[s]s[s[s[s]s]s[s]s[s][s]s]s]s]

Dt S .Y e > L
| L L |
%C:KS %():KS
| Ay ======ccocmm- >Y'

The linear transformation on the second round can be omitted without loss of

generality.
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Differential trail

Q=Ax3 A 5 A, 2 Ay
Pr(Q) = TTiL; Pr(AX(] — Aqli]) - TTEL, Pr(Az[i] — Ayli)

______________________________________________________

______________________________________________________

______________________________________________________

______________________________________________________
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Differential

Ax
s 8/ s
DIFF(Ax,Ay) ={Q: Q= Ax— ... = Ay} a0 A T
Pr (DIFF(Ax, Ay)) = > Pr(Q) Ll Ll Ll
QEDIFF(Ax,Ay) Al Ay

2

A22)
MEDP — max Pr (DIFF(Ax, Ay)) N‘\ /
DIFF(Ax,Ay)\(0,0) Ay
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Our target

1) The best differential trail

gex Pr(Ax—S> Al S A S Ay)
0

2) The best differential

MEDP = max Pr (DIFF(Ax, Ay))
DIFF(Ax,Ay)\ (0,0)
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Estimate of differential trail probability

© — minimum number of active S-boxes
Pmax — maximum local differential probability

Q) = Ax— ... — Ay — any differential trail

Pr() < po.x

2-round Kuznyechik
© = B = 17 — property of MDS code

| \

Pmax = (355) — maximum local differential probability
Q=Ax3>3 A1 50,2 Ay

g \17
Pr(2) < phax = (ﬁ) =27%

V.
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The best differential trail

0O=Ax> Ay L Ay 2 Ay is 2-round Kuznyechik trail.
w(Q)) = w(Aq, Ag) is the number of non-zero bytes in A; and Ay (the
number of active S-boxes in )

For Kuznyechik: B =17 < w(Q2) < 32
Idea to find the best trail:
@ we will finding all (A1, Ag) : w(A1,Ag) =17
@ for each (A1, Ag) there is an optimal pair Ax, Ay

© among the constructed trails we will find the trail with the maximum
probability
© we will show that any trail : w(£2) > 17 has less probability than

the best trail
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Algorithm for finding codewords with the smallest byte
weight

How to find all (Al,AQ) : W(Al,Ag) =177

1) Fix locations of active S-boxes of first and second layers

s[s[Ss[SIs[S]s|s[S]S]s]

s[s]s] s[s[S]s[S]s]s]
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Algorithm for finding codewords with the smallest byte

weight

2) Let's present the linear transformation as a system of equations
AL = Ay over GF(28).
Al = (X17X27X3a s )X16)1 AQ = (ylavay?n s 7y16)

3) Select and solve the subsystem S in AL = Ay
Let w(A;) =t w(Ag) =1, t+r=17.
S consists of t variables («columnsy» with non-zero x;) and n— r=1t—1

equations («rows» with zero y;)

After solving the system we have a set of solutions Agi)IL = Ag), i=1,255
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Algorithm for finding codewords with the smallest byte

weight

Number of different equation systems is
> (O0)-G1)
(t,r):t+r=n+1 t r n+1

Each system has |GF(2%)| — 1 = 255 solutions.
Number of the (Al, AQ) : W(Al,Ag) =17 is

2n \ 32\ 4
255-<n+1)_255 (17>~2

In other words, we found all codewords with the smallest byte weight in
MDS code.
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The best trail

The result of a search among code words (A1, Ag) : w(Aq,Ay) =17 is
the best trail:

] 13 6 4
Pr(A A A Ay) = [ — 2 ) _9—86.66...
(A1,A2):Tv(aAX1,A2)=17 r( XA A y) (256) <256>

For any w > 17 holds:

8 w ] 18
P(A A A A< [ — ) < | — — 990 _ 9—86.66...
(Ax— A1 = Ao = y)_<256> _<256> <

Hence we find the best trail. It contains 17 active S-boxes.
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The best trail

Two different pairs (A1, Ag) were found that generate the best trails.
It is shown that there are no other such.

One of the best trails:

0095000000008200adad1b00££00007b Ax
0800008088806008]|PAx—A;)-256
0019000000002d00b8b8950072000028 Ay
2a00000d2337£74d0082a80000009d1b Asg
8008888608600068| P(Ay— Ay)-256
030000e08bec5a55002da90000005a95 Ay
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Algorithm for finding the best differential

© We will find for the best differential among differentials consisting of
trails Q: w(Q) =B=17
@ Thereafter we analytically show that any differential {2 : w(2) > B}

is worse than the one found in the first step.
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Algorithm for finding the best differential

We will use the following considerations:

@ The probability of the best trail is the lower bound for the probability
of the best differential. This probability is a threshold value.

e Any DIFF(Ax,Ay) = {Q: w(Q2) = B = 17} contains no more than
255 trails
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Algorithm for finding the best differential

Any DIFF(Ax,Ay) = {Q: w(Q2) = B =17} contains no more than 255 trails.J

Let we have differential (Ax, Ay). It has some set of active S-boxes. Hence any
trail Ax — A; — As — Ay in the differential has the same active S-boxes.
Therefore, all (A1, Ay) of these trail are solutions of one subsystem S of

equations. The number of solutions is 255.

[s[s]s] [S]s]
N EEENT RN NN
Ay BT T T ] [ [ B B[]
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Algorithm for finding the best differential

Solutions (Agl),AgD>, <A§255),A§255)> of S can be represented as

follows

Ax [T 2] 2 21 [ [PIel [Pl
1 1
AL I T e A [ T [
AP (T T T e | AP [N (el
& (T T T [ ) & I [ i [ o [
255 l P
AV T T 5 [ AP [ T T O T I 119

255) 255)
AP I TOT O [ T [ A [ [ T T
ay EIEL T T e [ e T
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Algorithm for finding the best differential

We have to choose the values (Ax, Ay) so as to maximize the differential.
Optimal differential trail Q() = Ax() 3 Agi) LN Ag) 3 Ay exists for
each solution (Agi), Ag)).
S22 Pr(Q()) — is upper estimate for differential (Ax, Ay).

If this estimate is less than threshold value then we refuse to construct a

differential on this set of solutions.
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Algorithm for finding the best differential

We will recursively iterate over nonzero bytes in (Ax, Ay). The algorithm
uses the «pruning» of the branches of the search tree due to the

constructed upper bounds.

av [T Ja fa [o] [ [oTe] [eTefefe]
- -~ - & -5 B - - { - o - B - - - - - APERE-{-T] - 1 - BoI- 4=F -[- {5} - -
--1-- 2 £ 51 - - B { - R - - -3 -aPERE -] - 1 - B 4=F -[- {5} - -

[T [ T ) [ [ [ [ ol [ o BT [ I
A A

255 @ @
S N N A A I T T T [ o 11
- - - P2 [ {5 -F - B { - R - - - - -AFOERE-{- ] - 1- B $=F -[- 5 - -
Ay EIE] T 1 2ieie T e 2l 1 =
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Algorithm for finding the best differential

Ac [ Jal @l T2 [ [PT2] [Pleiere]
- - o= - o [ - 18 [ - B { - e - - - - - - AP {ERE- -1 - 1- B4 {5 [- 51 - -
- - - - o2 E - 18 T - B 1 - - -4 -aP - - - 1- B 5 -[- 45 - -

9 (T T T T ) [ ) B T [ il [ I W [ I
255 ¢ p
o (T I L TO T T ) |/ a O T [ O [ O BT [ I

SRR CE el S R SR S R -~ - AP ERE -] - 1- E5I- {=F -[- {=F - -
AyERIT T el [ B [ 9

@ All items in one column are different (the property of MDS code)

@ Fixing one byte does not increase the number of trails in differential and the
estimate of its probability.

@ Number of trails in such differential is no more than 128 for any bijective S-box.

@ In practice, fixing a single byte reduces the number of trails by about half.
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Algorithm for finding the best differential

Thus, the algorithm for finding the best differential consists of:
@ consideration of all sets of solutions Agi)L = Ag)

@ construction of differentials for each of these sets
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The best differential

Thus, we have shown that for 2-round Kuznyechik the best differential
DIFF(Ax,Ay) = {2 : w(§2) = B = 17} contains only one differential trail

and its probability is
13 4
SNP 6N e
256 256
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Estimate of differential with B + 1 active S-boxes

Let DIFF(Ax, Ay) is the differential in 2-round Kuznyechik. Let
VQ € DIFF(Ax, Ay), w(§2) > B. Then

Pr (DIFF(Ax, Ay)) < 2787469

This theorem was proved analytically.

We know that the best differential DIFF(Ax, Ay) = {2 : w(Q) = B} has
—86.66...

probability 2 . Hence for 2-round Kuznyechik

MEDP = 2—86.66..‘
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Linear properties of 2-round Kuznyechik

There is a certain duality between differential and linear cryptanalysis. It

allows us to apply the algorithms described above to calculate linear

characteristics.

The best linear characteristic has probability

56 \*% (52 )T (A8 NTT | rgn.
256 256 256 N
The best linear hull contains 48 linear characteristics and has probability

MELP = 2—76.936... + 2—134.601..,
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About full-round Kuznyechik

For any LSX cipher, the N-round MEDP (MELP) is the upper bound for
(N + t)-round MEDP (MELP) Vt > 0.
Therefore, the 2-round MEDP (MELP) of Kuznyechik is the upper bound

for any larger number of rounds.
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Codewords with small binary weight

Let G = E|L is a linear binary code, codeword length — 256 bits, infoword
length — 128 bits.

It is shown that in G there are no codewords of binary weight 17, ... ,20.
Two codewords with binary weight equal to 29 are found.

One of them:

0202200002101201 w
009000a0030000000009010001090004 X
15040009010001090000000003a00090 | y = xL
3102101200002202 w
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The comparison with AES

2-round AES:

Sbox I I

ShiftRows

L

ﬁ

MixColumns M

DS

MDS

MDS

MDS

Shox I

| | |
VARVRVARV VAR R R R R R A R VR R
HENEEEN NN IEEEE
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The comparison with AES

The problem is easier due to the smaller block size (32 bit) and

«analytical» form of S-box.
Shox
ShiftRows
MixColumns

Shox

For 2-round AES: MEDP = 2728272 MELP = 2727287

Liam Keliher and Jiayuan Sui. Exact Maximum Expected Differential and Linear
Probability for 2-Round Advanced Encryption Standard (AES), Cryptology ePrint
archive, Report 2005/321, 2005, https://eprint.iacr.org/2005/321
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https://eprint.iacr.org/2005/321

Conclusion

We presented algorithms:

@ for finding codewords with the small byte weight in MDS-codes

e for finding all the best differential trails (linear characteristics) and

differentials (linear hulls) in 2-round Kuznyechik
It was shown that in 2-round Kuznyechik:
@ the best differential contains one differential trail
@ the best linear hull contains 48 linear characteristics.

MEDP = 2786:66-- and MELP = 2776-936-- was proved.
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Thank you for attention!

Questions?



