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bc and evolution of tasks

simple example1

▶ size of the internet doubles every 2 years
▶ for the beginning of 2016: approx. 7.7 Zettabyte
▶ in 2020: approx. 40 Zettabyte
▶ in 2020: approx. 50 billion devices will be con-

nected to the Internet
old new tasks

▶ confidentiality,
▶ integrity,
▶ authentication,
▶ different combinations of tasks.

simple solution: from bc to bc modes of operations

1according to http://live-counter.com

http://live-counter.com


bc and modes of operations

from attacks on bc to attacks on modes
from attacks on primitives to attacks on protocols

range of tasks 7→
range of adversary’s capabilities 7→

different adversarial models

example of models
▶ simple analysis,
▶ distinguishing attacks,
▶ cross-modes attacks,
▶ fault analysis,
▶ many more others, some undiscovered at the moment



bc in modes and evolution of cryptanalysis
simple example
sweet32: theoretical attack on bc to practical attack
on real-life informational systems
clear need:

▶ use cases for bc and modes of operations,
▶ limitations on use of bc and modes of operations,
▶ based on use cases limitations and restrictions for

use of bc and modes of operations.
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bc in modes vs. adversaries

trivial conclusion
each crypto mechanism could be used in such a way it
could not provide sufficient2 level of security
oppos.: each crypto mechanisms could be provided with
limitations in a way it will provide sufficient level
of security

2for some use cases
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observation notes
▶ broad study of modes of operations,
▶ provable security approach,
▶ direct cryptanalysis approach.

direct cryptanalysis
this amount = attack = upper value for the upper bound

provable security
more then this amount = attack = lower value for the

upper bound

UPPER BOUND FOR THE 
AMMOUNT OF DATA TO BE 

PROCEED

PROVABLE
SECURITY

DIRECT
CRYPTONALYSIS



direct analysis

▶ P1,P2, . . . ,Pu, P ′
1,P ′

2, . . . ,P ′
v – plaintext blocks,

▶ C1,C2, . . . ,Cu, C ′
1,C ′

2, . . . ,C ′
v – corresponding cipher-

text blocks.

task: obtain additional information about unknown part
of the plaintext with probability no less then π.

some observations:
McGrew, D. Impossible plaintext cryptanalysis and
probable-plaintext collision attacks of 64-bit
block cipher modes.
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provable security

some useful results:
Rogaway, P. Evaluation of Some Blockcipher Modes of
Operation.
Bellare, M., Desai, A., Jokipii, E., and Rogaway,
P. A concrete security treatment of symmetric en-
cryption.
A. Alkassar, A. Geraldy, B. Pfitzmann, A.-R.
Sadeghi. Optimized self-synchronizing mode of op-
eration.

▶ left-or-right distinguisher,
▶ time of work t,
▶ q queries [of the total length µ] to some oracle,
▶ birthday paradox.
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from 2tn to 2n(2n − 1) . . . (2n − t + 1).
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cbc
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summary

Table: Upper bounds for acceptable amount of data to be
processed.

Mode of operation Margin 1 Margin 2
ECB 1 —
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conclusions

▶ different tasks – different modes,
▶ different tasks – different adversaries,
▶ limitation and restrictions could be provided,
▶ maximum acceptable amount of blocks to be processed

without key change are given,
▶ boundaries presented are very close, so, amount of

data can be set.
▶ not universal restrictions, just the most weak

ones.



thank you for your attention!

any questions?

feel free to contact us on any matter at
SHISHKIN_VA@TC26.RU
LAVRIKOV_IV@TC26.RU

SHISHKIN_VA@TC26.RU
LAVRIKOV_IV@TC26.RU
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