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Definitions

Let us consider function �n meaning addition modulo 2n. We also
introduce the function ∆f (x , y ,∆x) :

∆f =
[
(x ⊕∆x) �n y

]
⊕ (x �n y).

Let us count all pairs (x , y) satisfying the equation for fixed ∆x ,∆f and
denote number of them ϕ(∆x ,∆f ).

Definition

The table Pn of shape 2n × 2n indexed by ∆x and ∆f with elements
(Pn)∆x ,∆f = ϕ(∆x ,∆f ) is called Differential Distribution Table (DDT).
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DDT has the following form

Pn =

∆x
∆f

0 . . . β . . . 2n − 1

0
. . .

...
...

. . .
...

α . . . . . . ϕ(α, β)
...

2n − 1

ϕ(α, β) =
∣∣∣ {(x , y) : β =

[
(x ⊕ α) �n y

]
⊕ (x �n y)

} ∣∣∣.
Definition

Two rows of DDT are called equivalent if they coincide up to a
permutation of their elements.
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Problem statement

Question 1

How can we describe the equivalence classes?

Question 2

Can we efficiently describe the equivalence class a row with a given index
belongs to?

Question 3

How many classes are there in matrix Pn?

Question 4

Can we generate all classes by the number n?
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Theorem

Let matrix Pn have the form

Pn =

[
A B
C D

]
.

Then matrix Pn+1 has the form

Pn+1 = 2


2A B 0 B
C D C D

0 B 2A B
C D C D

 .
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Example

For n = 1

P1 = 4

[
1 0
0 1

]
.

For n = 2

P2 = 8


2 0 0 0
0 1 0 1

0 0 2 0
0 1 0 1

 .

Victoria Vysotskaya (Infotecs) Some properties of modular addition CTCrypt’18 6 / 21



Lemma

Let us define for each n ≥ 2

An =

[
2An−1 Bn−1

Bn−1 An−1

]
, Bn =

[
0 Bn−1

Bn−1 An−1

]
and A1 =

[
1
]
, B1 =

[
0
]
, then

Pn = 2n+1

[
An Bn

Bn An

]
.

Lemma

Only powers of two and zeros are elements of matrices An,Bn,Pn.
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Now we want to construct an object so that there is a bijection between
the objects and equivalence classes.

Idea

Let us consider an arbitrary row vector r of length 2n with elements from
the set {0, 1, 2, 4, . . . , 2n−1}. The vector (k0, k1, . . . , kn−1), where ki is the
number of occurrences of 2i in vector r , is called a counter vector.

Example

(0, 2, 0, 1, 0, 0, 0, 1) 7→ (2, 1, 0),
(4, 0, 0, 0, 0, 0, 0, 0) 7→ (0, 0, 1).
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Idea

Let us match each row to a formal polynomial
pr (x) = k0 + k1x + k2x

2 + · · ·+ kn−1x
n−1, so that (k0, k1, k2, . . . , kn−1) is

the counter vector for this row.

Then
p2r (x) = xpr (x),

pr ||s(x) = pr (x) + ps(x),

where symbol || denotes concatenation of rows.
Now for i-th row

pn,i (x) = xn+1(an,i (x) + bn,i (x)).
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Recall that

An =

[
2An−1 Bn−1

Bn−1 An−1

]
, Bn =

[
0 Bn−1

Bn−1 An−1

]
.

Then the required polynomials have the following form:

an,i (x) =

{
xan−1,i (x) + bn−1,i (x), if αn−2 = 0,

an−1,i (x) + bn−1,i (x), if αn−2 = 1,

bn,i (x) =

{
bn−1,i (x), if αn−2 = 0,

an−1,i (x) + bn−1,i (x), if αn−2 = 1,

where αj is the j-th bit of binary representation of number i .
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Lemma

pn,i (x) = 2K−s+1xn+1
s−1∏
j=1

(x`j + x`j−1 + · · ·+ 2)x`s ,

where

K is a number of 1’s in binary representation of number i ,

s is a number of maximal disjoint groups of form (1, . . . , 1, 0, . . . , 0)
in binary representation of number i ,

`j is the number of 0’s in j-th group.
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Lemma
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Example

n = 7, i = 39 = (1, 0, 0, 1, 1, 1).
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Lemma

pn,i (x) = 2K−s+1xn+1
s−1∏
j=1

(x`j + x`j−1 + · · ·+ 2)x`s ,

where

K is a number of 1’s in binary representation of number i , K = 4.

s is a number of maximal disjoint groups of form (1, . . . , 1, 0, . . . , 0)
in binary representation of number i , s = 2.

`j is the number of 0’s in j-th group. `1 = 2, `2 = 0.

Example

n = 7, i = 39 = (1, 0, 0, 1, 1, 1).
p7,39(x) = 24−2+1x8(x2 + x + 2) = 8x10 + 8x9 + 16x8.

Victoria Vysotskaya (Infotecs) Some properties of modular addition CTCrypt’18 12 / 21



Lemma

pn,i (x) = 2K−s+1xn+1
s−1∏
j=1

(x`j + x`j−1 + · · ·+ 2)x`s ,

where

K is a number of 1’s in binary representation of number i ,

s is a number of maximal disjoint groups of form (1, . . . , 1, 0, . . . , 0)
in binary representation of number i ,

`j is the number of 0’s in j-th group.

Lemma

If pn,d ′(x) = pn,d ′′(x), then K ′ = K ′′, s ′ = s ′′, `′s = `′′s and multisets
{`′1, . . . , `′s′−1} and {`′′1, . . . , `′′s′′−1} are equal.
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Lemma

pn,i (x) = 2K−s+1xn+1
s−1∏
j=1

(x`j + x`j−1 + · · ·+ 2)x`s ,

where

K is a number of 1’s in binary representation of number i ,

s is a number of maximal disjoint groups of form (1, . . . , 1, 0, . . . , 0)
in binary representation of number i ,

`j is the number of 0’s in j-th group.

Definition

Qn is a set of tuples
(
K , s, `s , {`1, . . . , `s−1}

)
corresponding to numbers

i ∈ {0, . . . , 2n−1 − 1}.
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Theorem

There exists a one-to-one correspondence between the set of equivalence
classes of the matrix Pn rows and the parameter set Qn.

Note

To enumerate all the equivalence classes it is sufficient to iterate over all
the tuples from Qn. Thus they can be generated in time proportional to
number of non-equivalent rows of matrix Pn. On the contrary, the
brute-force algorithm requires time proportional to number of all matrix
rows.
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Definition

Let p(n, k) denote the number of partitions of n into exactly k parts and
p(n) =

∑n
s=1 p(n, s).

Example

Table: Partitions for n = 5

k 1 2 3 4 5

p(n, k) 1 2 2 1 1

partitions {5} {3, 2}, {3, 1, 1}, {2, 1, 1, 1} {1, 1, 1, 1, 1}
{4, 1} {2, 2, 1}

p(5) = p(5, 1) +p(5, 2) +p(5, 3) +p(5, 4) +p(5, 5) = 1 + 2 + 2 + 1 + 1 = 7.
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Lemma

p(n, k) = p(n − 1, k − 1) + p(n − k, k).

Theorem

|Qn| =
n−1∑
j=1

p(j) + 1, n > 3.
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Lemma

p(n, k) = p(n − 1, k − 1) + p(n − k, k).

Theorem

|Qn| =
n−1∑
j=1

p(j) + 1, n > 3.

Note

Now we see that the complexity of computing |Qn| is O(n3) bit operations.
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Theorem

|Qn| =
n−1∑
j=1

p(j) + 1, n > 3.

Hardy and Ramanujan obtained an estimate:

p(n) ∼ 1

4
√

3n
e
π
√

2n
3 as n→∞

using which we proved

Theorem

|Qn| ∼
e
π
√

2n
3

2
√

2π
√
n

as n→∞.
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Theorem

|Qn| ∼
e
π
√

2n
3

2
√

2π
√
n

as n→∞.

Corollary

|Qn| = 2O(
√
n) as n→∞.

Note

Now we can claim we can enumerate all the equivalence classes in 2O(
√
n)

bit operation.
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Conclusion

In this work we

1 obtained a general formula for representation of introduced
equivalence classes in DDT;

2 provided an efficient method for computing the representation of the
equivalence class of a row with a given index;

3 obtained an exact formula for the number of equivalence classes;

4 proved an asymptotically accurate approximation of number of
equivalence classes;

5 sketched an algorithm to generate all equivalence classes in 2O(
√
n) bit

operations.
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Questions?
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