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THE MAIN RESULT 
 

Theorem 1. (Malyshev F. M.) 
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THE MAIN RESULT 
 

 
Theorems 1 and 2 are proved based on the 

separation of the cipher functional scheme into 
nonlinear part and linear medium. 
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THE MAIN RESULT AND RELATED WORKS 
 

 
Theorem 1 has been proved in special cases: 
Daemen J., Govaerts R., Vandewalle J. Correlation matrices / 

Advances in Cryptology – FSE’1994. − LNCS, 1995, vol. 1008, 
pp. 275−285. 

Daemen J. Cipher and hash function design strategies based on 
linear and differential cryptanalysis / Doctorial Dissertation, March 
1995, K.U. Leuven. 

Daemen J., Rijmen V. The design of Rijndael: AES The 
Advanced Encryption Standart / Springer, 2002. 
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THE MAIN RESULT AND RELATED WORKS 
 
 

Theorem 2 follows from Theorem 1 and the fact 
taken from 

Chabaud F., Vaudenay S. Links between differential and linear 
cryptanalysis // Advances in Cryptology – EUROCRYPT’1994, LNCS 
950, pp. 356-365, 1995; 

Daemen J., Govaerts R., Vandewalle J. Correlation matrices // 
Advances in Cryptology – FSE’1994. − LNCS, 1995, vol. 1008, 
pp. 275−285 

 

about the link between the linear and differential 
characteristics of Boolean mappings 
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Daemen J., Govaerts R., Vandewalle J. Correlation matrices // 
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about the link between the linear and differential 
characteristics of Boolean mappings 

Theorem 2 has been proved in a different smart way 
by Fedchenko V.A. 
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UNIVERSAL FUNCTIONAL SCHEME 
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1 2 1 2z z z zε ε⋅ + ⋅  
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UNIVERSAL FUNCTIONAL SCHEME 
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1 ... Nx x  

0 1 1x  
1
...

ki ix x    1... Nx x  
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UNIVERSAL FUNCTIONAL SCHEME 
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so we get 

 
the same δL , pD. 
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UNIVERSAL FUNCTIONAL SCHEME 
 

 

For all : N MF V V→  we have 
 
the same linear medium C ; 
 

the same ,
i

i i

f
l lδ ′ ′′ , ,

i
i i

f
d dp ′ ′′, 

 
so we get 

 
the same δL , pD. 

 

We have come to a complete absurdity 
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UNIVERSAL FUNCTIONAL SCHEME 
 

 
 

Universal functional scheme demonstrates a 

significant range of possible errors using the current 

way to estimate the characteristics of probabilistic 

relations. 
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UNIVERSAL FUNCTIONAL SCHEME 
 

 
 

Universal functional scheme demonstrates a 

significant range of possible errors using the current 

way to estimate the characteristics of probabilistic 

relations. 

Let see more examples. 
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EXAMPLE (FEDCHENKO V. A.) 
 

XSLP-cipher  12 12:kF V V→  

3 3:V Vπ → , (6,2)B GL∈ , 4P S∈ . 
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EXAMPLE (FEDCHENKO V. A.) 
 

XSLP-cipher  12 12:kF V V→  

3 3:V Vπ → , (6,2)B GL∈ , 4P S∈ . 
 

Two systems 1L , 2L  have been found such that: 

1 2
0,03...δ δ= = 

L L  

1 1, 0L Lδ ′ ′′ = , 
2 2, 0,2...L Lδ ′ ′′ = −  
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EXAMPLE (FEDCHENKO V. A.) 
 

XSLP-cipher  12 12:kF V V→  

3 3:V Vπ → , (6,2)B GL∈ , 4P S∈ . 
 

Two systems 1L , 2L  have been found such that: 

1 2
0,03...δ δ= = 

L L  

1 1, 0L Lδ ′ ′′ = , 
2 2, 0,2...L Lδ ′ ′′ = −  

Moreover,       , 0 ,max 0,75F
L L L Lδ′ ′′ ′ ′′≠ = . 

SO, METHODS DO NOT ALWAYS WORK 
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DISADVANTAGES OF THE METHODS 
 
 

1. The methods only work SOMETIMES. 

PROBLEM: In what cases the methods work? 
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DISADVANTAGES OF THE METHODS 
 
 

1. The methods only work SOMETIMES. 

PROBLEM: In what cases the methods work? 
 

2. We do not obtain the best ,L Lδ ′ ′′ and ,D Dp ′ ′′. 
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1. The methods only work SOMETIMES. 

PROBLEM: In what cases the methods work? 
 

2. We do not obtain the best ,L Lδ ′ ′′ and ,D Dp ′ ′′. 
 

3. General results about the exactness of 
approximations 

δL ↔ ,L Lδ ′ ′′  and  pD ↔ ,D Dp ′ ′′ 

are not known. 
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DISADVANTAGES OF THE METHODS 
 
 

1. The methods only work SOMETIMES. 

PROBLEM: In what cases the methods work? 
 

2. We do not obtain the best ,L Lδ ′ ′′ and ,D Dp ′ ′′. 
 

3. General results about the exactness of 
approximations 

δL ↔ ,L Lδ ′ ′′  and  pD ↔ ,D Dp ′ ′′ 

are not known. 
 

IT IS IMPORTANT TO VERIFY THE RESULTS ! 
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METHODOLOGY OF EXPERIMENTS 
 

 
 

 
 
 
 
 
 

Is ,L Lδ δ ′ ′′≈L ? 
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METHODOLOGY OF EXPERIMENTS 
 

 
 

 

if δL is significant 

 

 

 
 
 
 
 
 
 
 
 

Is ,L Lδ δ ′ ′′≈L ? 

Obtain 
an empirical 
estimations 

δ ∗ 
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METHODOLOGY OF EXPERIMENTS 
 

 
 

 

if δL is significant                                      if δL is small 

 

 

 
 
 
 
 
 
 
 
 

Is ,L Lδ δ ′ ′′≈L ? 

Obtain 
an empirical 
estimations 

δ ∗ 

Vary , 1, ...,if i k= . 

Do not change C  ! 
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if δL is significant                                      if δL is small 

 

 

 
 
 
 
 
 
 
 
 

Is ,L Lδ δ ′ ′′≈L ? 

Obtain 
an empirical 
estimations 

δ ∗ 

Vary , 1, ...,if i k= . 

Do not change C  ! 

Encrease δL 
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estimations 
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Vary , 1, ...,if i k= . 

Do not change C  ! 

Encrease δL 

Make as many experiments as possible 
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THE MAIN FEATURE OF THE METHODS 
 
 

The methods only work SOMETIMES. 
` 
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THE MAIN FEATURE OF THE METHODS 
 
 

How to estimate its effectiveness? 
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How to estimate its effectiveness? 
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THE MAIN FEATURE OF THE METHODS 
 
 

How to estimate its effectiveness? 
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THE MAIN FEATURE OF THE METHODS 
 
 

How to estimate its effectiveness? 
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THE MAIN FEATURE OF THE METHODS 
 
 

How to estimate its effectiveness? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
NV  

K  

NV K×  

F  



Fedor Malyshev, Andrey Trishin LINEAR AND DIFFERENTIAL CRYPTANALYSIS: ANOTHER VIEWPOINT  
 

67 

 

THE MAIN FEATURE OF THE METHODS 
 
 

How to estimate its effectiveness? 
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THE MAIN FEATURE OF THE METHODS 
 
 

How to estimate its effectiveness? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
NV  

K  

0k  

NV K×  

NV  

,F   

a fixed key 



Fedor Malyshev, Andrey Trishin LINEAR AND DIFFERENTIAL CRYPTANALYSIS: ANOTHER VIEWPOINT  
 

69 
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How to estimate its effectiveness? 
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THE MAIN FEATURE OF THE METHODS 
 
 

How to estimate its effectiveness? 
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THE DUALITY OF LINEAR AND DIFFERENTIAL CRYPTANALYSIS 
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THE NOVELTY 
 

 
1. The linear medium of the functional scheme 
2. Theorems 1, 2 
3. Universal functional scheme 
4. Methodology of experiments 
5. The degrees of diffusion of the linear medium 
6. The dual linear medium (the duality of linear and 

differential cryptanalysis) 
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THE NOVELTY 
 

 
1. The linear medium of the functional scheme 
2. Theorems 1, 2 
3. Universal functional scheme 
4. Methodology of experiments 
5. The degrees of diffusion of the linear medium 
6. The dual linear medium (the duality of linear and 

differential cryptanalysis) 
 

QUESTIONS? 
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