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Biometry usage

Biometric data are unique for each person,
BUT there are certain difficulties while using them.

Difficulties

© unstable input data
@ low entropy of output bit string
@ how to store the template safely?

Input data instability = errors of type I (False Rejection) and type II
(False Acceptance).
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Fuzzy extractor

G ® Reproduction . . )

&= v | S,y function M — metric space with metric p
@' — € b U, — random variable with uniform
n s (%) distribution over {0, 1}

Generation { Hoo(A) = —log, (Igleaj‘( Pr(A =a))
function SD(A, B) =
=3 > |Pr(A=a)—Pr(B=a)|
Figure 1: Fuzzy extractor a€A

(M,m,l, t,e)-fuzzy extractor — a pair of functions (Gen, Rep):
Q@ Gen[w] = (s,q), where w € M,s € {0,1}!,q € {0,1}*.
@ Rep[u/,q] = s & p(w,v') < t,w' € M.

@ Security property.
If for a random variable W over M it holds true that Hoo (W) > m
and Gen[W] = (s, q), then SD({s, q), (U, q)) < e.
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Fuzzy extractor scheme

Fuzzy extractor scheme based on XOR operation:
o Gen[w| = (s,q), where s € {0,1}"™, ¢ = w & C[s];
e Rep[w',q] = D[w' & q] = D[w' & w & C[s]] = s, if plw,w'] < 1.

M ={0,1}", p — Hamming metric
C[] - coding function of Hamming code
DJ-] - corresponding decoding function

w,w’ € M - biometric parameter feature vectors
s — fuzzy extractor secret string
q — fuzzy extractor public (helper) string
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Previous results

e Xavier Boyen,“Reusable cryptographic fuzzy extractors”, 2004.

e Koen Simoens, Pim Tuyls, Bart Preneel, “Privacy weaknesses in
biometric sketches”, 2009.
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Real-life security of fuzzy extractors

@ What is the distribution of biometric data?

© How can an attacker use knowledge about biometric data
distribution?
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Real-life security of fuzzy extractors

Main questions
@ What is the distribution of biometric data?

© How can an attacker use knowledge about biometric data
distribution?

Study real-life security of a fuzzy extractor scheme based on XOR
operation.
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@ Independent non-equiprobable bits with known parameter p # 1/2.
transition probabilities.

Bits form a stationary Markov chain with known matrix of

«O0>» «Fr «=r» «E)» = o>



Biometric data models

@ Independent non-equiprobable bits with known parameter p # 1/2.

@ Bits form a stationary Markov chain with known matrix of
transition probabilities.
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Statistical analysis of biometric data

Description of biometric vectors database for AT&T Database:
39 persons — from 5 to 15 vectors for each person — 377 vectors — length

130592 bits

Feature extraction with Local binary patterns (LBP) algorithm
Vector length after transformation — 75 bits.

Table 1: Evaluation of probabilities to take the value 1 for several bits.

i Pwi)=1] @ | Plw)=1] i | Plw)=1] i | Plwy) =1
0| 0.335677 | 8 | 0.514310 | 16 | 0.491613 | 24 | 0.487495
11 0.529562 9 0.504790 | 17 | 0.513379 | 25 | 0.483415
2| 0.525382 | 10 | 0.457895 | 18 | 0.500390 | 26 | 0.479505
3| 0.533092 | 11 | 0.493051 | 19 | 0.493090 | 27 | 0.507518
4 | 0.403864 | 12 | 0.482903 | 20 | 0.502562 | 28 | 0.485082
5| 0.501710 | 13 | 0.478931 | 21 | 0.498690 | 29 | 0.504567
6 | 0487790 | 14 | 0.479208 | 22 | 0.500526 | 30 | 0.487244
7| 0488562 | 15 | 05013541 | 23 | 0.473223 | 31 | 0.491690
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Statistical analysis of biometric data

Table 2: Searching for stationary Markov chains.

Person Bits sequences
1 [58-60]
2 [61-63]
7 [63-65]
9 [18-20], [63-65]
13 [28-30], [33-36], [46-48], [49-51], [53-56],
[57-60], [61-63], [63-65], [66-68], [71-73]
23 [58-60], [71-73]
24 [36-38], [66-68]
25 [52-54], [72-74]
26 [28-30], [30-32], [41-43], [61-63], [65-67],
[68-70], [69-72], [71-73], [72-74]
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Independent non-equiprobable bits

1
For the sake of certainty p < 3 g=1—p.

n — biometric parameter length, N = 2",

Pr(w!) > Pr(w?) > ... > Pr(w®)
Wi = {w|wt(w) =i}

w! = (0,0,...,0,0) J WO
w? = (0,0,...,0,1)

3
w” = (0,0,...,1,0
(. ) .{4},1

w" = (1,0,...,0,0)
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Independent non-equiprobable bits

w®q=Cl[s] J

(ana"‘aoao) ® (CJ1,C]2a--~aQn) = (Q1aQZ7~-

(0707“'7071) S (q17q27"'7qn) = (q17QQ)"'

+Gn)

yqn ® 1)

(1717”'7171) S7] (q17q27"'7q’n) = (q1®17QQ@177QH@1)
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Independent non-equiprobable bits

w @ q=Cls] J

(0707---;0;0) @ (q17q27"'7qn) = (qlaQQ7"'aQn)

(ana"'aoal) @ (q17q2a"'7qn) = (qlaq27"'aQn@1)

(]-a]-a'”alal) ©® (CILC]Za---aC]n) = (ql@laQQ@la

aQn@l)
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Independent non-equiprobable bits

{s'} ={0,1}" = Fjo: s = C[s]

Let’s denote:

St ={s e {s'}s = q@w", wt(w") =i},

15| = (?),Vizo,...,n.

SOuUStU...UST = {5},
S'NSI =@,i# ]

Then
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Consider only first 7 classes S°, S1,..., 8" = S of vectors with
r—1
maximum probabilities. Denote M = ) (’:)
i=0
4 Y
g 31:(‘115@'23“‘}‘1?&)
32 = (q13q25 voeyGn B 1)
SM - (QI eaw{‘JJQQGngJ:"':qﬂ@wiJ)
\,

ML (g @w{vf—o—l, ) @wgﬂ—b—l

[m]

=

v
,-”,qn@w::ﬂ—o—l)
N _
8 = (ql @ ]-yQ'QGB]-,---,Q'n@]-)
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Independent non-equiprobable bits

K* — the number of code words in class S?
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Independent non-equiprobable bits

)plg ) + Y KI - (pgr 4 (I)pi gDy
j=1

o
) (- (et coms
()pi-1gn-U-D 4 (n;j)pmgn(m)))).

Ry(M) = (KO' (9"
+ ("0 pitlgn- )
+ E K7 (p'g" 7 +

ZK’+1+ZK"‘

-(éjoKi(lJrn))Jr(KO(g + (Pp'g™ 1)+]Z ( : 5 = )

K7 (pjg"—f + ()t + (”Ij)pj“g”—(M))].
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Markov chain model

P = (p w B 01) — matrix of transition probabilities:
P10 P11

pij = Pr(z, = i|lz,—1 = j),4,5 € {0,1},Vr € {1,2,...}.

F = (foo fOl) — transition matrix of a chain sample:
Jfio fn

fij — the number of transitions from state i to state j.
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Markov chain model

@ Restore all possible transition matrices F' for n steps.

foo | fo1 | fio | f11
foo | for | fio | fia
foo | fou | fo | fia
foo | fou | Fio | /i
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Markov chain model

© Evaluate the probability of a Markov chain sample with given
transition matrix F'.

foo | fo1 | f1o | f11 Pr

folo f(}l fllo f111 Pr(wp:)
fgo f31 f120 f121 Pr(wgz)
fg’o f(:))’1 ffo f§1 Pr(wps)
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Markov chain model

@ Evaluate the number of Markov chain samples with given transition
matrix F.

fog f01 fl() f11 Pr N(n) (F)
ft}o f(}1 fll() fli | Pr(wp) N(n)(Fl)
fgo f31 f120 fir | Pr(wp2) N(n)(Fz)
fgo f31 f%o f% Pr(wgs) N(n)(F3)
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Markov chain model

@ Sort the obtained set by probabilities to get the Markov chain
samples with given transition matrix in descending order.
foo | fo1 | fi0 | f11 Pr N® (F)
o | | o | 7 [ Pruga) | NOTCE)
o | fod | f13 | fi3 | Pr(wpes) | N (F™)

o | foi | fib | A1t | Prlwpe) | N (F™)
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Markov chain model

@ Compile the set of vectors {s/} to be searched in: for each transition
matrix from the obtained set and the corresponding initial and final
states, restore all possible vectors {w} and XOR them with gq.
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@ Compile the set of vectors {

s/} to be searched in: for each transition
matrix from the obtained set and the corresponding initial
states, restore all possible vectors {w} and XOR them with ¢

0 iial and final
@ Calculate the average amount of work

«O0>» «Fr «=r» «E)» = Q>



Markov chain model

M — size of high probable set
N®(FY — number of Markov chain samples with transition matriz F*

Z-1 Z
Z — number of observed classes: Y. N (FY) < M, S N™(Ft) > M
=1 =1

Let’s create a list :
Nt = NO(F vt =1,...,7Z 1,
{N(")(FZ ) Jif Y2 NM(FY) = M

7] —
12 M — 2P NO(FY) | otherwise.
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Markov chain model

M — size of high probable set
N®(FY — number of Markov chain samples with transition matriz F*

Z-1 Z
Z — number of observed classes: Y. N (FY) < M, S N™(Ft) > M
=1 =1

Let’s create a list :
V[t = NO(FY VE=1,...,7Z -1,
[ N0(F7) it A NM(FY = M

7] =
12 {MZtle N®(F) | otherwise.

Ra(0M. pon, ) = (2 PHF) vm)l (M- (1= £ Per 1) +

7 i—1 i A
ST < SLEEEDS v[j]) il Pr<F2>>.
=1 7=1 J=1

(2)
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Evaluation of the average amount of work

r — number of observed vector classes

Poo, P11 — elements of Markov chain transition probabilities matriz
pst — Bernoulli scheme parameter

Ry (r,p§!) — the average amount of work for Bernoulli scheme

Ro (7, poo, p11) — the average amount of work for Markov chain model

Table 3: Comparison of the results for two models. Non-truncated search.

lw| | poo | p11 | 7T | Ra(r,poo,p11) P! Ry (r, p&h)
255 | 0.3 | 0.5 | 255 224487 0.4167 | 22499%.-
255 | 0.3 | 0.6 | 255 2242.99... 0.3636 | 224488
255 | 0.3 | 0.8 | 255 2220-58... 0.2222 | 2%18:56.
255 0.4 0.5 255 2250.91... 0.4545 2252.28‘..
255 0.4 0.6 255 2248.57..‘ 0.4 2248.56‘..
255 [ 0.4 [ 0.7 | 255 2241.02... 0.3333 | 221098
255 1 0.4 | 0.8 | 255 2225.86... 0.25 2225.59...
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Evaluation of the average amount of work

r — number of observed vector classes

Poo, P11 — elements of Markov chain transition probabilities matriz
pst — Bernoulli scheme parameter

Ry (r,p§!) — the average amount of work for Bernoulli scheme

Ro (7, poo, p11) — the average amount of work for Markov chain model

Table 4: Comparison of the results for two models. Truncated search.

lw| | poo | p11 | | Ra(r,poo,pi1) pgt Ry (r, pgl)
255 | 0.3 | 0.5 | 55 2216.08... 0.4167 | 2%476.

255 | 0.3 | 0.6 | 55 2212.35... 0.3636 | 221023
255 [ 0.3 | 0.8 | 55 218843 0.2222 | 218872
255 0.4 0.5 55 2233‘34... 0.4545 2237.35”,
255 0.4 0.6 55 2219.93... 0.4 2219.81...
255 | 0.4 | 0.7 | 55 2%00.68... 0.3333 | 220352
255 | 0.4 | 0.8 | 55 2189.56... 0.25 | 219120
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Evaluation of the average amount of work

R1 - the average amount of work for Bernoulli scheme

Ro — the average amount of work for Markov chain model

poo = P(w; = Olw;—1 = 0)
pu = Plw; = 1|w;—; = 1)
50
0
30
20 08
10 06
0 0,4
~100,2 4 P
03 0 o y
, 06 . 0.2
Poo ' 08
§-100 W0-10 W10-20 W20-30 W30-40 M40-50

Figure 2: (logaR1 — loga R2) for n = 255, non-truncated searching
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Conclusion

e We’ve shown the low entropy of face biometric data. Our results
correspond to the previous study of Ushmaev and Kuznetsov for
fingerprint biometric data.

o We've studied the impact of statistical properties of biometric data
on the security of fuzzy extractors.

@ Observed effects should be taken into account while evaluating
practical security of fuzzy extractor-based biometric identification
systems.
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Thank you for your attention!

Any questions?
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