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Structure of the report

© Quantum algoritms (Grover, quantum counting).
© Quantum differential cryptanalysis.
@ Quantum counting as subprogram of Grover’s search.

@ Quantum linear cryptanalysis.
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Grover’s quantum algorithm

Let N = 2", we want to «find» arbitrary solution among M possible solutions, M < N/2.
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Figure 1: Grover’s iteration «G» relatively the boolean function f.

o Iffa) = oL S |2) L |8) = A S fo). then [4) = /Y5 [a) + /3 |5).

o |¢) = cos(%)|a) + sin(%)|B), after measurement [¢)) we get random solution with probability
sin?(%).

o After k Grover’s iterations we get
2k +1 2k +1
G* |4p) = cos ( 2+ 9) |a) + sin ( i ) 18) .
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Quantum counting

Problem: For random boolean function f :V,, — V;, we have to estimate M = |f*1(1)| — number
of arguments x on which f(z) = 1.
We could estimate ¢ = 2arcsin /M /N by quantum circuit on fig. 2, M = sin®(4)N.
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Figure 2: Quantum counting circuit. The control register contains m qubits.

Q

If m ~ n/2 we could get |f~1(1)| by ~ O(v/2") quantum operations with constant error rate and
sucsses probability at least 4/72 = 0.405285.
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Quantum differential cryptanalysis

1. Difference relations search — Bernstein-Vazirani quantum algorithm ([1], [2], [3]).

2. Iteration key search is described in [4], [5].

e For E:V,, x Viy = Vi, C = E(key, P), we have difference (a,b) with probability p(p).
It is assumed that on the secret key key:

P(E(key, P) ® E(key, P ® a) = b) = p(a,p), Dlap) = meaX\B> Pla,b)-
a, S m

e We have N pairs (P;, C;), received on the same secret key.

o According to [4], the quantum complexity of key search is O(v/N) + O(V/K ), while the
classical complexity is estimated as O(N) + O(K) (in [4] key € Vipg, k).
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Quantum differential cryptanalysis

o Check K7, estimate p(qp),_,, if it close to p(ap),_,, then we have candidate for K.
o If we find K, for K searching we need (a,b)r_2 with p(4 )
o Usually piapyn_, < Pab)r_o-

R—27
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Figure 3: K, searching.
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Quantum differential cryptanalysis (main idea)

o Since Pa,p)p_, = MaAXy yev, \{0} P(z,y)n_.- it 1S Tequired to find Ky € Vi (k < n) that
Prob(’If {P; ® Pj = a}, then {C; & C; = b}”) — max,

P! = EY(Ky, P)).

o Let
2™Mm—1
Z(Ky) =Y Ind(C; & C; =b|P & P} = a),
2,7=0
C; = Ef~1(key, P/), then
2™m—1
Z(Ki) =Y Ind(E" (key,P])® E" *(key, P/ & a) =b).
=0

If on the round key K the probability of the difference (a,b) is maximum, then on the round
key K7 the value of Z(K;) also is maximum.
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Quantum differential cryptanalysis (main idea)

@ Searching probable K is equivalent optimizing Z(K), i.e. searching such round key K; on
which Z(K7) — max.

e In the classical case, in order to find Z(K7) it is necessary to check all known possible pairs
(P;, Cy), i.e. for each pair of blocks (P;, C;), calculate P/ = E1(Ky, P;) and check if the
property "If P/ & P} = a, then C; & C; = b " is performed.

e In the quantum case, we want to use quantum parallelism, i.e. get a superposition of all

possible iterative keys K; and the corresponding values Z (K7 ).
We want to get

Z\/%HGHZ(KH%

to which we will apply the amplitude amplification procedure for searching K; candidates.
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Quantum differential key searching by [4]

11

Quantum g ,
1| Search |

Register Ry |g): Hk oracle O,

k qubits

oracle —{ mark|x)
workspace for R(x)=R(y)
Register R,  — :
tqubits 1077} : —R(Y)
Register R; ]
n+1 qubits |0>: R(y)
Register Ry -
k qubits i3

Figure 4: Schematic circuit for the quantum differential cryptanalysis
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Quantum differential key searching by [4]

Register R, {|O) = e : Jray \ FIR ()

t qubits

| e

workspace

Register R, ] i
n+1 qubits |0) [
H GZ“_ o GZ‘.GZ“"‘

|
111
T
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g
T

Register R, _
k qubits 1) 3

Figure 5: Circuit for calculating R(x)
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Quantum differential cryptanalysis (data preparation)

Example:
Ne of pair i | P; C;
0 000 | 001
1 001 | 010
2 010 | 011
3 011 | 100
4 100 | 101
5 101 | 110
6 110 | 111
7 111 | 000

o We know N = 2™ pairs of blocks (P;,C;), i € 0, N — 1, we want to prepare
2m_1
Yico Tz 1P IC).

10) (]
|
[0) | H |

10)

10)

10)
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Quantum differential cryptanalysis (make |K;) |Z(K

For prepare |K1)|Z(K7)) we want to estimate Z(K;) using the quantum counting algorithm.
We have to realize the boolean function fr, and estimate |f1}11(1)|
Number of a
pair P;, C; T1 T2 ... Ty flxe, @2, ..., Tm)

i=0 00...00 Ind(EF~T(key, P}) ® E¥~(key, P, ® a) = b)

i=1 00...01 Ind(ER~Y(key, P]) ® Ef~!(key, P, @ a) = b)

i=2 00...10 Ind(BER~Y(key, P3) ® EF~Y(key, Py @ a) = b)

i=3 00...11 Ind(ER~Y(key, Py) ® EX~(key, P, ® a) = b)

i=N-—1 11...11 Ind(ER~Y(key, P}y_,) ® EE " (key, Piy_, ®a) =b)

Table 1: The table of values of the boolean function fx;.

For preparing ZZ 0 \F |P;) |C;), we need O( ) quantum operations.
To implement fx,, we have to prepare ZZ 0 f |P;) |C;) twice.
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Quantum differential cryptanalysis (make |K7) |Z(K;

Quantum circuit that implements fr,:

|1) —~ |11)
|P) —=—{E\(K\. P) 1P
|C) — 1C:)

|P;) ‘/—‘m E’(KL-PL)H%Ba |P! & a)

i) —= [E" (hey, F)) & E™ ' (key, P & a) |Ef(key, P)) @ E*(key. P @ a))
|0) CONOT(b) [Ind(ER-(key, P}) & E™'(key, P! & a) = b))

Figure 6: Implementation of fx, as a quantum circuit. El(Kl, P;) - one iteration of the encryption
function on K7 and P;. The operation @a is the application of one-qubit gates X on those qubits whose
numbers correspond to "1" bits of the difference a € V;,,. The operation E¥~!(key, P}) ® E*~*(key, P! @ a)
is performed using m standard two-qubit operations CNOT', and CNOT(b) - generalized CNOT, inverting
the lower qubit, in which the difference b € V,,, acts as a control vector.
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Quantum differential cryptanalysis (problem)

Input. Block cipher with round encryption E : Vi, x V,,, — V,,, N = 2™ pairs of blocks (P;, C;),
P,C; € V,,, i €0,2™ — 1 received on the same secret key, difference relation (a,b)r—1 with
P(a,b)r_.» Such that two simple hypotheses can be distinguished by classical statistical methods

Hy : P("If P/ @ P} = a, then C; © Cj = b") ~ Be(1/2™71);
H P("If Pl/ D PJ{ =a, then C; & Cj = b") ~ Be(p(a7b)R71)7

provided 1/2m~1 < D(a,b)r_.1» With acceptable error probabilities.

The case when p(, ), = ming yev, \{0} P(e,y), a0d P(ab)z_, = 0 is known as the impossible
differential method.

Output. Round key K; with a maximum value of Z(K}).
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Quantum differential cryptanalysis (Preparation step)

1. Prepare two registers with quantum states Zz 0 \/» |P;) |C;). Complexity is O(N) quantum
operations.

2. Select a random round key K, calculate the value of Z(K).
- O(2™) classical operations — find exact value of Z(K) by analysing all N pairs (P;, C;); calculate
the initial value Ocyrrent := O = 2 arcsin %
- O(2r%7+3) quantum operations — quantum c~0unting with relatively the boolean function fx,
with a probability of at least 4/7% estimate Ourrent, which has a predicted error level

Agaurrent S 273 (See [7, 8, 9])
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Quantum differential cryptanalysis (Search procedure, part 1/4)

1. Initialize k qubits in state |0), apply the H®*, we obtain \/% |K1).

2. Execute quantum counting as in the figure 2 relatively fx, : Vi x V;;, — Vi, with using
wyn = [m/2] + 3 control qubits, to determine ||fk, || without measurements.

fx,(P) = Ind(ER Y (key, P}) ® ERY(key, P} @ a) = b).
A quantum circuit implementing fx, is shown in the figure 6.

The complexity of the quantum counting is O(2¥~), we get a superposition of the estimates
0%, which has a predicted error level Afx, < 273 with a probability of at least 4/72.

Thus, after quantum counting we obtain a superposition of round keys and the corresponding
estimates \/% | K1) ‘0K1> (other registers are omitted for clarity, because they are not
involved in the further search procedure), at this step we need k + 4m + 1 + wy logical qubits.
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Quantum differential cryptanalysis (Search procedure, part 2/4)

3. The value 0.yyrent is used as a threshold value, the set of all possible round keys K € Vj is
divided into two classes: the first class of "bad" keys 0k < O.yrrent and the second class of
"gOOd" keys 0K > ecurrent-

This classification can be realized by the boolean function g : Vi, X Vi = V4,

g(’éKl ’ ecurrent) = Ind(gKl > ecurrent)~

The boolean function g(§K1,9curmm) can be implemented as follows:
o We could initialize one ancilla qubit |¢g) = |1), and consider it as high order bit of binary
decomposition Ocyrrent.
o If after subtraction in the binary number system Ocyrrent — 5;{1, the high order bit is changed and
will be "zero" (we get |¢) = |0) ), then 51(1 > Ocurrent.
Quantum counting relatively ¢ as in the figure 2 with using wx = [k/2] 4+ 3 control qubits —
complexity O(2*%) Grover iterations, with a probability of at least 4/7% we obtain the
estimate 6,4, by which we find

— 0
llg|| ~ M, = 2" - sin? (;) .
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Quantum differential cryptanalysis (Search procedure, part 3/4)

4. Apply the Grover algorithm relatively the boolean function g.

2[% 2814 —
After |Z, /22| Grover iterations with probability sin? LVl g | we get one from M,
11/ 11, ¥ 2 g g g

possible solutions, i.e. such K| on which 01 > Ocurrent.
Reset Ocurrent = OF; and repeat the search procedure again.

To implement the Grover algorithm relatively g we need k + 4m + 1 + wy + 2 logical qubits,
one ancilla qubit needs to implement the subtraction with implementation of ¢ and another
one qubit needs to implement the Grover iteration.
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Quantum differential cryptanalysis (Search procedure, part 4/4)

If each quantum counting procedure execute correctly, then to search for the key K with the
maximum value g, i.e. with the maximum value of Z(K), it is required no more than M,

iterations of the search procedure (for Mq obtained at the first start of the search procedure).

The lower bound of searching success probability could be estimated by % . % -0.5 = 0.0821279
(this estimate is for the case when the quantum counting procedure performed only twice and the
success probability of the Grover’s algorithm for searching maximum > 0.5), i.e. on average, it will
take about 12 starts to find the new value of 0...rent-

Thus, the complexity of each searching procedure is at least

772’“)
4Mg

0 <2WN 42wk 4

quantum operations.
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Remarks

1. The correct quantum circuit for implementing one Grover iteration:
|K) —10 o o el |010> <010| — I IK)

|P)

|q)

lq) CNOT(C)
Figure 7: One iteration of the Grover’s algorithm for SDES key searching ([10]).

2. The results of experiments in Quipper quantum simulator indicate that quantum circuit in
figure 8 does not lead to success, i.e. "inversion about mean" doesn’t increase the amplitude of

target secret key.
We have to implement E(K, P) and E(K, P)" at each iteration of the Grover’s algorithm.

|K) —0 HE10 2 ‘010> <010‘ —Iio 2 ‘010> <010‘ —Iio

‘P) 8 E(I(, P) e

lq) CNOT(C) CNOT(C)
Figure 8: Wrong iteration of the Grover’s algorithm for SDES key searching.
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Remarks

3. Therefore, at step 4 of presented search procedure, quantum counting relatively fr, for
preparing \/% | K1) )67 K.> should be performed at each Grover iteration!
Correct quantum circuit:
K1y — 7 7 HEF K1)

[1) 4{ QuantumCounting(g) QuantumCounting(g)t } [1)

la) Ok > Ocurrent la)

Figure 9: The correct implementation of one Grover’s algorithm iteration with using quantum
counting as a "subroutine".

@ Quantum counting as a "subroutine" of Grover’s algorithm eliminate quantum acceleration,
since

A)[%\/%]_

T2

@ The success probability of Grover’s algorithm should be multiplied by (
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y of the quantum differential ¢

The complexity of the quantum differential
Conditions cryptanalysis (number of quantum
operations)

1.At step 4, quantum
counting is performed O(N + 2N 4 2WK 4 2wk . ] 4 {% QNL})
only once (false)
2.At step 4, quantum
counting and its inversion
are performed at each
Grover iteration (true).

O(N + 29N 4 2w 4 Qi+l [1 27’“})

Table 2: Estimates of the complexity of the quantum differential cryptanalysis:

1) O(N 4 2¥N 4 2¥K 4 2WK .1 4 [% %]) - an understated estimates of the complexity, optimistic
from the point of view of a quantum cryptanalyst.

2) O(N + 2N 4 2WK 4 2wk tl. [g \/%]) - the correct estimate.

3) Required at least k + 4m + 1 +wy + (wx + 3) logical qubits, where wy = [m/2] + 3, wx = [k/2] + 3.
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Quantum linear cryptanalysis

Suppose we have a linear relations (a,b),, a,b € V,,,, r € 1, R for E" : Vi x V,;, = V.

1
Prob({(P,a) = (E"(key, P),b)) = D(ap), = 5t J, 0 € [-0.5,0.5], (1)
(x,y) - dot product z,y € V,,,. We consider the case § > 0.

p(a,b)T = w7yg‘1/?j§{0} p(m,y)r'

K, €V}, — iteration key on the r-th round;

1. Find linear relations (a,b), with characteristic p(,p), ([2]);

2. Search iterative keys by a statistical method (under the assumption that the secret key is
"weak", i.e., such that (a,b), with the probability p(, ). = 3 + 0 takes place.
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Quantum linear cryptanalysis

The key searching procedure is the same as in quantum differential cryptanalysis
with one exception: definition Z(K7). J

Let Z(K) is the number of pairs (P/,C;), i € 0,2™ — 1 on which the linear relation
(P!, a) = (C;,b) is realized,

om _q

Z(K1) = ) Ind((P},a) = (Ci,b)),
1=0

where Ind(x) € {0,1} is an indicator that the logical expression x is satisfied.
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Quantum linear ¢ | s (make | K1) |Z(K7)) )

Let’s consider a way to prepare the state |K;)|Z(K7)) for an arbitrary first round key Ky € V.
We estimate Z(K7) using the quantum counting algorithm, for which it is necessary to set the
corresponding boolean function fx, and evaluate |f1}11(1)\:

Numb]ejrocfapair T1 X2 ... Tm f(:v1,az27.., Tm)
1
i=0 00...00 Tnd((Py, a) = (Co, b))
i=1 00...01 Ind((P] )=(C1, b))
=2 00...10 Ind((PQ,a):( 2, b))
i=3 00...11 md((P},a )=< 3, b))
i=N-1 11...11 Ind({(Py_;,a) = (Cn—1,b))

Table 3: The table of values of the boolean function fg,, by which we evaluate the value of Z(K7).
P! = E' (K, P,) - the result of applying one iteration of the encryption algorithm to the known plaintext
block P; on the iteration key K.
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Quantum linear ¢ | s (make | K1) |Z(K7)) )

To prepare the quantum state vaz_ol \/%

To implement fg,, the state ZZN:BI \/% |P;) |C;) have to be prepared once.

|P;) |C;), O(N) we need quantum operations.

Quantum circuit that implements fg,:

K1) —~ ’ | K1)
Py) w—@ IP))
|Ci) —™ ! C:)
1) |CNOT(a) | CNOT(0)|—  |Ind((P},a) = (Ci, b))

Figure 10: Implementation of fr, as a quantum circuit. E*(K1, P;) - one iteration of the encryption
function on the key K3 and the plaintext block P;, which is theoretically possible without the use of ancilla
qubits (see [11], [12] ) Here the operations CNOT (a) and CNOT(b) are sets of ||a|| and ||b]| of standard
two-qubit gates CNOT), for which control bits correspond to "1" bits in binary representation of a € V,,
and b € V.
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y of the quantum linear cryptanalysis

The complexity of the quantum linear
Conditions cryptanalysis (number of quantum
operations)

1.At step 4, quantum

counting is performed O(N 4 2N 4 2WK 4 QWK . | 4 [% ,27’“})
only once (false).

2.At step 4, quantum
counting and it’s

inversion are performed O(N + 2wN 4 2wk f gwK+1. [1 ?T’“})
. . 4 M.
at each Grover iteration g
(true).

Table 4: Estimates of the complexity of the quantum linear cryptanalysis:

1) O(N +2%N 4 2K 4 2%K . ] 4 [%1 /?M—k ) - an understated estimates of the complexity, optimistic from
g

the point of view of a quantum cryptanalyst.
2) O(N + 2N 42wk 4 2wk tl. [%1 /%—k ) - the correct estimate.
9
3) Required at least k + 2m + 1 + wy + (wx + 3) logical qubits, where wy = [m/2] 4+ 3, wx = [k/2] + 3.
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Conclusions

@ For a quantum linear cryptanalysis we need fewer logical qubits than to implement a quantum
differential crypanalysis.

@ The complexity of the quantum differential and linear crypanalysis may turn out to be less
than the complexity of key searching by the Grover’s algorithm, if £ : V,, x V,,, — V,,, and
m < n/2.

@ In case number of pairs N < 2™, the schemes for applying the quantum differential and linear
crypanalysis do not change, it is possible to reduce the complexity at the preparatory stage.
The required number of logical qubits remains the same as in the case of N = 2™.

@ Acceleration of computations due to "quantum parallelism" in the quantum differential and
linear cryptanalysis, when we talk about key search, is apparently absent. Using quantum
counting as a "subprogram" of the Grover algorithm eliminates quantum acceleration, since
the main part of computation complexity described by O(VK) - O(VK) ~ O(K) quantum
operations.
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Thank your for attention!
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