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Application

Product registration systems
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Motivation

License code using GOST signature scheme with g ~ 22%:
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Motivation

Application
Low-bandwidth communication environments
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Motivation

Application
Blockchain platforms
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Related works

BLS signature scheme
Boneh D., Lynn B., Shacham H. "Short Signatures from the Weil
Pairing"

@ based on Weil pairing;

@ signature size: 160 bit;

@ need "pairing-friendly" curves.
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Related works

BLS signature scheme
Boneh D., Lynn B., Shacham H. "Short Signatures from the Weil
Pairing"

@ based on Weil pairing;

@ signature size: 160 bit;

@ need "pairing-friendly" curves.

Multivariate signature schemes
Quartz, Gui, SFLASH, UOV, Rainbow
@ based on Hidden Field Equations;

@ signature size: from 110 bit;

o relatively large public key size.

Need new primitives! J
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Related works

Zheng Y. Digital signcryption or how to achieve cost(signature &
encryption) < cost(signature) + cost(encryption)

Shortened|Signature (r, s) Recovery of Length of
schemes |on a message m k=g modp signature
SDSS1  |r = hash(¢* mod p,m)
s=a/(r+z.)modg |k = (ya-g")"mod p|lhash(-)| +|q|
SDSS2  |r = hash(g* mod p,m)
s=zf/(1+z, r)mod gk = (¢-y;)* mod p ||hash(-)| + |q|
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Related works

Zheng Y. Digital signcryption or how to achieve cost(signature &
encryption) < cost(signature) + cost(encryption)

Shortened|Signature (r, s)
schemes |on a message m

Recovery of
k=g¢g"modp

Length of
signature

SDSS1  |r = hash(¢* mod p,m)
s=zf(r+z.)mod q

k= (ya g ) modp

|hash(-)| + |4|

SDSS2  |r = hash(g* mod p,m)

s=z/{(1+z, 7)mod ¢

k=(g-y.) mod p

|hash(-)| + q|

@ Shnorr signature modification;

@ no concrete bounds.
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Related works

Problem

To shorten ElGamal-type signature providing the sufficient security
level
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ElGamal-type signatures

© ElGamal-type signatures
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ElGamal-type signatures

GenEG scheme
GenEG.KGen(): GenEG.Sig(d, m):
d Z; X
v R kp/ K v d e« Hm)
Q < dP
R l/
r< f(R <
J(®) r — S
sgn - rls
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ElGamal-type signatures

o

ElGamal-type

signature schemes

(GenEG)

J
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ElGamal-type signatures

GOST signature scheme

KGen() Sig(d, m) VI(Q, m, F||5)
1: d&ZZ 1: e« H(m) modg 1: if(r=0vVs=0):
2: Q<+ dP 2: ife=0:e+1 2: return 0
3: return (d,Q) 5. &z, 30 e H(m)
4: ifk=0:return L 4' He=0:e«1
5- R« kP 5: Re—e'sP—e'rQ
6: r< Rx modgq 6: ifRx modg#r:
7: ifr=0:return L 7 return 0
8: §< ke+dr 8: return |
9: ifs=0:return L
10: return 7S

(CryptoPro LLC)
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ElGamal-type signatures

GOST signature scheme
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ElGamal-type signatures

GOST signature scheme

KGen() Sig(d, m) VI(Q, m, F||5)
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ElGamal-type signatures

GOST signature scheme
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ElGamal-type signatures

GOST signature scheme

KGen() Sig(d, m) VI(Q, m, F||5)
1: d&ZZ 1: e« H(m) modg 1: if(r=0vVs=0):
2: Q<+ dP 2: ife=0:e+1 2: return 0
3: return (d,Q) 5. k&Zq 3: e< H(m)
4: ifk=0:return L 4' He=0:e«1
5- R« kP 5: Re—e'sP—e'rQ
6: r< Rx modgq 6: ifRx modg#r:
7: ifr=0:return L 7 return 0
8: §< ke+dr 8: return |
9: ifs=0:return L
10: return 7|5
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Three methods of shortening

Three methods:

GenEG-H

GenEG —> | GenEGq

GenEGY

(CryptoPro LLC) CTCrypt 2020 20/46



Three methods of shortening

GenEG-H scheme

Idea:

standard GenEG GenEG-H
f=R.xmodq f = H(R.x) mod 2"
L R . R |

L r] N/

[ r ]

| G -

[logql b
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Three methods of shortening

GenEG-H scheme
Parameter: b — size of truncated hash output, b < [log, ¢]. J
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Three methods of shortening

GenEG-H scheme
Parameter: b — size of truncated hash output, b < [log, ¢].

Hash function H — {

Hi(x) =H(0 | x) mod g — message hashing
Hy(x) =H(1| x) mod 2° — R.x hashing

(CryptoPro LLC)
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Three methods of shortening

GenEG-H scheme
Parameter: b — size of truncated hash output, b < [log, ¢].

Hi(x) =H(0 | x) mod g — message hashing

Hash function H — )
Hy(x) =H(1| x) mod 2° — R.x hashing

f(R) = ¢(Hy(R.x)),

xe {0, 11\ {0} s int(x)

: *.
¢ maps argument to element in Z;: { b
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Three methods of shortening

GenEG-H scheme
Parameter: b — size of truncated hash output, b < [log, ¢].

Hi(x) =H(0 | x) mod g — message hashing

Hash function H — )
Hy(x) =H(1| x) mod 2° — R.x hashing

f(R) = ¢(Hy(R.x)),

xe {0, 11\ {0} s int(x)

: *.
¢ maps argument to element in Z;: { b

Signature size: [log, ¢] + b + 1 |
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Three methods of shortening

GOST-H scheme

Sig(d, m) VH(Q, m, 75)
11 e< Hi(m) 1: ifs=0:return0
2: ife=0:e+1 2: e< Hi(m)

3: k@Zq 3: ife=0:e<¢1

4. ifk=0:return | 4: Ree'sP—e'rQ
5: R« kP 5: if p(Hy(Rx)) #r:
6: 1< ¢(H2(R.x)) 6: return 0

7: s ke+dr 7: return 1

g: ifs=0:return L

9: return7|s

(CryptoPro LLC)
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Three methods of shortening

GOST-H scheme

Sig(d, m) VH(Q, m, 75)
1o e Hi(m) 1: ifs=0:return0
2: ife=0:e+1 2: e< Hi(m)

3: k@Zq 3: ife=0:e<¢1

4. ifk=0:return | 4: Ree'sP—e'rQ
5: R« kP 5: if p(Hy(Rx)) #r:
6: 1< ¢(H2(R.x)) 6: return 0

7: §S< ke+dr 7: return 1

g: ifs=0:return L

9: return7|s

¢ properties = r # 0
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Three methods of shortening

GenEGs scheme
Idea:

«Good»r: r =71 || const
\_l_l

l
Sign @ Verify
Generate 7 || s r =1r"| const
g tnr
Until r is «good» Verify (r Il s)

sgn=r1"|'s

(CryptoPro LLC) CTCrypt 2020
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Three methods of shortening

GenEGg scheme
Parameters:
@ [ — number of fixed bits in r;
@ thr — number of attempts to generate valid signature.

Signature size is reduced by / bits.
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Three methods of shortening

GenEGg scheme
Parameters:
@ [ — number of fixed bits in r;
@ thr — number of attempts to generate valid signature.

Signature size is reduced by / bits.

Assumption: Isb;(f(R)) distribution is close to uniform.
Probability to output failure indicator:

pra (1 —27")m,

Optimal: thr = 2!. Thus pr < e~ ! for all L.

(CryptoPro LLC) CTCrypt 2020
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Three methods of shortening

GenEGsg scheme

Sig(d, m) VI(Q, m, 7*||5)

1: cnt<«0 1: 7 < 7" |const

2: ifent > thr : return L 2:  res + GenEG.VI(Q, m,7||5)
3: cnt<—cnt+1 3: return res

4: 7|5 < GenEG.Sig(d, m)

5: ifF||s = L : goto 2

6: ifIsb;(F) # const : goto 2

70 7 = msbyy_(7)

8: return7” |3
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Three methods of shortening

GenEGV scheme
Idea:

Sign Verify @

Generate sgn Lo
sgn=sgn |l i

Cut sgn’ Verify sgn
)
t

Return sgn’
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Three methods of shortening

GenEGVY scheme
Parameter:

@ t— number of truncated bits.

Signature size is reduced by ¢ bits.
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Three methods of shortening

GenEGVY scheme
Parameter:

@ t— number of truncated bits.

Signature size is reduced by ¢ bits.

It’s possible to cut either r or s component. The method can be applied
to any signature scheme (including GenEGg scheme).

(CryptoPro LLC) CTCrypt 2020 28/46



Three methods of shortening

GenEGV scheme

Sig(d, m) Vi(Q, m,75*)

1: 7|[s < GenEG.Sig(d,m) 1: i+ 0

2: if7||s= L :return L 2: ifi>2":return0
3: 5 < msbyg_(5) 3: 5« 57str(i)

4: return7 | 5" 4: i+ i+1

5: res + GenEG.VI(Q, m,7||s)
6: ifres=0: goto 2

7: return 1

(CryptoPro LLC)
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Security model

SUF-CMA model

Attack: chosen message attack
Threat: existential forgery (strong)

Oracle Sign(m)

Expgg” M (A)
1: (pk,sk) «+ SS.KGen( )
2: L+ 0

3:  (m,sgn) il A58 (pk)

4: if (m,sgn) € L : return 0
5: res < SS.VI(pk,m,sgn)
6 : return res

1: sgn < SS.Sig(sk,m)
2: L+ LU{(m,sgn)}

3: return sgn

(CryptoPro LLC)
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Security model

SUF-CMA model

Attack: chosen message attack
Threat: existential forgery (strong)

Oracle Sign(m)

Expss™ " (A)
1: (pk,sk) < SS.KGen()
2: L+

30 (m,sgn) & A58 (pk)
4: if (m,sgn) € L : return 0
5: res < SS.Vf(pk,m, sgn)

6 : Treturn res

1: sgn <+ SS.Sig(sk,m)
2: L+ LU{(m,sgn)}

3: return sgn

(CryptoPro LLC)
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Security model

Assumptions
e Elliptic curve: ECDLP problem is hard.
@ Family of hash functions H;:

e signum-relative collision resistant;
e signum-relative division resistant.
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Security model

Assumptions
e Elliptic curve: ECDLP problem is hard.
@ Family of hash functions H;:

e signum-relative collision resistant;
e signum-relative division resistant.

Signum-relative collision resistant:

AdVSH?R(.A) = Pr|(m,m) Ea. H(my) = £H (my) Amy # my

(CryptoPro LLC) CTCrypt 2020 33/46



Security model

Signum-relative division resistant:

AQVPR(A) =
Pr(5i, 6> & {0,1}"; (m;,T) & Ai(Br), my & A (T, Ba)

Hl(ml) o Hl(mz)
5B 9B

]

(CryptoPro LLC) CTCrypt 2020 34/46



Security model

Signum-relative division resistant:

AdVi® (A) =
Pr(B1, B & {0, 1}%: (my,T) <& A,(B1),ms <& As(T, 3) :

Hl(ml) o Hl(mz)
5B 9B

]

Zero resistance
. . . ) = SDR-property
signum-relative preimage resistance

(CryptoPro LLC) CTCrypt 2020 34/46



Security bounds

@ Security bounds
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Security bounds

GOST-H security

AdvEosTH (A)
V(o +2) (AQVPRM) - (o +2) + AdVEPH (D)) +

Qo + 3 (200 + 05 +1)0s
g—1 ’

N

+ + Advi () +

H, is modelled as random oracle.
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Security bounds

GOST-H security

AdvgosTH (A) <
V(o +2) (AQVPRM) - (o +2) + AdVEPH (D)) +
n Qo + 3 1+ ADVR(C) + (200 + 05+ 1)0s
q—1 ’

H, is modelled as random oracle.

"... attacks and security emerge as opposite sides of the same coin, and
complement each other." (Bellare)
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Security bounds

GOST-H security

AdvgosTH (A) <
V(o +2) (AQVPRM) - (o +2) + AdVEPH (D)) +
n Qo + 3 1+ ADVR(C) + (200 + 05+ 1)0s
q—1 ’

H, is modelled as random oracle.

"... attacks and security emerge as opposite sides of the same coin, and
complement each other." (Bellare)

Akhmetzyanova et al. "Practical significance of security bounds for..."
(CTCrypt’18)

v
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Security bounds

GOST-H security

AV (A) <
V(o +2) (AdVPR(M) - (o +2) + AdVEP (D)) +

Qo +3 (200 + Qs +1)Qs
2b g—1 '

N

+ + Advi R (C) +

b — size of truncated hash output;
Qo — number of queries to H,;
Qs — number of signatures known to adversary A.

(CryptoPro LLC) CTCrypt 2020 371746



Security bounds

GOST-H security

AdvgostH (A) <
V(@0 +2) (AQVIPR(M) - (Qo +2) + AdVEPH (D)) +
+ Q0+3 +Ad SCR( )+ (2Q0+QS+ I)QS
2b qg—1
Attack:
Q fix s;
Q tryr:

R—e'sP—e'rQ
S(H>(Rx)) = r?

Qo — number of queries to H,; 2° — number of possible variants for r.
(CryptoPro LLC) CTCrypt 2020 38746




Security bounds

GOST-H security

AdvEosTH (A)
V(@0 +2) (AQVPRM) - (o +2) + AdVEPH (D)) +

Qo+3 (200 + 05+ 1) Qs
2b qg—1 '

N

+ + Advy R (C) +

Two messages with same hash value J
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Security bounds

GOST-H security

AdVESTH (A) <
V(o +2) (AdVPR(M) - (o +2) + AdVEPF (D)) +
Qop+3

+ + AdviR(C) +

2b qg—1

(200 + Os + I)QS‘

(CryptoPro LLC) CTCrypt 2020
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Security bounds

GOST-H security

AdVESTH (A) <
V(o +2) (AdVPR(M) - (o +2) + AdVEPF (D)) +

Qo +3 (200 + Os +1)0s
2b qg—1 '

+ + AdviR(C) +

%3
q

: collision by k value
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Security bounds

GOST-H security

AQVEESA (4) <

V(o +2) (AdVPR(M) - (o +2) + AdVEPF (D)) +

+3 200+ QOs + 1
+ QO +Ad SCR(C) + ( QO QS )QS
2b qg—1
.
: collision by k value
q
QOQS: probability to find k for given signatures
q
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Security bounds

GOST-H security

AN ()
\/(QO +2) (AdVSDR( ) (QO _|_2) +AdVECDLP(D))+

Qo +3 200 + Qs + 1)Q0s
2b qg—1 ‘

VAN

_|_

+ Adv R (C) + (

[log, q]

Reducing b up to
bound!

does not significantly change the final
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Security bounds

GenEGs security
AVELESIN () — AV )

Qg:QS-thr.

Qs — number of A’s queries for signatures;
Q¢ — number of signatures known to 13;
thr — number of attempts to generate valid signature.
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Security bounds

GenEGs security
AVELESIN () — AV )

Qg:QS'fhl”.

Qs — number of A’s queries for signatures;
Q¢ — number of signatures known to 13;
thr — number of attempts to generate valid signature.

GenEG:

2
Collision by k: gs
q
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GenEGs security

SUF-CMA
AdVGenEGS

(A) = Adv
Qg:QS-thr.

Qs — number of A’s queries for signatures;
Q¢ — number of signatures known to 13;
thr — number of attempts to generate valid signature.

GenEG:

2
Collision by k: gs
q

GenEGs:

0} - thr* 0} 2%

Collision by k:

(CryptoPro LLC)



Security bounds

GenEGV security

AGVEEEA (A) = AVEESA (B):

?

Tg=Ta+c 2" T&enee-

t — size of truncated part of the signature;

Téeneq — computational resources needed to verify one signature by
the GenEG.Vf procedure.
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Security bounds

GenEGV security
AdVgengar (A) = AdVgenea (B);

Tg=Ta+c 2" T&enee-

t — size of truncated part of the signature;
Téeneq — computational resources needed to verify one signature by
the GenEG.Vf procedure.

Attack for large ¢ value:
o fixr;

@ try random s.

(CryptoPro LLC) CTCrypt 2020
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GOST-Hg scheme

@ GOST-HY scheme
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GOST-Hg scheme

GOST—Hg scheme

We apply all three methods to GOST scheme with g, 22 < ¢ < 22%:
e b =100;
o [ =18, thr =2'%;
o r=18.
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GOST-Hg scheme

GOST—Hg scheme

We apply all three methods to GOST scheme with g, 22 < ¢ < 22%:
e b =100;
o [ =18, thr =2'%;
o r=18.

Signature size: 320 bits J
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GOST-Hg scheme

GOST-H scheme

We apply all three methods to GOST scheme with g, 22 < ¢ < 22%:
e b =100;
o [ =18, thr =2'%;

e r=18. )
Signature size: 320 bits )
Security level: 273 ]
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GOST-Hg scheme

GOST-H scheme

We apply all three methods to GOST scheme with g, 22 < ¢ < 22%:
e b =100;
o [ =18, thr =2'%;

e r=18. )
Signature size: 320 bits )
Security level: 273 ]
Signature generation time: ~ 6 seconds;

Signature verification time: ~ 3 seconds. J

(CryptoPro LLC) CTCrypt 2020 45/46



GOST-Hg scheme

Thank you for your attention!

Questions?

Questions, comments:
@ alekseev@cryptopro.ru
@ babuevalcryptopro.ru
@ lah@cryptopro.ru

@ svsl@cryptopro.ru
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