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Activation

The situation when an S-box gets a nonzero difference.



The Guaranteed Number of Activations (GNA)

The more activations, the stronger guarantees against differential attacks.
GNA(circuit, t)

The minimum number of activations over t rounds, where the minimum
is over all different input blocks, keys / round keys[, and S-boxes].

GNA in XSL-circuits
If L is built using an MDS matrix, then

#(activationsji round) -+ #(activations(; 4 1)¢h round) > 1+ 1,

that is,

1
GNA(XSL-circuit of dimension n, t) > w —n.

In other words, the guaranteed activation rate is close to 1/2.
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XS-circuits

Parameters:

a field F of characteristic 2 (an extension of F5);

e binary vectors a = (ay,...,a,)" and ¢ = (c1,...,Cn);

a binary matrix B of order n;

a round oracle S (a bijection over F, an instantiation of S).

The round: (a, B, ¢)[S]: F" = F" x — xB + S(xa)c.

The t-round cascade: (a, B, c)![Sy, ..., St].



Usage areas of XS-circuits

Conventional block ciphers

S is a table or algorithmic (based on another circuit) S-box preceded by
addition with a round key.

Wide-block ciphers
S is a key-dependent permutation of a (fixed-) block cipher.

Arithmetic ciphers

S is a key-dependent permutation build using only operations of F.



The 1st Canonical Form (CF1)

CB" 1
Regularity: A= (28a..812) and C = ( > are invertible.

[T

H
TEE

The cascade: (xi,...,Xp) — (Xt41,-- ., Xe+n), Where

CF1:

Xr4n = (X‘ra 800 7X‘r+n—1)b + ST((XT7 cao 7X7'+n—1)a)a T = 1a 27 ce



CF1: SkipjackA




CF1: SkipjackA




GNA in XS-circuits




Differences

Conventions

e the cascade processes not one but two different input blocks
simultaneously;

e (Xr41,...,X%1n) is the difference of the 7th round outputs;
e u. = (Xr,...,Xr1n—1)a is the input difference for S;;

e v, is the output difference for S..

Observations
1. v, can be written as (Xr, ..., X 4n-1)b + Xr1p-

2. (u1,vi, U, Vo, .oy g, ve) = (X1, X2, .« Xe1n) G, Where
G = G(n, a, b, t) is a matrix of dimensions (t + n) X 2t.

3. uy =0 v, =0.



GNA

Conventions
o w=(up,vi,U,Vo,... U, ve) = xG, x € FET,

w is feasible if (u; =0 < v, =0) V7,

wto(w) is the number of nonzero pairs (u-, v;);

the activation profile T C {1,2,...,t}: the set of indices of nonzero
pairs (ur, v;);
W = {w: w is feasible}.

GNA (F is fixed)
d(W) = d(Fv n,a, ba t) = minwEW,w;ﬁO WtZ(W)

GNA (F is arbitrary)
d(n, a, b, t) = ming d(F, n, a, b, t).
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GNA and linear codes

Lemma 1

Let vectors a and b define a regular XS-circuit of the first canonical
form of dimension n. If t > n, then the matrix G = G(n, a, b, t) has full
rank: rank G =t + n.

Corollaries (t > n)

1. C={xG: x € Ft*"} C F?! is a linear code with parameters
[2t,t+ n].
2. d(C)/2 < d(W) < d(C), where d(C) is the minimum distance of C.
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The case F =T,

(uT:O<:>vT:O)F;>F2uT:vT

= (u,) is a linear recurrence sequence (LRS) over F,.

Facts

1. The characteristic polynomial of (u;) has the form
fA)=f+hA+...+ LA+ A", where (A, h,...,f,) =ad b.
2. The number of activations over t rounds is the number of nonzero

elements (units) in the segment (uy,. .., uz).

3. d(Fa,n, a, b, t) can be found by exhaustive search over all segments
(u1,...,ur) in time of order 2"¢.
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Partitions of G

Partitions

Let 7 C {1,2,...,t} be an activation profile. Divide G into two parts:
Gp and G;. Gj consists of pairs of columns whose numbers are in 7
and Gy consists of the remaining columns.

Feasible partitions
The partition (Go, G1) has to be feasible:

1) rank Gy < t + n;
2) rank(Gp | g) > rank Gy for each column g of G;.

Lemma 2

Let vectors a and b define a regular XS-circuit of the first canonical
form of dimension n. Let t > n and k be the maximum number of pairs
of columns in Gy where the maximum is taken over all feasible
partitions (Go, G1) of G = G(n,a, b, t). Then d(n,a,b,t) =1t — k.
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The algorithm *

Interface: (n,a, b, t) — d(n,a, b, t).

Steps:
1. If t < n, then return 0. If t = n, return 1.
2. Construct G = G(n, a, b, t).
3. Set k « t — d(F2, n, a, b, t).
4. Make a list of all possible partitions of G into submatrices Gy and G; such

that Go contains exactly k + 1 pairs of columns of G.

5. For each partition (Go, G1):
5.1 if rank Go > t + n — 1, then continue;
5.2 if 3 a column g € G; such that rank(Go | g) = rank Gy, continue;
5.3 set k < k+ 1 and go to Step 4.
6. Return t — k.
Theorem

The algorithm is correct.

*Implemented at https://github.com/agievich/xs. Credits to Egor Lawrenov.
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https://github.com/agievich/xs

Linear activations

Apply the same approach to the dual circuit (a,B,¢c)T = (¢',B",a").
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Examples




The SMS4 / SM4 circuit

Used in the SMS4 /SM

block cipher.
0
e 4’ (B a) - (é
c 0 .

4

0010

0001)

1001 |.

0101

0010
F=T,

FA) =M+ 23+ 224+ 0+ 1

If t =5ty + t1, 0 < t; <5, then

2ty, t1 =0,1,2,3,

d(FQ,SMS4, t) =
2t + 1, t; = 4.

The activation rate is close to 2/5.

VI
d(SMS4, t) = d(F,, SMS4, t) Vt < 32.
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The GFN1 circuit

Introduced in [ZMI190] as “Generalized Feistel Network of type 1”.

T
B al_[5%:08280
c 0 001700

10..000

F =T,
FO)=A"+ A1+ 1
n=2,3,4: f(\) is primitive and the activation rate over 2" — 1 rounds
can potentially achieve the value 2771/(2" — 1) > 1/2.
n=4,t=15
VIF F=1F,

GNA d(4,GFN1,15) =7 d(F,,4,GFN1,15) =8
The best profile  000111101100100 000111101011001
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Activation times

The ith activation time, p,

The minimum number of rounds that guarantees / activations.

i 1 23 4 5 6 7 8 9 10 11 12
pi(GFN1T) 4 7 8 10 12 13 14 17 20 22 23 25
pi(SMS4) 4 5 9 10 14 15 19 20 24 25 29 30

Tof dimension 4
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