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Introduction

Shannon’s properties[1] are often implemented in modern block ciphers by using three
layers in each round:

O the round key layer,
Q the confusion layer,
Q diffusion layer.

The confusion layer is often realized as a parallel application of nonlinear substi-
tution boxes (S-boxes)

In this report, we give lower and upper bounds on the differential uniformity
of piecewise-affine permutations over the field ;. The indicated permutations are
relevant for use as s-boxes in block ciphers.

[1] Shannon C. A mathematical theory of cryptography, Tech. Rep. MM 45-110-02, Bell Labs.
Tech. Memo., 1945.

Menyachikhin A.V., Spiridonov S.V. Bounds on the differential uniformity of piecewise-affine permutations 1/11



Introduction

A piecewise mapping [1-9]
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Main definitions and notations

Let H < F; be the subgroup of order [ of the multiplicative group of the field Fy,
0<l<qg—1,qg—1=1-r, where r € N, { is a primitive field element of Fq, H = ({").
The field Fq is partitioned into r disjoint subsets:

r—1
]Fq = H Hui,'ui U {vr}7 (1)
i=0

where Hy, v, = C*iH 4+ viu; € {0,...,7 — 1}, vj,vp € Fg, 0 =0,...,7 — 1.
The partition (1) can be represented by a pair of vectors @ = (uo, ..., ur—1) and
U= (v07-~~:v7‘)'

Remark

Let u; =iforany ¢ =0,...,r—1and v; = 0 for any i =0, ...,7. Then Fy is partitioned
into cosets of H:
r—1

Fg= | | Hiou{0},i=0,..,r — L
1=0

The existence of other partitions of the field Fy is studied, for example, in [1].

Let pairs of vectors (@,v) and (@’,v’) is define two (not necessarily different)

r—1 r—1
partitions || Hy,;v; U{vr}and || Hy o U{v].} of the field Fq.
i=0 i=0 ¢

[1] Bugrov A.D. Piecewise-affine permutations of finite fields. Prikl. Diskr. Mat., 4:30 (2015),
pp. 5-23.
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Main definitions and notations

Definition 1
Piecewise-affine function[l] g: Fg — Fq is defined as

vl if z = vy,
g(w) Cal (:E - vl) +vﬂ-( ): if z € Hulavzﬂ
where a; = rk; + u;(i) wi, ki €40,..,0—1},i=0,...,r — 1, w: Zr — Zp.

It’s easy to see that function ¢ is bijective if and only if bijective function
w: Ly = Ly
Let A;,’;’j, (Fq) be the set of all piecewise-affine permutations satisfying condi-

tions of definition 1 and Ag’g (Fq) be the set of piecewise-affine permutations from
A;‘g, (Fq) having pairwise distinct elements a;, ¢ =0, ..., — 1.
Remark

If uy = u; =iforany i =0,...,r—1and v; = v, = 0 for any ¢ = 0, ..., 7, then we have
definition of piecewise-linear function

Definition 2

The differential uniformity pg of the mapping g: Fq — Fy is defined as
pg = max p g,
I ek} per, P
PS5 =z €Fqlg(z+a) — g (z) = B}
v

[1] Bugrov A.D. Piecewise-affine permutations of finite fields. Prikl. Diskr. Mat., 4:30 (2015),
pp. 5-23
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Bounds on the differential uniformity of piecewise-affine permutations
over the field F,

Obtaining bounds on the differential uniformity of piecewise-affine permutations
is related to the study of the additive properties of multiplicative subgroups IF;.

Lemma 1

Let n,r € N, p is a prime number, ¢ = p™, r|g— 1, ¢ is a primitive field element of Fg,
ge A~ u,v

a5 (Fq). Then the difference equation
g(z+0)—g(@) = B,, B € F

for any 4 # j has at most one solution x1 € Hy, »,; satisfying the condition
x1 +a € Hyj v, (fig. 1).

x Uy Hu,i,vi Huj,vj

H H
g(z) |vr () (4) Y (3) "V n(4)

Figure 1
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Bounds on the differential uniformity of piecewise-affine permutations

over the field F,

Lemma 2

Let n,r € N, p is a prime number, ¢ = p™, r|g— 1, ¢ is a primitive field element of Fg,
g€ A;,”%, (Fq). Let, in addition, the difference equation

have solutions @1 € Huy,,»; U {v-} satisfying the condition 1 + a € Hy; v, U {vr}.
Then for any j # i equation (2) has no solutions z2 € Hu; v, satisfying the condition
%2 + @ € Huj v, (fig. 2).

g(z+a)—g(z)=p0apcFy, (2)

«a a
x Uy Hui,vi H‘u.j,v]-
’
g(z) |vn w(6) " (d) Y (3) "V (4)
Figure 2
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Bounds on the differential uniformity of piecewise-affine permutations
over the field F,

Theorem

Let n,r,l € N, p is a prime number, ¢ = p™, ¢ — 1 = rl, { is a primitive field element,
of Fq, H = ({") is the subgroup of order [ of Fy', g € A; 1;7 (Fq). Then we have lower
and upper bounds on the differential uniformity of g:

=1}

max< 2, | —— <
r
S:Ugﬁ

<(r=Dmin{l,r =1} + 241 = Ir (1) = Imingi,r—13 (),

1, ifz=
where I, (y):{o ifac;éggj'
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The main ideas used in proving our main result

Let us consider the oriented pseudograph I', 3 in order to estimate from above
the number of solutions of the difference equation g (z + o) — g (x) = S.

Top= ({0, r} { (i,) 4,5 € {0, ...,r}

gle+a)—g(x)=p2€ Hy, v;,,c+a € Huj,vj})

(a) (b) (e)
r£lLr<l+1 r=1 r#lLr>1+1

Figure 3
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The reachability of the lower and upper bounds on the differential
uniformity of piecewise-affine permutations

The reachability of lower and upper bounds is related to the study of the prop-
erties of partitions over the field Fy.

Let n € N, p is prime number, p > 2, ¢ = p", pairs of vectors (u,7), (d’',v") €
{0, ..., g — 2}97 1 xF is define two (not necessarily different) partitions of the field Fy.

Let, in addition, the components of each of the vectors @ and @’ are pairwise different.
Then we have

|A%7, Fy)| =o0.

Tlet p =3, n =3, p"—1=rl, rn,l € N, ¢ is a primitive field element
of F33 = F3 [z] /23 + 22 + 1, H = (¢") is the subgroup of order [ of IE‘;;,5 The follow-
ing table for different values of [ € {1,2,13,26} contains the best and worst values
of py for permutations g € AF,’% (Fq). The table also contains the lower and upper

U

bounds obtained in the theorem for the values pgy.
Table 1.

! A lower bound A best j::ise A worst case An upper bound
on pg example A%, (F33) | example Ag,f;, (Fy3) on pg

1 2 3 13 27

2 2 3 27 27

13 6 7 7 16

26 25 27 27 27
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The reachability of the lower and upper bounds on the differential
uniformity of piecewise-linear permutations

Let p = 3, n = 4, p" —1 = rl, r,l € N, ¢ is a primitive field element

of Fya = F3 [z] /z* + 2 +2, H = ((") is the subgroup of order I of F.

The fol-

lowing table for different values of I € {1,2,4,5, 8,10, 16, 20, 40, 80} contains the best
and worst known values of pg for permutations g € A;,’%, (Fq). The table also con-
tains the lower and upper bounds obtained in the theorem for the values py.

Table 2.
! A lower bound A best _czise A worst_c_ase An upper bound
on pgy example A%, (Fza) | example Ad",’%, (F34) on pgy
1 2 3 13 81
2 2 5 81 81
4 2 4 47 81
5 2 3 32 81
8 2 7 81 81
10 2 3 24 61
16 3 9 21 34
20 5 6 12 31
40 20 21 21 43
80 79 81 81 81
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The reachability of the lower and upper bounds on the differential
uniformity of piecewise-affine permutations

Let p = 3, n = 5, p" —1 = rl, r,l € N, ¢ is a primitive field element
of F35 = F3[z] /2% + 22+ 1, H = ({") is the subgroup of order I of IF The fol-
lowing table for different values of | € {1 2,11,22,121,242} contains the best and
worst values of pg for permutations g € Aﬁ/ﬁ, (Fg). The table also contains the lower
and upper bounds obtained in the theorem for the values pg.

Table 3.
I A lower bound A best case A worst case An upper bound
on py example Aﬁ, F, (F35) | example Aﬁ, 27, (Fs5) on py
1 2 4 12 243
2 2 6 7 243
11 2 4 45 243
22 2 6 34 124
121 60 61 61 124
242 241 243 243 243
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Thanks for attention




