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COMMENTS ABOUT THE TITLE

1. We construct pseudorandom functions (PRF),

not just message authentication codes (MAC)

2. The numerical estimate (275 blocks) is not the best achieved

3. Magma is used only as a well-known example

of a secure 64-bit block cipher

2



PRF AS MAC

Pr(single forgery in 𝑣 attempts) ≤ Adv𝑃𝑅𝐹 (𝑡, 𝑞 + 𝑣, ℓ) + 𝑣
2𝜏 ≤ 𝜋mac

𝜋mac = 2−10 maximum allowable probability of a forgery

𝑞 number of protected messages

ℓ maximum block-length of message

𝜏 = 𝑛 = 64 tag length = block length

𝑣 ≪ 𝑞 number of forgery attempts

𝑡 attacker’s computational resources are

reasonably limited (say, 2128)
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MOTIVATION



CONDITIONS

• Kuznyechik (128-bit) is much more secure than Magma (64-bit),

but at the same time, Magma is:

• no slower on any platform;

• much faster in a low-resource environment;

and also multiplication in GF(2𝑛) is:

• comparable to encryption;

• much faster in many cases.
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PERFORMANCE AND SECURITY

• By performance:

− Magma is preferable than Kuznyechik
− Multiplication in GF is preferable to encryption

• We need the block cipher modes that provide
an acceptable level of security even with a low-resource cipher
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MULTILINEAR HASH FUNCTION



MULTILINEAR HASH FUNCTION

MH(𝐻, 𝐵) = 𝐻1 ⊗ 𝐵1 ⊕𝐻2 ⊗ 𝐵2 ⊕ ... ⊕ 𝐻ℓ ⊗ 𝐵ℓ =
ℓ

⨁
𝑖=1

(𝐻𝑖 ⊗ 𝐵𝑖)

• ℓ-block key 𝐻 = (𝐻1, ..., 𝐻ℓ)

• ℓ-block message 𝐵 = (𝐵1, ..., 𝐵ℓ)

• “⊗” – multiplication in 𝐺𝐹(2𝑛)
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COLLISION PROBABILITY

LEMMA

Let 𝐻1,...,𝐻ℓ be sampled with replacements (random function)
from 𝐺𝐹(2𝑛). The collision probability of two different ℓ-block
messages 𝐴 and 𝐵

Pr [MH(𝐻, 𝐴) = MH(𝐻, 𝐵)] = 1
2𝑛 .
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MAIN OBSERVATION

LEMMA

Let 𝐻1,...,𝐻ℓ be sampled without replacements (random
permutation) from 𝐺𝐹(2𝑛). The collision probability of two
different ℓ-block messages 𝐴 and 𝐵

Pr [MH(𝐻, 𝐴) = MH(𝐻, 𝐵)] ≤ 1
2𝑛 − ℓ + 1.

Only slightly more than in the previous case!

Similarly with preimages, “special” collisions, etc.
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COROLLARY

• 𝐻1, ..., 𝐻ℓ can be generated by a random permutation,
rather than a random function with the same security

• “PRP-PRF Switching Lemma” and its analogues
are NOT needed for for proofs
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MGM-PRF



MGM-PRF

Non-standard use of the standardized AEAD-mode MGM:

MGM-PRF(𝐾, 𝐴) = MGM(𝐾, 0𝑛−1, 𝐴, ∅) = (∅, 𝑇 )

• nonce is zero constant
• NO encryption/decryption, 𝑃 = 𝐶 = ∅

• 𝐻 = (𝐻1, ..., 𝐻ℓ) can be precomputed
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MGM-PRF

Performance:
precomputations

E𝐾 ℓ + 3 1

⊗ ℓ + 1 ℓ + 1
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MGM-PRF

THEOREM

Adv𝑃𝑅𝐹MGM-PRF(𝑡, 𝑞, ℓ) ≤ Adv𝑃𝑅𝑃E (𝑡′, 𝑞′) + 𝑞2 + 𝑞ℓ′ + 2𝑞 + 2ℓ′
2𝑛 ,

𝑡′ ≈ 𝑡, 𝑞′ = 𝑞 + ℓ + 1, ℓ′ = ℓ + 1.

EXAMPLE: MAGMA, 𝑛 = 64, 𝜋mac = 2−10

𝑞 ≤ 226 messages,

ℓ ≤ 226 maximum blocks per message,

𝜎 ≤ 252 blocks in total
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ATTACKS ON MGM-PRF

• As with most PRFs, cipher weaknesses cannot be exploited

before a collision. All PT-CT pairs are initially unknown.

• A collision attack with additional adaptive query, 𝑝1 ≤ 𝑞2/2𝑛+1.

• Collision = linear equation on 𝐻1,...,𝐻ℓ. After two collisions,

the pair (𝐻𝑖 , 𝐻𝑗) can be disclosed, 𝑝2 ≤ (𝑞2/2𝑛+1)2.

• CMAC: one collision among known messages
leads to a forgery and a partial key recovery (𝐾∗).
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MGM-PRF VS CMAC

MGM-PRF CMAC
Adv𝑃𝑅𝐹 ⪅ ⋯

2𝑛 𝑞2 + 𝑞ℓ 16𝑞2 + 𝑞ℓ2 + 4𝑞ℓ
key capacity 𝑞 ≤ 226, ℓ ≤ 226 𝑞 ≤ 224, ℓ ≤ 214

parallel. Yes No
precomp. Yes No
incremental Yes No

“⊗” ℓ + 1 0
“E” (ℓ + 3) or 1 ℓ

attacks via
one collision

forgery forgery and
𝐾∗ recovery
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MGM2-PRF

Let’s build a PRF from MGM2 in a similar way:

• fix the nonce to a constant

• remove encryption
• slightly change padding and flags

− at least one bit 10...0 instead of optional 0...0 and 𝐿𝐴||𝐿𝑃
− nonzero bit is inserted into the most significant position

AKHMETZYANOVA L., ALEKSEEV E., BABUEVA A., BOZHKO A., SMYSHLYAEV S.

MISUSE-RESISTANT MGM2 MODE

CTCrypt 2021
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MGM2-PRF

• MSB of counters 𝑍1,...,𝑍ℓ is always zero

• MSB of hash value𝑊 is always one due to set1
• Guaranteed: NO collisions between 𝑍1,...,𝑍ℓ and𝑊

− Adv𝑃𝑅𝐹 is almost independent of the message length (ℓ)
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MGM2-PRF

THEOREM

Adv𝑃𝑅𝐹MGM2-PRF(𝑡, 𝑞, ℓ) ≤ Adv𝑃𝑅𝑃E (𝑡′, 𝑞 + ℓ) + 5𝑞2 − 5𝑞
2𝑛+1 ,

𝑡′ ≈ 𝑡, 𝑞 + ℓ ≤ 2𝑛−1.

EXAMPLE: MAGMA, 𝑛 = 64, 𝜋mac = 2−10

𝑞 ≤ 226 messages,

ℓ < 263 maximum blocks per message,

𝜎 < 289 blocks in total
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SUM-MGM
LET’S GO BEYOND THE BIRTHDAY BOUND (BBB)!



SUM-MGM

Double block – Hash - then - Sum (DbHtS)
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SUM-MGM: PROPERTIES

1. Single encryption key, parallel, online
2. Domain separation

− 00 and 10 for counters,
− 01 and 11 for hash values

3. Message is always padded with 10...0

4. Hash keys 𝐻0 and 𝐻1 can be precomputed

5. Performance:

precomputations

E𝐾 2ℓ + 2 2

⊗ 2ℓ 2ℓ
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SUM-MGM

THEOREM

Adv𝑃𝑅𝐹SUM-MGM(𝑡, 𝑞, ℓ) ≤ Adv𝑃𝑅𝑃E (𝑡′, 𝑞′) + 37𝑞3 + 5𝑞ℓ2 + 22𝑞2ℓ
22𝑛 + 𝑞

2𝑛 ,

𝑡′ ≈ 𝑡, 𝑞′ = (2𝑞 + 2ℓ) ≤ 2𝑛−4.

EXAMPLE: MAGMA, 𝑛 = 64, 𝜋mac = 2−10

𝑞 ≤ 237 messages,

ℓ ≤ 238 maximum blocks per message,

𝜎 ≤ 275 blocks in total
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ATTACKS ON SUM-MGM

• A collision between tags does NOT lead to forgery!

• The attack can be mounted using the “zero sum” property
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“ZERO SUM“ ATTACK

• Find four messages 𝑋, 𝑌 , 𝑍,𝑊 with (𝑇𝑋 ⊕ 𝑇𝑌 ⊕ 𝑇𝑍 ⊕ 𝑇𝑊 ) = 0 and
two more similar conditions (3𝑛-bit filter) by using generalized BP

• The success probability ≈ 𝑞4/23𝑛

• The key capacity “by the best known attack” is 𝑞 ≤ 245 messages

• The provable security bound is slightly untight

LEURENT G., NANDI M., SIBLEYRAS F. – CRYPTO 2018

GENERIC ATTACKS AGAINST BEYOND-BIRTHDAY-BOUND MACS
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COMPARISON WITH OTHER BBB-PRFS

Many BBB-PRFs exist:

• SUM-ECBC, 3kf9, PMAC+, LightMAC+, mPMAC+, mLightMAC+, etc

Advantages of SUM-MGM:

• Single key

• Effective precomputation

• Good key capacity “in messages”

• One of the best key capacity “in blocks”

Disadvantages of SUM-MGM:

• multiplication by arbitrary values instead of “⊗ 2”
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CONCLUSION

• Multilinear hash is awesome, even if the coefficients are
generated by a random permutation rather than a function

• We propose effective and secure PRF
that are based on MH and 𝑛-bit block cipher:
− MGM-PRF
− MGM2-PRF
− SUM-MGM
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CONCLUSION
• MGM-PRF is non-standard use of the standardized MGM:

− Nonce is fixed, no encryption
− Better than CMAC in many
cryptographic and operational properties

• MGM2-PRF:
− technically slightly better than MGM-PRF
− secure even with very long 2𝑛-block messages

• SUM-MGM is a new “beyond the birthday bound” PRF:
− “double“ MGM2-PRF
− key capacity is ≈ 2

2
3 𝑛 messages, totally ≈ 2

4
3 𝑛 blocks

− effective precomputation
• We will gratefully accept verification
of the proposed proofs or the disproofs (attacks)!
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SEE IN THE NEXT EPISODE...

• MGM-like single-key AEAD-mode
• Compared to MGM:

− Similar security properties (including MRAE-int)
− The same performance in the general case
− Twice as fast with precomputations
− Much faster with precomputations in “MAC only” mode

• Key capacity with Magma:

≈ 245 encrypted blocks or
≈ 245 packets in “MAC only” mode

31



SEE IN THE NEXT EPISODE...

• MGM-like single-key AEAD-mode
• Compared to MGM:

− Similar security properties (including MRAE-int)
− The same performance in the general case
− Twice as fast with precomputations
− Much faster with precomputations in “MAC only” mode

• Key capacity with Magma:

≈ 245 encrypted blocks or
≈ 245 packets in “MAC only” mode

31



Thank you for attention!
Questions?

VITALY KIRYUKHIN

LLC “SFB Lab”, JSC “InfoTeCS”
CTCrypt 2024
4 June 2024
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WHY DO WE NEED BBB-MODES
IF THERE IS AN EXTERNAL RE-KEYING?

Usually, the probability of a threat is computed for one specific key
⇒ an external re-keying solves all problems

Multi-user (multi-key) setting:

• 𝜇 independent secret keys (users)

• Forgery/threat for any one of 𝜇 users

• The success probability increases linearly with 𝜇
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WHY DO WE NEED BBB-MODES
IF THERE IS AN EXTERNAL RE-KEYING?

Example:

• 𝜇 independent secret keys

• each key protects only 𝑞 = 16 = 24 short packets

• total 𝜇 ⋅ 𝑞 packets

• the probability of forgery must be less than 2−10

How many packets can be protected in total?

Adv(𝑞) 𝜇 𝜇 ⋅ Adv(𝑞) 𝜇 ⋅ 𝑞

CMAC 2−51 241
2−10
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SUM-MGM 2−110 2100 2104



WHY DO WE NEED BBB-MODES
IF THERE IS AN EXTERNAL RE-KEYING?

Example:

• 𝜇 independent secret keys

• each key protects only 𝑞 = 16 = 24 short packets

• total 𝜇 ⋅ 𝑞 packets

• the probability of forgery must be less than 2−10

How many packets can be protected in total?

Adv(𝑞) 𝜇 𝜇 ⋅ Adv(𝑞) 𝜇 ⋅ 𝑞

CMAC 2−51 241
2−10

245

SUM-MGM 2−110 2100 2104



WHY DO WE NEED BBB-MODES
IF THERE IS AN EXTERNAL RE-KEYING?

⇒ If a multi-user (multi-key) threat model is used,

then we must apply at least one of the following:

• strict limitation of the total key capacity

• Kuznyechik

• BBB-secure cipher modes


	Motivation
	Multilinear hash function
	MGM-PRF
	MGM2-PRF
	SUM-MGM  Let's go beyond the birthday bound (BBB)! 
	Appendix

