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For example…

Server = Banking HSM

Client = Payment terminal

Solution:

ANSI X9.24-3-2017 «Retail Financial Services Symmetric Key Management» 

Part 3: «Derived Unique Key Per Transaction», 2017.
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𝑫𝑼𝑲𝑷𝑻 function

𝐶𝑊𝐾 = 𝐷𝑈𝐾𝑃𝑇(𝐵𝐷𝐾,𝐵𝐷𝐾𝐼𝐷, 𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿)

Input:

● 𝐵𝐷𝐾𝐼𝐷,𝐷𝐼𝐷, 𝑇𝐶 ∈ 𝑉32; 1 ≤ 𝑤𝑡(𝑇𝐶) ≤ 16
– identifiers of the base, initial, and 

intermediate keys, respectively;

● 𝑈, 𝐴, 𝐿 ∈ 𝑉16 – the usage label, algorithm 

label, and 𝐶𝑊𝐾 length; 

Output:

● 𝐶𝑊𝐾 ∈ 𝑉𝑖𝑛𝑡 𝐿 – derived key.
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The 𝑘𝑑𝑓(2) function defined in 

R 1323565.1.022-2018. 

Used with the «Kuznechik» block cipher in 

CMAC.
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𝑫𝑼𝑲𝑷𝑻 function

1. Derive 𝐶𝐷𝐾 with 𝑇𝐶 = 0100 from 𝐼𝐾 (first bit 

«1»)

2. Derive 𝐶𝐷𝐾 with 𝑇𝐶 = 0110 from 𝐶𝐷𝐾 with 

𝑇𝐶 = 0100 (second bit «1»)
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Operation modes: mode without state

Initialization:

1. Store in memory 𝐵𝐷𝐾, 𝐵𝐷𝐾𝐼𝐷;

Memory: 

● 1 𝐵𝐷𝐾, 1 𝐵𝐷𝐾𝐼𝐷.

Derivation of CWK:

1. Receive 𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿 as input

2. 𝐶𝑊𝐾 =
𝐷𝑈𝐾𝑃𝑇(𝐵𝐷𝐾,𝐵𝐷𝐾𝐼𝐷, 𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿);

3. Delete 𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿.

Computations: 

● ≤ 18 𝑘𝑑𝑓(2). 



Operation modes: mode with state

Initialization:

1. Receive 𝐵𝐷𝐾,𝐵𝐷𝐾𝐼𝐷, 𝐷𝐼𝐷 as input;

2. Derive and store the massive 

[𝐶𝐷𝐾1, 𝐶𝐷𝐾2, … , 𝐶𝐷𝐾231];
3. Delete 𝐵𝐷𝐾,𝐵𝐷𝐾𝐼𝐷, 𝐼𝐾.

Memory: 

● 1 𝐷𝐼𝐷, 1 𝑇𝐶, 32 𝐶𝐷𝐾.

Derivation of CWK:

1. Receive 𝑈, 𝐴, 𝐿 as input;

2. Derive 𝐶𝑊𝐾 from 𝐶𝐷𝐾;

3. Update. 𝑠𝑡𝑎𝑡𝑒′ = 𝑈𝑝𝑑𝑎𝑡𝑒 𝑠𝑡𝑎𝑡𝑒 :

1. Derive and store new 𝐶𝐷𝐾 from 
used 𝐶𝐷𝐾

2. Delete used 𝐶𝐷𝐾
4. Delete 𝑈, 𝐴, 𝐿

Computations: 

● 1 𝑘𝑑𝑓(2). 



Operation modes: mode with state (example)

TC

ptr

0001 0010 0011 0100

…0 0001 - 0011 -

1 0010 0010 - -

2 0100 0100 0100 0100

3 1000 1000 1000 1000

● ptr – index of CDK in massive;

● table cells – identifiers TC of stored CDK;

● grey cells will be used during next update
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Operation modes

The server device operates in 

stateless mode.

Client_1

Client_2

Client_N

Server

BDK

IK1

IK2

IKN

States are generated for 𝑁 client 

devices in a distributed manner:

1. 𝐼𝐾 keys are produced for 𝑁
different 𝐷𝐼𝐷.

2. For each 𝐼𝐾, 𝐷𝐼𝐷 pair, a 

state is generated

· · · 

state1

state2

stateN

{CWK1
(i)}i

{CWK2
(i)}i

{CWKN
(i)}i
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● Forward secrecy.
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string of the same length

Client_a Server

BDKIKa statea

CWKa
(1),     CWKa

(i),     CWKa
(M)



Security model

Security properties:

● Pseudorandomness of derived keys.

● Forward secrecy.

Threat:

● Distinguish CWK from a random 

string of the same length

Client_a Server

BDKIKa statea

CWKa
(1),     CWKa

(i),     CWKa
(M)

Adversary capabilities:



Security model

Security properties:

● Pseudorandomness of derived keys.

● Forward secrecy.

Threat:

● Distinguish CWK from a random 

string of the same length

Client_a Server

BDKIKa statea

CWKa
(1),     CWKa

(i),     CWKa
(M)

Adversary capabilities:

1. Corrupt CWK keys for any 

𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿.

corrupt



Security model

Security properties:

● Pseudorandomness of derived keys.

● Forward secrecy.

Threat:

● Distinguish CWK from a random 

string of the same length

Client_a Server

BDKIKa statea

CWKa
(1),     CWKa

(i),     CWKa
(M)

Adversary capabilities:

1. Corrupt CWK keys for any 

𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿.

Restriction: cannot attack a 

corrupted 𝐶𝑊𝐾.

corrupt attack



Security model

Security properties:

● Pseudorandomness of derived keys.

● Forward secrecy.

Threat:

● Distinguish CWK from a random 

string of the same length

Client_a Server

BDKIKa statea

CWKa
(1),     CWKa

(i),     CWKa
(M)

Adversary capabilities:

1. Corrupt CWK keys for any 

𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿.

Restriction: cannot attack a 

corrupted 𝐶𝑊𝐾.

2. Corrupt states for any 𝐷𝐼𝐷, 𝑇𝐶.

corrupt



Security model

Security properties:

● Pseudorandomness of derived keys.

● Forward secrecy.

Threat:

● Distinguish CWK from a random 

string of the same length

Client_a Server

BDKIKa statea

CWKa
(1),     CWKa

(i),     CWKa
(M)

Adversary capabilities:

1. Corrupt CWK keys for any 

𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿.

Restriction: cannot attack a 

corrupted 𝐶𝑊𝐾.

2. Corrupt states for any 𝐷𝐼𝐷, 𝑇𝐶.

Restriction: cannot attack a 𝐶𝑊𝐾, 

that can be derived from corrupted 

state.

corrupt

attack



Security model

Security properties:

● Pseudorandomness of derived keys.

● Forward secrecy.

Threat:

● Distinguish CWK from a random 

string of the same length

Client_a Server

BDKIKa statea

CWKa
(1),     CWKa

(i),     CWKa
(M)

Adversary capabilities:

1. Corrupt CWK keys for any 

𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿.

Restriction: cannot attack a 

corrupted 𝐶𝑊𝐾.

2. Corrupt states for any 𝐷𝐼𝐷, 𝑇𝐶.

Restriction: cannot attack a 𝐶𝑊𝐾, 

that can be derived from corrupted 

state.

3. Corrupt 𝐼𝐾 keys for any 𝐷𝐼𝐷.

corrupt



Security model

Security properties:

● Pseudorandomness of derived keys.

● Forward secrecy.

Threat:

● Distinguish CWK from a random 

string of the same length

Client_a Server
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CWKa
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(M)

Adversary capabilities:

1. Corrupt CWK keys for any 

𝐷𝐼𝐷, 𝑇𝐶, 𝑈, 𝐴, 𝐿.

Restriction: cannot attack a 

corrupted 𝐶𝑊𝐾.

2. Corrupt states for any 𝐷𝐼𝐷, 𝑇𝐶.

Restriction: cannot attack a 𝐶𝑊𝐾, 

that can be derived from corrupted 

state.

3. Corrupt 𝐼𝐾 keys for any 𝐷𝐼𝐷.

Restriction: cannot attack a 𝐶𝑊𝐾
with the same 𝐷𝐼𝐷.

corrupt

attack



Security analysis

Provable security Concrete methods



Security analysis

Provable security

Result: Expression of the advantage of the 

adversary for the 𝐷𝑈𝐾𝑃𝑇 function as a 

function:

Concrete methods



Security analysis

Provable security

Result: Expression of the advantage of the 

adversary for the 𝐷𝑈𝐾𝑃𝑇 function as a 

function:

Concrete methods

Result: List of attacks on the DUKPT 

function with description and characteristics:

● 𝑇 - Computational complexity of the 

attack;

● 𝑃 - Probability of realization of the 

attack.



Provable security

Game-based approach was used.

The 𝐄𝐱𝐩(challenger) was modeled with oracles:

● 𝑇𝑒𝑠𝑡 – threat modeling;
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● 𝐺𝑒𝑡𝑆𝑡𝑎𝑡𝑒 – corrupting 𝐼𝐾 and states.



Provable security

Game-based approach was used.

The 𝐄𝐱𝐩(challenger) was modeled with oracles:

● 𝑇𝑒𝑠𝑡 – threat modeling;

● 𝐺𝑒𝑡𝑊𝐾 – corrupting 𝐶𝑊𝐾;

● 𝐺𝑒𝑡𝑆𝑡𝑎𝑡𝑒 – corrupting 𝐼𝐾 and states.

Definition. For the 𝐷𝑈𝐾𝑃𝑇 function, the benefit of an arbitrary adversary 𝐴 in the 

fs-PRF model is expressed as:
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fs-PRF model Accounting for 

trivial attacks

Corrupting 𝐶𝑊𝐾

Corrupting 𝐼𝐾 and 

states

Threat modeling



Provable security analisys

Theorem 1. For any adversary 𝐴 for the function 𝐷𝑈𝐾𝑃𝑇 in the fs-PRF model with computational 

resources at most 𝑇 and parameters 𝑞𝑖𝑘, 𝑞𝑤𝑘, 𝐿𝑚, there exists an adversary ℰ for block cipher 𝐸 in the 

PRP-CPA model with computational resources at most 𝑇′ = 𝑇 + 2Δ𝑇 and parameter 𝑞 =

⌈
𝐿𝑚

𝑛
⌉ max(𝑞𝑖𝑘, 𝑞𝑤𝑘 + 31) + 1, for which the following relation holds:



Provable security analisys

The can be estimated from above as
𝑇

2𝑘
=

𝑇

2256
(for the «Kuznechik»*).

* Иванов А.В., Матюхин Д.В., Маршалко Г.Б., Шишкин В.А., «Огонь, вода и медные трубы: 10 лет 

стандартизации «Кузнечика»», XXVII научно-практическая конференция «РусКрипто’2025», 2025. 

Theorem 1. For any adversary 𝐴 for the function 𝐷𝑈𝐾𝑃𝑇 in the fs-PRF model with computational 

resources at most 𝑇 and parameters 𝑞𝑖𝑘, 𝑞𝑤𝑘, 𝐿𝑚, there exists an adversary ℰ for block cipher 𝐸 in the 

PRP-CPA model with computational resources at most 𝑇′ = 𝑇 + 2Δ𝑇 and parameter 𝑞 =

⌈
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𝑛
⌉ max(𝑞𝑖𝑘, 𝑞𝑤𝑘 + 31) + 1, for which the following relation holds:



Interpretation of the obtained analysis results

𝑞 =
𝐿𝑚
𝑛

max(𝑞𝑖𝑘, 𝑞𝑤𝑘 + 31) + 1



Interpretation of the obtained analysis results

Collision Search in CMAC-RP

Tern (𝑎).

Characteristics:

● 𝑃 ≈ 𝐾𝑒𝑦𝑁𝑢𝑚 − 𝑞𝑖𝑘 + 1 ·
𝑄 𝑄−1

2𝑛+1
, 𝑄 = 𝑞𝑤𝑘 ⋅

𝐿𝑚

𝑛
;

● 𝑇 = 1.

tight

𝑞 =
𝐿𝑚
𝑛

max(𝑞𝑖𝑘, 𝑞𝑤𝑘 + 31) + 1



Interpretation of the obtained analysis results

Collision Search in CMAC-RP

Tern (𝑎).

Characteristics:

● 𝑃 ≈ 𝐾𝑒𝑦𝑁𝑢𝑚 − 𝑞𝑖𝑘 + 1 ·
𝑄 𝑄−1

2𝑛+1
, 𝑄 = 𝑞𝑤𝑘 ⋅

𝐿𝑚

𝑛
;

● 𝑇 = 1.

Key brute force of block cipher 𝑬
Tern (𝑏).

Characteristics:

● 𝑃 = 1;

● 𝑇 = 2256.

tight not tight??

𝑞 =
𝐿𝑚
𝑛

max(𝑞𝑖𝑘, 𝑞𝑤𝑘 + 31) + 1
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Algorithm:

1. For a fixed 𝑚 form a table of 𝑀 pairs 𝑘𝑖 , 𝐸𝑘𝑖 𝑚 ;

2. Obtain for 𝑇 different keys 𝑘𝑗
′ the values 𝐸𝑘𝑗

′ 𝑚 ;

𝑘1

𝑚

𝐸𝑘1 𝑚

… …

𝑘𝑀 𝐸𝑘𝑀 𝑚
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𝐸𝑘𝑀
′ 𝑚



Time-Memory-Trade-off attack

Algorithm:

1. For a fixed 𝑚 form a table of 𝑀 pairs 𝑘𝑖 , 𝐸𝑘𝑖 𝑚 ;

2. Obtain for 𝑇 different keys 𝑘𝑗
′ the values 𝐸𝑘𝑗

′ 𝑚 ;

3. Search the table for the values of 𝐸𝑘𝑗
′(𝑚).

𝐸𝑘𝑗
′ 𝑚 = 𝐸𝑘𝑖 𝑚 ⇒ 𝑘𝑗

′ = 𝑘𝑖. 
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… …
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Characteristics:
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• 𝑇 =
2𝑘

𝑀
.
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…
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Search



Time-Memory-Trade-off attack

Algorithm:

1. For a fixed 𝑚 form a table of 𝑀 pairs 𝑘𝑖 , 𝐸𝑘𝑖 𝑚 ;

2. Obtain for 𝑇 different keys 𝑘𝑗
′ the values 𝐸𝑘𝑗

′ 𝑚 ;

3. Search the table for the values of 𝐸𝑘𝑗
′(𝑚).

𝐸𝑘𝑗
′ 𝑚 = 𝐸𝑘𝑖 𝑚 ⇒ 𝑘𝑗

′ = 𝑘𝑖. 

𝑘1

𝑚

𝐸𝑘1 𝑚

… …

𝑘𝑀 𝐸𝑘𝑀 𝑚

Characteristics:

• 𝑃 = 1;

• 𝑇 =
2𝑘

𝑀
.

𝐸𝑘1′ 𝑚

…

𝐸𝑘𝑇
′ 𝑚

Search
𝐸𝑘1′ 𝑚1

…

𝐸𝑘𝑇
′ 𝑚𝑇

DUKPT:

𝑚𝑖 ≠ 𝑚𝑗



«Hidden» method

Key brute force of block cipher by truncated 

set
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«Hidden» method

Key brute force of block cipher by truncated 

set

Main idea:

Keys of the same level derived from one key 

have unique blocks.

Attack one target key, blocks of other keys are 

excluded
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«Hidden» method

Key brute force of block cipher by truncated 

set

Main idea:

Keys of the same level derived from one key 

have unique blocks.

Attack one target key, blocks of other keys are 

excluded

Characteristics:

● 𝑇 ≈ (2128 − 𝑁𝐵)(2
128 − 𝑁𝐵 − 1);

● 𝑃 = 1;

where 𝑁𝐵 = max(2 ⋅ 𝑞𝑖𝑘 − 1 , 60 + 𝑞𝑤𝑘 ⋅
𝐿𝑚
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«Hidden» method

Key brute force of block cipher by truncated 

set

Main idea:

Keys of the same level worked out by one key 

have unique blocks.

Attack one target key, blocks of other keys are 

excluded

Characteristics:

● 𝑇 ≈ (2128 − 𝑁𝐵)(2
128 − 𝑁𝐵 − 1);

● 𝑃 = 1;

where 𝑁𝐵 = max(2 ⋅ 𝑞𝑖𝑘 − 1 , 60 + 𝑞𝑤𝑘 ⋅
𝐿𝑚

128
) .

✓ Multiplier (c).
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Security estimates

Attack 𝑇 𝑃

Key brute force of block 

cipher 𝐸
2256 1

Collision Search in 

𝐶𝑀𝐴𝐶 − 𝑅𝑃
1 2−37

Key brute force of block 

cipher 𝐸 by truncated set
2255,9 1

Parameters:

● Number of 𝐶𝑊𝐾 keys derived at a time: 

𝑞𝑤𝑘 = 210;
● Number of clients: 𝑞𝑖𝑘 = 223;
● Length of one 𝐶𝑊𝐾: 𝐿𝑚 = 216 − 1;

● Number of tree keys, excluding 

𝐶𝑊𝐾 keys: 𝐾𝑒𝑦𝑁𝑢𝑚 ≈ 254



1. The analysis of the 𝐷𝑈𝐾𝑃𝑇 function is 

performed using complexity-theoretic approach 

and analysis of concrete methods.

2. The results of the analysis by both approaches 

show the security of the 𝐷𝑈𝐾𝑃𝑇 function.

3. The characteristics of the attacks are not 

inconsistent with the Insec estimation.

Results



Thank you for your 

attention!
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