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Motivation

Corrupted client = Large amount
/ corrupted keys of memory
/ KDF kor [
qﬂ —>  Keys; Keys; <——| ClientK;
Client_
ity level . KDF KDF . —— | security level &
security level & C_==) Clientk, —> Keys; Keys, <«——| ClientK,|| F—— i
computing —— Client_2 compuﬁmg
capability capability
Server
KDF KDF
C_==) Clientky —>» Keysy Keysy <——| ClientKy
\CIient_N
N\

P KPUMTOMPO
~—



Motivation

For example...

Server = Banking HSM
Client = Payment terminal
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Motivation

For example...

Server = Banking HSM
Client = Payment terminal

ANSI X9.24-3-2017 «Retail Financial Services Symmetric Key Management»
Part 3: «Derived Unique Key Per Transaction», 2017.
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Motivation

A specialized KDF is required, with
two modes of operation:

1. | = storage of a single key in
memory;
» use on high-performance
devices with a higher level of
security.

2. | » rapid key derivation;
 use on low-resource and
less secure devices.
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Motivation

As pecial ized KDF is requ ired, with FEXHUHECKWA KOMUTET O CTAHIAPTH3ALIMM
two modes of o pe ration: «KPUNTOrPAGUYECKAS 3ALNTA MHOOPMALIAM»

1. | = storage of a single key in

METOOAWYECKWE
memory, TK PEKOMEHAALIMK Mp -
» use on high-performance < T 26 2025
devices with a higher level of

security.
NHdopmauMoHHaA TeXHONorus

Kpuntorpadmyeckan 3awmra MHpopmaymu

2. | » rapid key derivation;
e use on low-resource and ®YHKUMA BLIPaBOTKM NPOU3BOAHLIX Kntovei DUKPT ¢

less secure devices. MCcnonbL30BaHWeM poccUiCKMX kpunTorpaduyeckux
anroputmos NOCT P 34.12-2015, FOCT P 34.13-2015

Project of document of Technical
Committee 26
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DUKPT function

CWK = DUKPT(BDK,BDKID,DID,TC,U,A,L)

Input:

e BDKID,DID,TC € V3,; 1 < wt(TC) < 16
— identifiers of the base, initial, and
intermediate keys, respectively;

e U,AL€V,,— the usage label, algorithm
label, and CWK length;

Output:
o (WK € Vi) — derived key.

7\
P> KPUMTOMNPO
_



DUKPT function

CWK = DUKPT(BDK,BDKID,DID,TC,U,A,L)

Algorithm:
1. IK = DerivelK(BDK,BDKID, DID);
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DUKPT function

CWK = DUKPT(BDK,BDKID,DID,TC,U,A,L)

Algorithm:
1. IK = DerivelK(BDK,BDKID, DID);
2. CDK = DeriveCDK(IK,DID,TC);
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DUKPT function

CWK = DUKPT(BDK,BDKID,DID,TC,U,A,L)

Algorithm:

1. IK = DerivelK(BDK,BDKID, DID);

2. CDK = DeriveCDK(IK,DID,TC);

3. CWK =
DeriveCWK(CDK,DID,TC,U, A, L).
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DUKPT function

CWK = DUKPT(BDK,BDKID,DID,TC,U,A,L)

Algorithm:

1. IK = DerivelK(BDK,BDKID, DID);

2. CDK = DeriveCDK(IK,DID,TC);

3. CWK =
DeriveCWK(CDK,DID,TC,U, A, L).

The kdf® function defined in

R 1323565.1.022-2018.

Used with the «Kuznechik» block cipher in
CMAC.
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DUKPT function

Example of derivation CDK (TC = 6 = 0110)
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DUKPT function

Example of derivation CDK (TC = 6 = 0110)

1. Derive CDK with TC = 0100 from IK (first bit
«1»)

CDK; CDK; CDK,4
0001 0010 0100
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DUKPT function

Example of derivation CDK (TC = 6 = 0110)

1. Derive CDK with TC = 0100 from IK (first bit
«1»)

2. Derive CDK with TC = 0110 from CDK with
TC = 0100 (second bit «1»)

CDK; CDK; CDK,4
0001 0010 0100
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Operation modes: mode without state

Initialization: Derivation of CWK:
1. Store in memory BDK, BDKID; 1. Receive DID,TC,U,A,L as input
2. CWK =

DUKPT(BDK,BDKID,DID,TC,U, A, L);
3. Delete DID,TC,U,A,L.

Memory: Computations:
e 1BDK,1BDKID. o <18kdf®,
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Operation modes: mode with state

Initialization: Derivation of CWK:
1. Receive BDK,BDKID,DID as input; 1. Receive U, A, L as input;
2. Derive and store the massive 2. Derive CWK from CDK;
[CDK;,CDK,, ...,CDK y31]; 3. Update. state’ = Update(state):
3. Delete BDK,BDKID,IK. 1. Derive and store new CDK from
used CDK

2. Delete used CDK
4. Delete U,A,L

Memory:

e 1DID, 1TC,32CDK. Computations:

o 1kdf®,
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Operation modes: mode with state (example)

TC
0001 | 0010 | 0011 | 0100
ptr
0 0001 | - |0011
1 0010 | 0010
2 0100 | 0100 | 0100 | 0100
3 1000 | 1000 | 1000 | 1000

e ptr—index of CDK in massive;
e table cells — identifiers TC of stored CDK;
° will be used during next update
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Operation modes

The server device operates in
stateless mode.
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Operation modes

The server device operates in
stateless mode.

States are generated for N client
devices in a distributed manner:
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Operation modes

The server device operates in
stateless mode.

A

> IK; C—=
i | Client_1
States are generated for N client | ent_
devices in a distributed manner: :
1. IK keys are produced for N k> IK; E‘
. I -
different DID. | Client_2 7
| BDK
' : Server
| |
| |
| |
< |
N —— |
| Client_N :
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Operation modes

The server device operates in {cwk,™,
stateless mode. <
[ » /Kl state;
- O Gema 4
States are generated for N client | ,_ Client 1 7
devices in a distributed manner: | {cwk,™.
' 4
1. IK keys are produced for N k> 1K, == state;
. I - E—
different DID. | Clent2 4 oK
! |
2. Foreach IK,DID pair, a : | Server
state is generated | :
: {CWKy") i
< I
.
: IITN C= statey I
I Client_N 4 :
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Security model

Security properties:
e Pseudorandomness of derived keys.
e Forward secrecy.

Threat:
e Distinguish CWK from a random
string of the same length

cwk,™ .. cwk, ..., cwk,™

<
K. = state BDK

Client_a
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Security model

Security properties: Adversary capabilities:
e Pseudorandomness of derived keys.
e Forward secrecy.

Threat:
e Distinguish CWK from a random
string of the same length

cwi, ™ .. cwk, ..., cwk,™

<
K. = state BDK

Client_a
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Security model

Security properties: Adversary capabilities:

e Pseudorandomness of derived keys. 1. Corrupt CWK keys for any
e Forward secrecy. DID,TC,U, A, L.

Threat:

e Distinguish CWK from a random
string of the same length

cwk, ™ .. lewk,?| ..., cwk,™

<
K. = state BDK

Client_a
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Security model

Security properties: Adversary capabilities:
e Pseudorandomness of derived keys. 1. Corrupt CWK keys for any
e Forward secrecy. DID,TC,U,A,L.
cannot attack a
Threat: corrupted CWK.

e Distinguish CWK from a random
string of the same length

CWK,™, ..., T, ..., cwi,™
<

ke == state, BDK

Client_a

Server

attack
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Security model

Security properties: Adversary capabilities:
e Pseudorandomness of derived keys. 1. Corrupt CWK keys for any
e Forward secrecy. DID,TC,U,A,L.
cannot attack a
Threat: corrupted CWK.
e Distinguish CWK from a random
string of the same length 2. Corrupt states for any DID, TC.

cwi, ™ .. cwk, ..., cwk,™
<

K. == state. BDK

Client_a

N\ g
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Security model

Security properties: Adversary capabilities:
e Pseudorandomness of derived keys. 1. Corrupt CWK keys for any
e Forward secrecy. DID,TC,U,A,L.
cannot attack a
Threat: corrupted CWK.
e Distinguish CWK from a random
string of the same length 2. Corrupt states for any DID, TC.

cannot attack a CWK,
that can be derived from corrupted
state.

CWK,, .. ———
< 7 7

K. == state. BDK

Client_a Server

attack
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Security model

Security properties: Adversary capabilities:
e Pseudorandomness of derived keys. 1. Corrupt CWK keys for any
e Forward secrecy. DID,TC,U,A,L.
cannot attack a
Threat: corrupted CWK.
e Distinguish CWK from a random
string of the same length 2. Corrupt states for any DID, TC.

cannot attack a CWK,
that can be derived from corrupted
state.

cwi, ™ .. cwk, ..., cwk,™

<
K, == state BDK

Client_a
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Security model

Security properties:

e Pseudorandomness of derived keys.

e Forward secrecy.

Threat:
e Distinguish CWK from a random
string of the same length

CW :
<

IK, C= State,

Client_a

attack
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BDK

Server

Adversary capabilities:

1.

3.

Corrupt CWK keys for any
DID,TC,U,A,L.

cannot attack a

corrupted CWK.

Corrupt states for any DID, TC.
cannot attack a CWK,
that can be derived from corrupted
state.

Corrupt IK keys for any DID.

cannot attack a CWK
with the same DID.



Security analysis

Provable security Concrete methods
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Security analysis

Provable security Concrete methods

Result: Expression of the advantage of the
adversary for the DUKPT function as a
function:

AdVE TR (A) = F(quk, Giky Lm, AdvE T P4 (A7)
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Security analysis

Provable security

Result: Expression of the advantage of the
adversary for the DUKPT function as a
function:

AdVE TR (A) = F(quk, Giky Lm, AdvE T P4 (A7)
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Concrete methods

Result: List of attacks on the DUKPT
function with description and characteristics:

e T - Computational complexity of the
attack;

e P - Probability of realization of the
attack.



Provable security

approach was used.

The Exp(challenger) was modeled with oracles:
e Test — threat modeling;

e (GetWK — corrupting CWK;

e (etState — corrupting IK and states.
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Provable security

approach was used.

The Exp(challenger) was modeled with oracles:
e Test — threat modeling;

e (GetWK — corrupting CWK;

e (etState — corrupting IK and states.

Definition. For the DUKPT function, the benefit of an arbitrary adversary A in the
fs-PRF model is expressed as:

Advii i pr(A) = PriExpryipr (A) = 1] — PrExppypr (A) — 1]
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fs-PRF model

fs-PRF—b
Exppyrpr (A)
1: BDK &V,
2: BDKID + A(ng)
3: Sw,Sp 0
4 b.' - AGetW’K.G’etDK,TestKey

=

return b’

Oracle TestKey(DID,TC,[U, A, L])

Oracle GetW K (DID,TC,[U, A, L)

1:
2:

3
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if (DID,TC,[U,A,L]) € Sw) : return FAIL

if (3(DID,TC") € Sp +int(TC") <int(TC)) :
return FAIL

Sw + Sw U{(DID,TC,[U, A, L])}

if (b=1):
K « DUKPT(BDK,BDKID,DID,TC,U, A, L)
else :
u
K < Vi)

return K

-1

if (DID,TC,[U, A, L]) € Sw) : return FAIL

if (3(DID,TC") € Sp : int(TC") < int(TC)) :
return FAIL

Sw + SwU{(DID,TC,[U, A, L])}

CWK « DUKPT(BDK,BDKID,DID,TC,U, A, L)
return CWK

Oracle GetState(DID,TC')

1:
2:
3

if ((DID,-) € Sp) : return FAIL

if (3(DID,TC',-) € Sy = int(TC") > int(TC)) :
return FAIL

Sp+ Spu {(DID,TC)}

if (int(TC)=0):
IK + Derivel K(BDK,BDKID, DID)
return /K
state + Init(BDK, BDKID, DID)
for i € 2,int(TC) :
state’ « Update(state)
state + state'

return state



fs-PRF model

fs-PRF—b
Exppuwpr (A)
1: BDK &V,
2: BDKID + A(Vgg)
3: Sur, SD 0
P AGetW’K,G’etDK,TestKey

=

return b’

Oracle GetW K (DID,TC,[U, A, L)

Oracle TestKey(DID,TC,[U, A, L])

1:
2:

3

if (DID,TC,[U,A,L]) € Sw) : return FAIL

if (3(DID,TC") € Sp +int(TC") <int(TC)) :
return FAIL

Sw + Sw U{(DID,TC,[U, A, L])}

if (b=1):
K « DUKPT(BDK,BDKID,DID,TC,U, A, L)
else :
u
K < Vi)

return K

if (DID,TC,[U, A, L]) € Sw) : return FAIL

if (3(DID,TC") € Sp : int(TC") < int(TC)) :
return FAIL

Sw + SwU{(DID,TC,[U, A, L])}

CWK « DUKPT(BDK,BDKID,DID,TC,U, A, L)
return CWK

Oracle GetState(DID,TC')
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Threat modeling

1:
2:
3

if ((DID,-) € Sp) : return FAIL

if (3(DID,TC',-) € Sy = int(TC") > int(TC)) :
return FAIL

Sp+ Spu {(DID,TC)}

if (int(TC)=0):
IK + Derivel K(BDK,BDKID, DID)
return /K
state + Init(BDK, BDKID, DID)
for i € 2,int(TC) :
state’ « Update(state)
state + state'

return state



fs-PRF model

fs-PRF—b
EXpDUKPT (A)

1:

=

BDEK & v,
BDKID « A(Vy)
Sw,Sp « 0

I {_AGEﬂVK,GetDK,Tes!KEy

return b’

Oracle GetW K(DID,TC,[U, A, L])

Oracle TestKey(DID, TC,[U, A, L])

if (DID,TC,[U,A,L]) € Sy) : return FAIL

if ((DID,TC") € Sp : int(TC") < int(TC)) :
return FAIL

Sw + SwU{(DID,TC,[U, A, L])}

CWK « DUKPT(BDK,BDKID,DID,TC,U, A, L)
return CWK

Corrupting CWK

1:
2:

3

if (DID,TC,[U,A,L]) € Sw) : return FAIL

if (3(DID,TC") € Sp +int(TC") <int(TC)) :
return FAIL

Sw + Sw U{(DID,TC,[U, A, L]}

if (b=1):
K « DUKPT(BDK,BDKID,DID,TC,U, A, L)
else :
u
K < Vi)

return K
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Threat modeling

Oracle GetState(DID,TC')

1:
2:
3

if ((DID,-) € Sp) : return FAIL

if (3(DID,TC',-) € Sy = int(TC") > int(TC)) :
return FAIL

Sp « SpU{(DID,TC)}

if (int(TC) =0):
IK + Derivel K(BDK,BDKID, DID)
return /K
state + Init(BDK, BDKID, DID)
for i € 2,int(TC) :
state’ « Update(state)
state + state'

return state

Corrupting IK and
states




fs-PRF model

fs-PRF—b
Proxrr (A)

Ex

1:

=

BDK & v,

BDKID + A(Vsa)
Sw,Sp « 0

I {_AGEﬂVK,GetDK,Tes!KEy

return b’

1:
2:

3

Oracle TestKey(DID, TC,[U, A, L])

Oracle GetW K (DID,TC,[U, A, L)

if (DID,TC,[U, A, L]) € Sy) : return FAIL

if (3(DID,TC") € Sp : int(TC") < int(TC)) :
return FAIL

Sw + SwU{(DID,TC,[U, A, L])}

CWK « DUKPT(BDK,BDKID,DID,TC,U, A, L)
return CWK

Accounting for
trivial attacks

Corrupting CWK

if (DID,TC,[U,A,L]) € Sw) : return FAIL

if (3(DID,TC") € Sp +int(TC") <int(TC)) :
return FAIL

Sw + Sw U{(DID,TC,[U, A, L]}

if (b=1):
K « DUKPT(BDK,BDKID,DID,TC,U, A, L)
else :
u
K < Vi)

return K
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Threat modeling

Oracle GetState(DID,TC')

1:
2:
3

if ((DID,-) € Sp) : return FAIL

if (3(DID,TC',-) € Sy = int(TC") > int(TC)) :
return FAIL

Sp « SpU{(DID,TC)}

if (int(TC) =0):
IK + Derivel K(BDK,BDKID, DID)
return /K
state + Init(BDK, BDKID, DID)
for i € 2,int(TC) :
state’ « Update(state)
state + state'

return state

Corrupting IK and
states




Provable security analisys

Theorem 1. For any adversary A for the function DUKPT in the fs-PRF model with computational

resources at most T and parameters q;x, qwi, Lm, there exists an adversary £ for block cipher E in the
PRP-CPA model with computational resources at most T’ = T + 2AT and parameter g =

[%m] max(qix, qwr + 31) + 1, for which the following relation holds:

fs-PRF S i 4(g—-1)0+1 PRP CPA
Advpprpr(A) <2 (%’k ' Z C3p + 1) ' ( on + Advg (5))
i—0
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Provable security analisys

Theorem 1. For any adversary A for the function DUKPT in the fs-PRF model with computational

resources at most T and parameters q;x, qwi, Lm, there exists an adversary £ for block cipher E in the
PRP-CPA model with computational resources at most T’ = T + 2AT and parameter g =

[%m] max(qix, qwr + 31) + 1, for which the following relation holds:

16
_ Z. 4g—1)2+1 )
AdVEPRE (1) < 2. (qk NGy + 1) - ( (=D HL pgueme CPA(E)).
1=0

on
The Insecit M (T, q) can be estimated from above as zlk = ZZT% (for the «Kuznechik»*).
fs-PRF dg—1*+1 T

Insecyrr i pr(Ts Quks Qiks Lm) < 2- KeyNum - (

on + 2256)

* iBaHoB A.B., MaTioxuH [1.B., Mapwanko IN.b., luwknH B.A., «OroHb, Boga n megHole Tpybbl: 10 net

} KPUMTOMPO ctangaptusaummn «KysHeumka»», XXVII Hay4dHo-npakTuyeckas koHgepeHumsa «PycKpunto'2025», 2025.
—~



Interpretation of the obtained analysis results

Lm
Q= max(q;k, qwk +31) + 1

fs PRF
Insecriricpr(T, Quis Gk, Lim) <

A4g—1)2+1 T
<2-KeyNum - (g 2”) s +2-K6@/Num-2256.

N 7 A
~\"~ ~~

(a) (b)
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Interpretation of the obtained analysis results

Collision Search in CMAC-RP
Tern (a).
Characteristics:

-1 Lm].
o P~ (KeyNum—(qu+1) - L252,0 = g - [22]

2n+1 4 n
o T=1.
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Lm
q=-;-mMMm%w+3D+1

fs-PRF
Insechir i pr(T, Quis Giks Lim) <

4(g—1)72+1 T
<2 -KeyNum - ( 273 +2-KeyNum-2256.

N 7 A

(a) ()




Interpretation of the obtained analysis results

Collision Search in CMAC-RP

Tern (a).

Characteristics: i

o P~ (KeyNum—(qu+ 1) LE2,0 = g - [22]; q = [ﬂ max (g, Gui +31) + 1

2n+1 4 n
o T=1.

fs-PRF
Insechir i pr(T, Quis Giks Lim) <

: 4(g—1)2+1 T’
Key brute force of block cipher E <2-KeyNum - (g= 1)+ +2- KeyNum - 5356 -

Tern (b). N AN

Characteristics: (a) (b)
e P=1 not tight??

° T = 2256.
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Time-Memory-Trade-off attack
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Time-Memory-Trade-off attack

Algorithm:
1. For afixed m form a table of M pairs k;, Ey,(m);

kq Ey, (m)

kM EkM(m)

7\
P KPUMTOMPO
~



Time-Memory-Trade-off attack

Algorithm:
1. For afixed m form a table of M pairs k;, Ey,(m);

2. Obtain for T different keys k]f the values Ek}(m);

kq Ek1 (m) Ek{ (m)

ke EkM(m) Ek,’\,,(m)
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Time-Memory-Trade-off attack

Algorithm: _ Characteristics:
1. For afixed m form a table of M pairs k;, Ey,(m); . p=1-
2. Obtain for T different keys k; the values Ek}(m); o2

3. Search the table for the values of Ek} (m). M

By (m) = Ei(m) = kf = k.

kq Ek1 (m) Ek{ (m)

Search
m h

ke EkM(m) Ek»}(m)
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Time-Memory-Trade-off attack

Algorithm:

1. For afixed m form a table of M pairs k;, Ey,(m);
2. Obtain for T different keys k; the values Ek}(m);

3. Search the table for the values of Ek} (m).

E(m) = Ep,(m)= k! = k;.
]

kq Ey, (m)

kM EkM(m)
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' Search

Characteristics:

e P=1;

k

T=2.

M
DUKPT:
1(m Ey;(my)
k,}(m Ek;(mT)

mlim]



«Hidden» method

Key brute force of block cipher by truncated
set
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«Hidden» method

Key brute force of block cipher by truncated
set

Main idea:

Keys of the same level derived from one key
have blocks.

Attack one target key, blocks of other keys are
excluded

Unique blocks
v

CDKg
0010 0100 1000

-

CDKGs CDKq CDKio
0110 1001 1010

Unique blocks
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«Hidden» method

Key brute force of block cipher by truncated
set

Main idea:

Keys of the same level derived from one key

have blocks.

Unique blocks
v

CDKg
0010 0100 1000

Attack one target key, blocks of other keys are @ = - <
0110 1001 1010

° T ~ (2128 _ NB)(2128 _ NB _ 1)’

e P=1,;

L
where Ny = max(2 - (qj — 1),60 + gy - [Egl)
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«Hidden» method

Key brute force of block cipher by truncated
set

Main idea:

Keys of the same level worked out by one key

have blocks.

Unique blocks
v

CDKg
0010 0100 1000

Attack one target key, blocks of other keys are @ = - <
0110 1001 1010

° T ~ (2128 _ NB)(2128 _ NB _ 1)’

e P=1,;

where N = max(2 - (q;x — 1),60 + quk - [Lm]).

Zm fs-PRRF
128 Insecp ik pr (T Quks Gik, Lim ) <

. Ag—1)2+1 T
v Multiplier (c). < 2. KeyNum - ( (g Qn) b + 2256)
N\ {:)
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Security estimates

Parameters:

e Number of CWK keys derived at a time:

Awk = 219,
e Number of clients: g;;, = 223;
e Length of one CWK: L,, = 216 — 1;
e Number of tree keys, excluding
CWK keys: KeyNum =~ 2°*

fs-PRF _
Insecryrr i pr(1s Quis Giks L) < 2 B4
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Attack T p
Key brute force of block 2256 1
cipher E
Collision Search in 1 937
CMAC — RP
Key brute force of block 22559 1

cipher E by truncated set

9200




Results

1. The analysis of the DUKPT function is
performed using complexity-theoretic approach
and analysis of concrete methods.

2. The results of the analysis by both approaches
show the security of the DUKPT function.

3. The characteristics of the attacks are not
inconsistent with the Insec estimation.

7\
P KPUMTOMPO
~




7 N\
P KPUMNTOMPO
\_/




Proof. (sketch) JokazaTenncTBo TeopeMsl cOCTONT B3 deThipex maros. Ha kasmgom
mare Mbl HIEAJTH3HHPVEM ollpeie/leHHbll BHyTpennnii snement dyuxkunn DUKPT
IyTeM 3aMeHbl Ha HJIealbHbIl <aHanors. Hanpumep, zamenseMm onpeie/eHHVIO
KIH04eByio (hyHKIH Ha DYHKIHIO ¢ TAKHME 3Ke 00J1acThio olpe/iesieHns 0 0D1acThIio
3HAUEHHS, BRIDpaHHYIO cayvaiino pasHosepoaTHo. [log «cTonMoCTIO» Heann3aINHT
0/IpazyMeBaeM IpenMyniecTso Hanbosiee a¢ypeKTHBHOrO HApyIIUTeNs Ui 38441
OTJIHYEHHS] HCXOHONO IEMEeHTa 0T HJealH3HpPOBAHHOIO.

larn gokazaTe/beTBa NpejAcTaBiIeHbl Ha PHCYHKe 2.

IR PT LALAL
fsFRF mu-PRF
ey om
muvIPREF
r | r
BUKFT _l l CALAC N
f=FRF === mu-PRF
| CALaL | delia - BF
DUKPT @) & mu-FRF | mu—vIPFRF CRACA,, | e,
BERFT (1 —— = i
I r .—I—| I L
- - it - -
I ey o8 | BDUKFT ' [ CMAL | CMAC{ )
| mu—virer f+-FRF B | wnr mu-PRF
e __| ) |
h DKFT() & ﬁ CMACA, jeny.
BUEFT 23 frnknma
I _— —_—— ¥ r— _—- ¥
ey | [ TRTS | I
| murr | | T |
e KFT (18 e [ L ERP A (L= 0
BUKFT(17) . Sk
. -
FRF
NKFT(1T) CWAC{ N1}
fsPRF ] mu-PRF
DUKPT 178 1 l CMAC K, | ey
DUKFT 18 drvaticzim
. S E CMAE - KR . S 3
FRP-CFA FRF
[ dyis | DURETOS | T I caae | CMAC N | [
| mu—virer E+-FRF | mu-FRF :
| el
al d) ]
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Ilar 1. Ha mare 1, na pucynke 2a (Jlemma 1) MBI HOITAIHO HIEATH3HPYEM
dynkmo kdf? s dynkmun DUK PT, savenss ee na cayuaiinyio (yHKIIO c
COOTBETCTRYIONIHME 00JIACTLIO Olpe/e/enns 0 oDJIACTEIO 3HAYEHHS .

Ha pganHoM mare noodepefHO HIEATH3NPYETCH KAX/Iblll YVPOBEHL JIEpeBa,
Ha"uHHAasA ¢ nepsoro. To ecTh, NpH WleaTH3AlNE -T0 YPOBHSA, KIOYH JAHHOTO YPOBHHA
Jiepesa MeHsI0TC Ha cyaliibie, 4T WIeHTHIHO wieammsaun dynkunn kdf 2 npn
BEIpaboTKe Kmoveil i—ro vposaa. Oyukuuo DU K PT'| B nepese xitodeil KoTopoil Bee
KJII04l YpoBHeil o () 10 i 3aMeHeHbl Ha cIyuaiiHble CTPOKH COOTBEeTCTRYIONIel JUTHHEL,
oboznauny uepes DU K PT(i). Takum obpazon, Ha KayI0M 3TAIE HICATHIAINHE MbL
nepexoany ot anannsa gyvukinun DUK PT (i) k anamsy DUKPT (i + 1). Takuu
cnocoboM BeInONMHAETC Haeannsanus 1o gyuxkuun DU K PT(18), B kotopoli Bee
K04l Jepesa ciydaiipslie. CoOTBeTCTBEHHO, NPEHMYIIECTBO J000r0 HapyHIHTe s
i dyuknun DU K PT(18) s mogenn fs-PRF 6yaer pasno 0.

«CTONMOCTBIO» HJIEA/IM3AIMH  HAa KAaXKJOM 9Tale ABISeTcs [PeHMYyIecTBO
HAWTYYIIEro HAPYUINTeIs B MOJENH, KOTopasl paccMaTpHBaeT cTONKOCTh (hyHKIHN
kdf'?) k yrpoze ormmuenns pesyibraTa ee paGoThl Ha Habope PasIHUHLIX K/nodeii
oT cayualinoii crpokn Toii ke el (bynkuus kdf'?) s mogesn mu-vIPRF, e,
Onpenenenne 3, npiaozkenne C). Ouenka npeHMylnlecTBa HApPYIIHTeIs B JaHHOIL
MOJENH BelNoAHAeTca Ha mare 2. KoandecTso Kiodell B MOJENH ONpele/seTcs
HEXO/Isl H3 TOrO, HA KAKOM 9Talle HJealH3allill JepeBa NPeHMyLIIecTEO HapyIIHTe s
B JaHHOIl Mojenn OblIo MOAY4eHO B KauecTBe «cToUMocTH». Ilpn npeannzanmun i—
ro yposus Koimuectso kiaouelt yuxmun kdf'? s Mogenn mu-vIPRF Gyger pasno
KosmiecTsy Kiaouedi (i — 1)-ro ypoers nepesa (kpome kmoueii CW K.

Ha nanzoM mare moayyaesM cJIeIyionee cooTHOIeHe:

18
AdVETRLL(A) <23 Advi P8,
i=1
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IIlar 2. Ha mare 2, na pucyake 2b (JTemua 2) Mel B Kaxctoil dyakuun kdf(®)
na nHabope kmoueil ujaeamnsupyem dpyuknnio CMAC, savensia ee na cayuainyio
hVHKIHIO ¢ COOTBETCTBYIONIMMH 06IACTBIO ONpeleleHis U 06IacThio 3HAUEHIA.

B pesyipraTe mieamusamun Mel nomyunM dyakmmio kdf'? co eayuaiinoii
dynkimeit (oGospauny Takyio dynxkimo uepes kdfP-RF). Tak Kak BbIXOI
dyaxmn kdf?-RF  npeacrasnsier cofoll KOHKATEHALMIO BBIXOJOB CaIydaliHOf]
(VHKIHMH Ha PASHBIX BXOJIHBIX 3HAYEHHSAX, IPeHMYIIECTBO J000r0 HAPYIINTEs
s dyukumn kdfP-RF s mogemn mu-—vIPRF Gyaer pasno (. «CTonMocTbio»
HJIeATH3AIHN ABISeTeH IPeHMYLIIECTBO HAITY HIIero HAPYIIHTENs B MO/Ae/IH, KOTopasi
paccmarpusaer croiikoeTs dyHkiun CMAC K yrpoze oT/IHYeHHs Pe3yILTATA ee
paboTel Ha HabOpe pazMUYHBIX KIodell OT ciyuaiiHofl CTPOKH Toll ke JJINHEBL
(pyuxuus CMAC B mogern mu-PRF, em. Onpegenenne 4, npuioxenne C). Ouenka
NPeHMYIEcTEA HAPVIINTES B JAHHON MOJe/IH BLINOJHeTC Ha mare 3.

Ha JAaHHOM IHIAre HoJVYHaeM Clelyionee CoOTHOMeHHe:

Advizjia) " (B) < AdvE et ().
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IMlar 3. Ha mare 3, #va pucynke 2¢ (Jlemma 3) Mbl HOITAIHO IJEATHIHPYEM
pyuxumo CMAC na onpejenennom nabope Kanodeil, saMeHss ee Ha c/ayuailnyio
PYHKIMIO ¢ COOTBETCTBYIONHMI 0DJIACTBIO ONpele/leHHs] 1 00JIacThIo 3HAYeHHS.

Hns nabopa kmoueii KeySet = {Kt}:“:"i B wmogenn mu-PRF, eeegem
coorsercteylommii  nafop dynkmmit  {CMAC(K;,-)}Y%.  Ofosnaumv  uepes
CMAC(m) rakoe cemelictso dyukunii CMAC, B kotopoM ¢VHKIHE
CMAC(Ky,-),...,CMAC(K,,, ) 3amenensl Ha ciayuaiineie. Ha nepsom 3srane,
uwaeammsupysa  dyukimmo CMAC(Ky,-), MB HDepexoguM K AHAIH3Y ceMelicTBa
vkt CMAC(1) 8 mogemn mu-PRF, u tak panee. Tlocne wmeannzaigmn
nocaennell gy CMAC(Ky, ., -) pee dynakiun nabopa OyayT 3aMeHeHLl Ha
enyuaitasie. [Ipenmymectso napymmrens s cemeiicrsa dyuxunii CMAC(Ny) B
smogend mu-PRF dyaer pasno (), nockonbky HapylmuTels B 0TBeT Ha J10Doil 3anpoc
K Opaky/1y ByaeT NojyuaTh Beerja pesyasTaTr paboThsl ciayuaiinoll dhyHKIHA.

«CTOMMOCTBIO» WIPA/IN3AIMH HA Ka)J0M I3Tale SABIfeTcs I[IPelMyHIecTBO
HAILTYYIIero HAPYUINTeNs B MOJeIH, KOTopasl paccMaTpHuBaeT cTOHKOCTEL (hyHKIHN
CMAC k yrpose ominyeHns pesyibTaTa ee paboThl 0T ciay4aiinoll cTpokH Toil e
auael (pyuxius CMAC s mogenn PRFE, em. Onpegenenne 5, npitoxenne C).
OneHka NpeMMyIecTBa HAPYHINTENS B JaHHOI MOJe/H BHIIOIHAeTcs Ha mare 4.

Ha pannos mare noayuaes c/ieyiolniee cooTHOIIeHHe:

Adviy it (C) < NiAdvgiy e (D).
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IMlar 4. Ha mare 4, na pucyake 2d (Jlemma 4) Mbl mueaansapyes 6109HbI
mHgp, 3aMeHAn ero Ha cayvaiiHylo NOJACTAHOBKY HA COOTBETCTBYIONIEM MHOMECTBE
3HAYUEHHIT.

B pesynawrare mjeanmsanun Mbl noayunsm gyexknmo CMAC, B xkoropoit B
KadecTee O/104Horo mmdppa Henonbsyercs coydalinas noicTaHoBKa (0Go3HATHM
takyio dyuxunio uepes CMAC-RP). Ha nannoMm mare nokasaHo, uTo Jo0ble
MeTO/Ibl, HalleJleHHBle Ha OTJINYeHHe pesyiabraTa paborel dyuknun CMAC ot
ciy4aiinoil cTpoKH Toil e JUIHHBI OTHOCATCA K 0JIHO 03 cileIyIonHX IPynn MeTo10B:

— MeTo/el, HalleleHHBle Ha oTJ4Yenne pe3yibTaTa paboTel dpyakuun CMAC-RP
oT caydaiinoil crpokn Tofi ske pnnl (hyakuna CMAC — RP s mogenn PRF).

— MeTo/sl, Hanenennsle Ha oTan4Yenne daounoro mndpa E na cayvalinom kimwouve
oT caydaiinoii nogcranoskn (Gmounsi mudgp E s mogenn PRP-CPA).

«CTOMMOCTBIO» JAHHOIN HIeAIN3alHN ABJIAETCH [PEHMYIIECTEO HAHIIYYIIEro
HAPYIIHTENS B MOJIEJIH, KOTOpas PacCMaTpHBaeT cToiikoeTs 6uounoro mmdgpa E Ha
CAYUANHOM KI0Ue K YIPO3E ero OTIHYeHHs oT caydaiiHoll noqctanoBkn (6109Hbi
mupp E B mogern PRP-CPA).

Ha JAAaHHOM IDare HoJgayvaesM cleIyioliee cooTHOIIeHHe:

(4g—1°+1)
an

Advcirac(D) < +AdvE(E).
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Appendix mu-vIPRF model

Oracle Test([L, P,U, A],1)

mu-vIPRF—-b
EXPMf (2) ("4)
1o if (b=1): b
Y N 2
2 KeySet « {Ki: K0 & Vs )
3: S0

/ — AFHF,T(:.‘;t

5: return v

mu-vIPRF
Adedf@) (A) kdf(
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4

_ Pr[Expmu—;r)lPRF—l(A) N

if (([L,P,U,A],i) € S):return FAIL
S+ SU{([L,PU A]i)}
it (h=1):

out + kdf?(K;, L, P,U, A)

else :

u
out +— Vp,

return out

1] — Pr[Exp!™ PR 0(4) - 1]



Appendix mu-PRF model

mu-PRF-b
Expeisac (A)

Lo (b=1):
) C U Nie
9 - KeySet + {Ii,; K — V‘zﬁﬁ}
i=1
3: S« 10

g: b ATest

I
5: return b

Adveiac (A) = Pr(Expel e (A) —
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Oracle Test(data, 1)

L

6.

=]

1]

if ((data,i) € S) : return FAIL
S« SU{(data,i)}
if (b=1):

out +— CMAC(K;, data)

else :

U
out «— V,,

return out

— Pr(Exppye (A) = 1]



Appendix PRF model

Expoiio(A)  Oracle Test(data)

1: if (b=1): 1: if (data € S) : return FAIL
5 K& v 2: S« SU{data}
5 S0 3: if(b=1):
4:  « AGetVal 4: out +— CMAC(K,data)
5: return b’ 5 else 3

6 out < V,

7: return out

Adviirac(A) = PrlExpcaac(A) — 1] = Pr[Expejfac(A) — 1]
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