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Problem statment. |

@ The industrial quantum key distribution system under
development is based on the BB84 protocol.

The BB84 protocol uses a public classical channel.

o Errors in quantum keys after distributions come from
non-ideal work of technical apparatus and possible attacks.

Typical level of errors is too high for practical applications.

Security model relies on the fact that all errors in quantum
keys comes from attacks.

Problem statement: development of a post-processing procedure,
which allows one to transform quantum keys from industrial
system to final keys for final applications.
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Overview
AIT QKD R10 Software

This is the AIT QKD Software Suite containing Q3P, the Q3P KeyStore, QKD Modules, Cascade,
and others.

For scientists, universities, and security centered companies who want to concentrate on certain
topics of QKD like sifting or error correction or simply use the off-the-shelf toolchain for their
products the AIT QKD R10 is a full featured quantum key distribution implementation. Besides
been a free open source solution the AIT comes with well defined interfaces and well
documented sources which already have been used by several teams around the globe.

This is the public, free repository. We do have additional stuff like LDPC error correction, QKD
presfiting and QKD GUI but we currently do not ship them for free of charge. If you have
interest in these please contact us.

The source code is arranged as a CMake (see: i http://www.cmake.org) project in a git (see:

7 http://www.git-scm.com) repository. The reference machines are Debian 7.8 ("Wheezy") and
Debian 8 ("Jessie"). Any other Linux distribution might work as well, e.g. Ubuntu, RedHat,
SuSE, Gentoo or Mint, but this is not tested yet.

The git repository is located here: 7 https://git-service.ait.ac.at/quantum-
cryptography/qkd
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Problem statement: development of a post-processing procedure,
which allows one to transform quantum keys from industrial
system to final keys for final applications.

@ Error correction.
o Parameter estimation.
o Privacy amplification.

Parties have to use authentication for all communications over
public channel.
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Error correction

Alice and Bob share a pool of LDPC parity-matrices with
code-rates R = (1 —m/n) from 0.9 up to 0.5 (with step being
equal to 0.05) and the frame size (length of processed strings)
being equal to n = 4096.
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Error correction

For each coding and decoding process parties employ code with
the minimal rate R, which satisfies the following condition:

1—R

m Sfcn’t (1)

where hy, is the standard binary entropy function, QBER, is the
estimated level of QBER (see below), and fui = 1.22 is the
critical efficiency parameter in our setup, that is the tolerable
ratio between level of disclosed information about sifted key and
theoretical limit for successive error correction, which is
predicted by the classical information theory.
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Error correction: shortening technique

To decrease a probability of unsuccessive decoding in the
constraint that the resulting efficiency is not greater than fe,
Alice and Bob use the shortening technique.

+
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The number of shortened bits ng is obtained from the following

expression
m

fcrithb (QBEReSt) J ’ (2)

where |x| stands for the maximal integer less than x.

ns = |n—
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correction: coding/decoding

Alice and Bob construct A = 256 strings of length n

possessing n — ng bits of their sifted keys K4, and K2

s and
ns shortened bits, whose positions and values come from

synchronised pseudo-random generator.

Bob multiplies the chosen parity-check matrix on the
constructed strings to obtain syndromes that are sent to
Alice.

For the LDPC syndrome decoding, Alice applies iterative
sum-product algorithm, which uses log-likelihood ratios for
messages between symbol and parity-check nodes of the
corresponding Tanner graph. Then Alice removes shortened
bits obtaining corrected key.
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correction: verification

If the algorithm of decoding does not converge for
particular block in a specified number of iterations, then
this block is considered as unverified. However, rarely
decoding process converges to a wrong result, i.e., to a
incorrect key but still with proper syndrome.

We use comparison of hash-tags constructed with
e-universal polynomial hashing. In particular, we use
modified 50-bit variant of PolyR hash function that provide
collision probability for a N blocks of n — ng bits on the
level of eyer < 2 x 10712,

If the hash tags on the both sides match, then the
corresponding blocks are concerned to be identical on the
both sides and are added to verified keys Kye;.

We note that Kye is a part of Kgﬁ as all modifications of
the key are performed on the Alice’s side.
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Parameter estimation

@ The purpose of the parameter estimation procedure is to

determine QBER, that is a probability of bit-flipping in a
quantum channel. This problem could be resolved by
comparison of input K?ift and output Kyer keys of the error
correction, because as it was noted all changes of the key
were performed exclusively by Alice.

The ratio of corrected bits is averaged over a set of N the
error correction blocks, and for unverified blocks a
conservative maximal value 1/2 is assumed. If we denote all
verified blocks in the set as V than the estimated QBER
reads

QBER, =N~ (30 QBER,+[V[/2),  (3)

where QBER; is the ratio of bit-flips in ith block and |V is
number on unverified blocks.
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Privacy amplification

o After these procedures, both sides have identical bit strings.

Eve may have some amount of information about them.

@ The privacy amplification procedure is used to reduce this
potential information of an adversary to a negligible
quantity.

This is achieved by a contraction of the input bit string into
a shorter string.

The output shorter string is a final private key K of
length lgec.
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Privacy amplification

Our algorithm of the privacy amplification firstly checks
whether it is possible to distill private key with the given length
and security parameter ep, (which is set to epa = 10712),
Namely, define the quantity

€
gy Lt O+ D, 0
Iyerk?

where k in the number of bits used to estimate the QBER. Then
if the inequality

9= 5 (lver (1= (§41)) —r—t—lsec) < ep (5)

is satisfied, then the generation of a private key of length I,
and security parameter ep, is possible. Here r is the total length
of the syndromes in the error correction procedure, ¢ is the total
length of the verification hashes and ¢ is a critical level of
QBER.
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Privacy amplification

o If formula (5) gives the positive answer on the question
about the possibility of key generation with the desired
parameters, then the final private key is computed as a
hash function of the input bit string.

@ The family of hash functions is required to be 2-universal.
The generalization to almost universal families of hash
functions is also possible.
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Privacy amplification

@ A hash function is chosen randomly from the Toeplitz
universal family of hash functions. A matrix T of
dimensionality le. X lyer is a Toeplitz matrix if
Tij = Ti+1J+1 == iji for all i = 1, . -alsec — 1 and
=1, by — 1.

o To generate a Toeplitz matrix, we need a random bit string
S = (Slflsec,slflsechl’ e 7Slver*1) of length lyer + lsec — 1.

@ The string S is generated randomly by one side (say, Alice)
and sent to another side (Bob) by public channel. Let us
denote the corresponding Toeplitz matrix as Ts. Then the
final private key is computed as

Ksec = TSKver

(with multiplication and addition modulo 2).
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Privacy amplification

o It is possible to use not a random, but a pseudo-random bit
string, which uses a shorter random seed, to specify the
Toeplitz matrix.

o In this case, the family of hash functions is not universal,
but almost universal, which is also acceptable for privacy
amplification with some modifications in formula (5).

e However, neither the rate of random number generator, nor
the amount of publicly amount information are critical
parameters of our setup. Thus, we adopt the standard
family of Topelitz functions.
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Authentication

The purpose of the authentication is to ensure that
messages received by each side via public channel were sent
by the other legitimate side (not by the adversary) and
were not changed during the transmission.

The hash function requires to assure that, whenever an
eavesdropper does not know the private key, he cannot
modify the message of send his own message and guess the
correct hash tag of the message except for negligible
probability (we require it not to exceed gy = 10712).

For unconditional security, the hash function must be
chosen from some universal family or GOST.

We also consider the GOST authentication method.
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Workflow of the post-processing procedure. I

o Sifted keys go through the error correction that is adjusted
on the current value of QBER.

o After accumulation of necessary number of blocks they
input to the parameter estimation (together with their
versions before the error correction).

o If an estimated value of QBER given by (3) is higher than
the critical value needed for efficient privacy amplification,
the parties receive warning message about possible of
eavesdropping.

e Otherwise, verified blocks input privacy amplification and
estimated QBER is used in next round of the error
correction algorithm.
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Workflow of the post-processing procedure. I1

@ The overall (in)security parameter of the quantum key
distribution system is

€qkd = Ever T €pa + €aut

6
=2x107"+107"2 + 1072 <3 x 107" ©)
This parameter majorizes both the probability that the
keys of Alice and Bob do not coincide and the probability
of guessing the common key by Eve. If this parameter
exceeds a critical value, then the protocol is terminated.

o After the privacy amplification procedure, a fraction of the
key is used for authentication in the next rounds. In our
setup, the fraction of generated private key consumed by
authentication procedure does not exceed 15%.
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Open questions

e Pilot project on quantum communications: a hybrid study.
o Certification of quantum key distribution devices.

o Standardisation of post-processing procedures.
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