AnekceeB EBreHnm KOHCTaHTUHOBUY,
K.@-.M.H., HA4aNbHWUK OTAe/la KpUnTorpapuryeckmnx nccnesoBaHmnin
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Teopwua vs lNNpaKTUKa

TLS

CMS

A |

MHOro4YmcneHHble
TeopeTnyeckme
nccnenoBaHuA
OnobpeHmne Hay4yHOro
coobulecTsa
Co3aaHuMe CTaHaapToB
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[lepeHOC Ha
NPaKTUKY

* HapylweHune WTaTHOro
DYHKLMOHNPOBAHMA
CUCTEMDI

* KomnpomeTtauma
KPUTUYHbBIX AaHHbIX

* [lopgenka
SNEKTPOHHbIX
noanmcem
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[Ae, 4To 1M NoYemMy MO0 He TaK?



Teopwua vs lNNpaKTUKa

* He 6bIBAa€T NPOCTO CTOMKUX MM NPOCTO HE30MNacHbIX KPUNTOCKUCTEM

e E.Rescorla (rfc 3552):

Most people speak of security as if it were a single monolithic
property of a protocol or system, however, upon reflection, one
realizes that it is clearly not true. Rather, security is a series
of related but somewhat independent properties. Not all of these
properties are required for every application.

* BXxoae aHanmsa RPUNTOCUCTEMbBI KXNBYT» B MOAEJ/IbHbIX YC/TOBUAX,
KOTOpPble COCTAaBAAKT TaK Ha3blBaeMyto MoA4e b NPOTUBHUKA

/7 N\
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SIY N

ATaka M Pecypcebr
BosmoxHocTU OACTIb npoTUhBHUKa
NPOTUBHUKA MO NpoTUBHUKA TTpeanonoxeHus o
B3AMMOAEUCTBUIO BLIYUCIIUTESIBHBIX U
C CUCTeMOU WH(POPMALIMOHHBIX

pecypcax
r\\ NPOTUBHUKA
Yrposa

3aaaya NpOTUBHUKA
No HapyLweHU+o
CBOUCTB
6e3onacHocTU
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Mopaenb NPOTUBHUKA

* Mogenb ANa CUMMETPUYHbIX CUCTEM WMPPOBAHUSA:
v" IHTYUTMBHOE CBOMCTBO — NPOTUBHUK HE MOJIy4aeT HUKAKOM
MHGOPMALMM O 3aLUMLLAEMbIX AAHHbIX
v’ dopmanumsaumm — MOAe M Ha OCHOBE 3a4a4M onpeaeneHns burta
(LOR, ROR 1 1.n.)
v Tunbl aTak — C a4anTUBHbIM BbIBOPOM OTKPbLITLIX TEKCTOB, C
BbIDOPOM OTKPbLITBIX M LWUMPPOBAHHbIX TEKCTOB

e Mogaenb Ana NPOTOKON0B YCTaHOBAEHMSA 3aLlMLLEHHOrO KaHana:
v TIPOTUBHMK MOSIHOCTLIO KOHTPOAMPYET KaHa bl Nepeaaym AaHHbIX
(MOXKEeT U3MEeHATb, YAanATb, 100aBAATb COODLLIEHNA B KaHan)
v' MoskeT 061a4aTb MM He 06/1a4aTb BO3MOXHOCTbIO BCKPbIBATL
[NONTOBPEMEHHbIE KH0UYM NETUTUMHbIX CTOPOH
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HKMU3HEHHbIN UUKA KPUNTOCUCTEM

PeanbHaa cuctema ; MopenbHaa cuctema
(pewaemsre 3apa4u (eknrovaeT mopenu
6e30onacHoCcTH) Mopenuposarve NPOTUBHUKA)
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HKMU3HEHHbIN UUKA KPUNTOCUCTEM

PeanbHaa cuctema ; MopenbHaa cuctema
(pewaemsre 3apa4u (eknrovaeT mopenu
6e30onacHoCcTH) Mopenuposarve NPOTUBHUKA)

CuHTE3 U
aHanus

Kpuntorpaguueckue
QnropuTMbL U
NPOTOKOJSLI
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HKMU3HEHHbIN UUKA KPUNTOCUCTEM

PeanbHaa cuctema ; MopenbHaa cuctema
(pewaemsre 3apa4u (eknrovaeT mopenu
6e30onacHoCcTH) Mopenuposarve NPOTUBHUKA)
CuHTe3 u
aHanus
TTporpammHoe, Kpuntorpaguueckume
TexXHu4yeckoe U Peanusayms QAroOpUTMEL U
OpraHu3aumoHHoe H NPOTOKONbE

pelweHue
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HKMU3HEHHbIN UUKA KPUNTOCUCTEM

PeanbHaa cuctema ; MopenbHaa cuctema
(pewaemsre 3apa4u (eknrovaeT mopenu
6e30onacHoCcTH) Mopenuposarve NPOTUBHUKA)
NHTerpauusa u CUHTE3 U
3KCNAyaraums aHanus3
TTporpammHoe, Kpuntorpaguueckume
TexXHu4yeckoe U Peanusayms QAroOpUTMEL U
OpraHu3aumoHHoe H NPOTOKONbE
pelweHue
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HKMU3HEHHbIN UUKA KPUNTOCUCTEM

\

PeanbHasa cuctema MonenbHas cUcTeMma
(pelwaemeie 304a4m —> \%\\\\\\\\\\X\\\\\\\\\\\\&\\\\\\

CBREHHOY
6e3onacHocTH) MoaenuposaHue Al

@

| -

"

) X

il

NHTerpaums u
3Kcnnyaraums

S‘*'r.a:1 i§§.-.
U ﬁt’s\\
TexHU4Yeckoe u Peanusaums %X\\\\%\\\\\\\\\\\\ N\
OpraHU3aLUUOHHOE < \\\\\\\\\}\\\\\\\\\\\\\
AN

pelweHue

TTporpammHoe,
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Mpobnembl moaennpoBaHua

Pea1bHOCTb: [1hocKkasa 3emns

j

7~ N\
P KPUMTOMPO
N




Mpobnembl moaennpoBaHua

Pea1bHOCTb: [1hocKkasa 3emns

j

[Tpobnembl Cc ABAEHUAMMY,
CBA3AHHbIMM C CYTOYHbIM
BpalleHnem 3emnm
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Mpobnembl moaennpoBaHua

PeanbHOCTb:
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[lnockas 3emns
> BRI
Innmncons, BpaLLI,eHl/Iﬂ/
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| Ly, Bonpocol 13 reoaesnu
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Mpobnembl moaennpoBaHua

Pea/lbHOCTb: [1hocKkaa semnda

v
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[TOMYNHBI BOSHUKHOBEHMA YA3BUMOCTEN HA MPAKTUKE:
1. HecooTBeTCTBME TUMA aTaKK

2. HecooTBeTcTBMe MoAdeNnn yrpossbl

3. HecooTBeTcTBME NPenonoKeHNMn O pecypcax

BHe KOHKypca:
* Icnonb3oBaHMe «KycTapHou» nnam «hand-made»

Kpuntorpapum
 OwmMbKM Npm peanmsaumm
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[TOMYNHBI BOSHUKHOBEHMA YA3BUMOCTEN HA MPAKTUKE:
1. HecooTBeTcTBUE TUNA aTaKW

2. HecooTBeTcTBME MOAENN YIPO3bl

3. HecooTBeTcTBME NPenonoKeHNMn O pecypcax

BHe KOHKypca:
* Icnonb3oBaHMe «KycTapHou» nnam «hand-made»

Kpuntorpapum
 OwmMbKM Npm peanmsaumm

VRN
P KPUMTOMPO
N




HecooTtBeTcTBUE aTaKku

BO3MOXHble NPUYNHbI HECOOTBETCTBUSA:

1. Ha aTane moaennpoBaHUA HEKOTOPbIE BO3MOKHOCTU NPOTUBHUKA
OblNIM COYTEHbI HECYLWECTBEHHbIMU UM MONPOCTY He bblan
3aMeYyeHbl

2. Ha aTane peanm3aumm y KpuntocUcTeMbI MOABUINCH
0COHBEHHOCTN M CBOMUCTBA, KOTOPbIX HE AONKHO 6bIN0 ObITb

[lpumepbl:

1. ATaku c gononHnTenbHom nHdopmaumen Ha TLS.Record
2. AtTaka Ha ePSKB TLS 1.3

3. JlononHunTenbHaa pparmeHTauma

4. Bug-aTaKka Ha sN/MnNTu4yeckne Kpmeble
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HecooTtBetcTBue ataku (atakm Ha TLS.Record)

2001 roa. B pabote KpaBumnka «The Order of Encryption and Authentication for
Protecting Communications (Or: How Secure Is SSL?)» noKa3aHa CTOMKOCTb
cxembl Authenticate-then-Encrypt, KoTopaa ncnonb3yetca Ana 3aWmnTbl JaHHbIX
B npoTokone TLS.Record.

e 2002 rog. B pabote «Password Interception in a SSL/TLS Channel» (Canvel B.,
Hiltgen A., Vaudenay S., Vuagnoux M.) onncaHa aTtaka Ha peaaus3auuto
npoTtokona TLS.Record B OpenSSL.

* [IPMYMHA: HE YUYNIN, YTO YTO NPOTUBHUK Ha NPAKTUKE nosydyaeT MHGOPMaLUIO O
TOM, r4e KOHKPETHO Npoun3oLna oWnbKa npu pacwmppoBaHUmM — Npu
NPOBEpPKe KOPPEKTHOCTU AONO/IHUTENbHbIX AaHHbIX (padding) naun npu
NPoOBepKe NUMUTOBCTABKMU.

2008 rog. Moaenb NpoTUBHMKA Obla pacllMpeHa ¢ yY4eTOM AaHHOWU
ocobeHHocTU: «Immunising CBC Mode against Padding Oracle Attacks: A
Formal Security Treatment» (K.G. Paterson n G.J. Watson)
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HecootBetcTtBue ataku (ePSK TLS 1.3)

2016 roa. B pabote «A Unilateral-to-Mutual Authentication Compiler for Key
Exchange (with Applications to Client Authentication in TLS 1.3)» (Krawczyk H.)
npuBeAeHO cneaytollee 3aMmeyaHue:

«We exclude the case where the attacker has the same PSK key shared with both C
and S in which case a transcript replication attack is unavoidable.»

2018 roa. NMpotokon TLS 1.3 npuHAT 6e3 Kaknx-1mMbo npumedaHnimn nam
KOHTPMEP, HanpaB/aeHHbIX Ha YCTPaHEeHUe AaHHOM YA3BUMOCTMH.

* B0O3MOKHOCTb pa3aeneHns ogHOro u Toro e BHewHero PSK 6onee yem aByms
CTOPOHAMM NPU3HAHO NPAKTUYECKU HEOCYLLLECTBUMBbIM.

 (QObpaTHoe obocHoBaHO B paboTe «Continuing to reflect on TLS 1.3 with

external PSK» (Akhmetzyanova L., Alekseev E., Smyshlyaeva E., Sokolov A.),
2019 roga.
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HecootBetcTtBue ataku (ePSK TLS 1.3)

Banking «Smart Home»
system system

\ EEEEEEEEEEE \
Honest EESNENEENEE Malicious
%Server e &Server

o
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HecooTtBetcTBme ataku (BblHYXXaeHHaa pparmeHTauma)

* MopgenbHbIn MUp:

channel

GS message - - ciphertext >

* PeanbHOCTb:

buffer

buffer

message
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HecooTtBetcTBme ataku (BblHYXXaeHHaa pparmeHTauma)

channel

channel
2/ \ R
s - - Y >
1 2 1 2
message ciphertext

* 2002 ropn. «Authenticated Encryption in SSH: Provably Fixing the SSH Binary Packet

Protocol» (Bellare M., Kohno T., Namprempre C.).
2006 roa. «Modes of Encryption Secure against Blockwise-Adaptive Chosen-Plaintext

Attack» (G. Bard).

7~ N\
P KPVMTOMPO
\_



HecootBeTtcrBue ataku (Bug-ataku)

e 2011 roa. «Practical realisation and elimination of an ECC-related software bug attack»
(B. B. Brumley, M. Barbosa, D. Page, F. Vercauteren)

* Ha ocHoBe OWNBKM B peanunsaumm apuPpmeTmkm B ogHon n3 sepcnit OpenSSL 6bin
npeasioXXeH MeTo BOCCTaHOB/IEHMA 3aKPbITOro Kato4va TLS-cepsepa:

Abstract. We analyse and exploit implementation features in OpenSSL
version 0.9.8¢g which permit an attack against ECDH-based functional-
ity. The attack, although more general, can recover the entire (static)
private key from an associated SSL server via 633 adaptive queries when
the NIST curve P-256 is used. One can view it as a software-oriented ana-
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[TOMYNHBI BOSHUKHOBEHMA YA3BUMOCTEN HA MPAKTUKE:
1. HecooTBeTcTBME TMUMNA aTaKu

2. HecooTtseTcTBMe moaenu yrposbl
3. HecooTBeTcTBME NPEANnOIOKEHNN O Pecypcax

BHe KOHKypca:
* Icnonb3oBaHMe «KycTapHou» nnam «hand-made»

Kpuntorpapum
 OwmMbKM Npm peanmsaumm
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HecooTBeTcTBUE YrpoO3bl

Mpu moaennpoBaHUN HEKOTOPbIE BO3MOXKHblE CUTYaLMKU He Bbian
pacUeHeHbl, Kak HeraTuBHble. To ecTb He BbiaIM yYTEHbI BCE aCNEeKTbl
obecneynBaemoro ceomcrtesa 6es3onacHoOCTMW.

[Tpumepbl:
e Artaka Selfie Ha TLS 1.3
e 3awmTa ronocosbix coobLeHni ¢ nomolubio DTLS
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Hecootsetcreue yrposbl (Selfie TLS 1.3)

yrposa: KINEHT YCTaHaB/IUBaAET COeEANHEHUA CaM C cobomn

I have a copy, so you
can delete the file

PSK

Bob

I have a copy, so you
can delete the file
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P KPUMTOMPO
\_/




HecootBetcTteue yrposbl (Voice Encryption)

¥Yrpo3a: HapyleHue KOHPUAEHLUMANbHOCTU Ha YPOBHE NOTOKA coobLeHn (pa3mepbl
coobueHnin)

DTLS Record

3 (0 B4 0 B B (R

©) I RN S

Mpuser, Anncal 370 b0b!
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HecootBetcTteue yrposbl (Voice Encryption)

e 2011 rop. «Phonotactic reconstruction of encrypted VolP conversations: Hookt on fon-
iks» (White A., Matthews A., Kevin Z. Snow K., and Monrose F.)

Abstract—In this work, we unveil new privacy threats against
Voice-over-IP (VoIP) communications. Although prior work
has shown that the interaction of variable bit-rate codecs and
length-preserving stream ciphers leaks information, we show
that the threat is more serious than previously thought. In par-
ticular, we derive approximate transcripts of encrypted VolP
conversations by segmenting an observed packet stream into
subsequences representing individual phonemes and classifying
those subsequences by the phonemes they encode. Drawing on
insights from the computational linguistics and speech recog-
nition communities, we apply novel techniques for unmasking
parts of the conversation. We believe our ability to do so
underscores the importance of designing secure (yet efficient)
ways to protect the confidentiality of VoIP conversations.

e Pacwupenne moaenu: Boundary Hiding (BH-CPA). «Security of Symmetric Encryption in
the Presence of Ciphertext Fragmentation» (Boldyreva A., Degabriele J.P., Paterson K.G.,
Stam M.), 2015 roga.
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[TOMYNHBI BOSHUKHOBEHMA YA3BUMOCTEN HA MPAKTUKE:
1. HecooTBeTCTBME TUMA aTaKK

2. HecooTBeTcTBMe MoAdeNnn yrpossbl

3. HecooTseTcTBME NPEanonoKeHUN o pecypcax

BHe KOHKypca:
* Icnonb3oBaHMe «KycTapHou» nnam «hand-made»

Kpuntorpapum
 OwmMbKM Npm peanmsaumm
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HecooTBeTcTBMe NpeanonoxKeHuit o pecypcax

Ha npakTuKe pecypcbl, AOCTYMHblE NPOTUBHMKY, OKa3aancb
cylLlecTBeHHO 6oblue, Yem 3TO Npeanosaranocb B MOAENN.

[lpnumepsbl:
* Sweet32
* OtcytcTtBme cyetunkoB B PAKE-npoToKonax

7~ N\
P KPVMTOMPO
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HecooTtBeTtcTBue pecypcoB (Sweet32)

e 2000 roa. OueHKa CTOMKOCTU NpuBeaeHa B Knaccuyeckom pabote «A Concrete
Security Treatment of Symmetric Encryption» (M. Bellare, A. Desai, E. Jokipii, P.
Rogaway).

Theorem 17 [Security of CBC using a pseudorandom permutation] Suppose F' is a PRP
family with length [. Then, for any t, q. and pu. = ql,

lor-cpa prp > 21 —1-1 e} I
AchBc[F]('afaqea!-ﬂe) < 2-Advyp(tg) He 2T H =27 L
- ~

* B TO Bpema gaHHaA oUeHKa Agaxe Ansa 64-6uTHbIX WndpoBs npeacTasasiach
COBEepLIEHHO HeJOCTUMKMMOM, MO3TOMY He bblla MPUHATA B pacyer.

2016 roa. B pabote «On the Practical (In-)Security of 64-bit Block Ciphers» (K.

Bhargavan, G. Leurent) npoaemMoHCTp1poBaHa BO3MOKHOCTb BOCCTAaHOBJ/IEHUSA
CEKpEeTHOro 3Ha4yeHusa cookie npu ncnonobzosaHmm 64-6utHoro wmndpa 3DES.

* [1na aTaku Heobxogmmo okono 800 I'b Tpaduka (B cpeaHem 30 yacos paboTbl)
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HecootBeTtctBue pecypcoB (6e3opykHbin PAKE)

PAKE-npoTOKONbl — NPOTOKObI BbIPaboTKKU 0bLLero Kato4ya ¢ ayTeHTudumKaumnen
Ha OCHOBeE Nnapons.

* Matthew Green (blog): «PAKE is actually one of the most useful technologies
that (almost) never gets used. It should be deployed everywhere, and yet it

isn’t.»

* OcHoBHa#na uenb PAKE-npoTokonos — 3awmTa ot offline-nepebopa, 1.€. o1
nepebopa B yCNI0BMSAX, KOraa NPOTUBHUK MOXKET 3a4€MCTBOBATb J0BOJIbHO
H6onblUNE BbIYMCANTENBHbBIE MOLLIHOCTM.

* [lpu atom PAKE-npoToKonbl 6e33awmTHbI NPoTUB online-nepebopa, Koraa
NPOTUBHMK NMPOCTO MNbITAaETCA pPa3 3a PAa30M YCTAaHOBUTb COeANHEHNA C
MCNO/Ib30BaHMEM Pa3HbIX MAPONEN
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[TOMYNHBI BOSHUKHOBEHMA YA3BUMOCTEN HA MPAKTUKE:
1. HecooTBeTCTBME TUMA aTaKK

2. HecooTBeTcTBMe MoAdeNnn yrpossbl

3. HecooTBeTcTBME NPenonoKeHnn 0 pecypcax

BHe KOHKypca:
* Ncnonb3oBaHue «KycTapHom» nnun «hand-made»

Kpuntorpadpum
 OwmMbKM Npm peanmsaumm
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Kosbonckumn noaxon

PeanbHasa cuctema
(pewaemsre 3apa4u
6e3onacHoCcTLn)

WHTerpauusa u

WHTYyuums
aKcnnyarauuma
TTporpammHoe,
TexHU4Yeckoe U
OpraHu3aLUUoHHOe Peanusaums KpunTtorpaguueckue
pelweHue < QNFOPUTMBL U

NPOTOKOSbI

N\
P KPVMTOMPO
\_/



X3alWmpoBaHMe KOHPUAEHUMAbHbIX AaHHbIX

YacTo BcTpeyatowmines Tesmnc: «4em 6onblue gaHHbIX, OT KOTOPbIX
3aBUCUT WIMPPTEKCT, TEM Ny4Lle, T.K. 3aBUCUMOCTHK byayT
CNOXKHee, a Kpuntocuctema 6onee CToMKom».

Mpumep cnctemsl WNPPOBAHUA:

Bxoa: coobuieHne m

1. CreHepupoBaTb UHMLMaNM3NpYOWmM BekTop IV=H(m)

2. 3awundposaTtb coobuieHne m B pexxkmme CBC c nomoLbio
wndpa KysHeuunk n BbibpaHHoro IV

Bbixoa: wudptekcr C=IV| |CBC,(IV,m)
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X3alWmpoBaHMe KOHPUAEHUMAbHbIX AaHHbIX

HecmoTpA Ha TO, YTO CTOMKan X3W-GYHKUMA AO0AKHA ObITb
«TPYAHOOOPATUMOI», 3TO CBOMCTBO HE AEMCTBYET, KOorga npo
X3LWKMpPYyeMble AaHHble N3BECTHO NOYTU BCe.

HapyweHune KOHOUAEHLUMANBHOCTM NPU UCMONb30BaAHUM

OMMUCAHHOMN KPUNTOCUCTEMDbI:

* m="%7622" — PIN-kog oT 6aHKOBCKON KapTbl

* [poTUBHMK BoccTaHaBamBaeT m He no CBC,(IV,m), a no
IV=H(m) obblyHbIM Nepebopom (Bcero-to 10000 BapmnaHTOB)
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X3lWmnpoBaHMe KOHPUAEHUMANbHbIX AaHHbIX

MTProto encryption

to be encrypted

shared key (auth_key) salt sassion_id load * padding
persistent, generated via DH B4bit B4bit pay 0-15 bytes

Payload abwvays contains time,
msg_key length and sequence number
128-80 10 be checked by the recedving

party afler decryption
KDF
multiple SHA-1

AES key
256-Bit
AES IGE Encryption
AES IGE IV
256-Bit
Y
auth_key_id msg_key
| B4-Bit 126-8it encrypled data

.

embedded into transport protocol (TCP, HTTP, ..)

NB: After decryption, msg_key MUST be equal to SHA-1 of data thus obtained.
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Moanucb KOHGMAEHUMANbHbIX AaHHbIX

3I'IeKTpOHHaFI NnoAanNmcCb, Kak 1 Xall, COXpPadHAET VIH(I)OpMaLI,MI-O O
noanmcbiBaeMbiX AaHHbLIX: MPU HATNYUUN OTKPDLITOTO K/1HO4a
I'IO,EI,I'IVICEBHHbIVI TEKCT, eC/1N1 OH KOpOTKVIf;I U1 O HEM MOYTUN BCE
N3BeCTHO, MOXXHO BOCCTAHOBUTb 0bObIYHbIM rlepe6op0M.

Mpumep: cxema wmndpposaHuma Sign-&-Encrypt

* lnput: m

* S =Sign,(m)—obecneyeHune LenOCTHOCTH

* C=Ency(m)— obecneyeHne KoHPUAEHLMANBHOCTH
 OQutput: C||S
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Moanucb KOHGMAEHUMANbHbIX AaHHbIX

3I'IeKTpOHHaFI NnoAanNmcCb, Kak 1 Xall, COXpPadHAET VIH(I)OpMaLI,MI-O O
noanmcbiBaeMbiX AaHHbLIX: MPU HATNYUUN OTKPDLITOTO K/1HO4a
I'IO,EI,FIl/IcaHHbIﬁ TEKCT, eC/1N1 OH KOpOTKVIf;I U1 O HEM MOYTUN BCE
N3BeCTHO, MOXXHO BOCCTAHOBUTb 0bObIYHbIM rlepe6op0M.

Mpumep: cxema wmndpposaHuma Sign-&-Encrypt

* lnput: m

* S =Sign,(m)—obecneyeHune LenOCTHOCTH

* C=Ency(m)— obecneyeHne KoHPUAEHLMANBHOCTH
 OQutput: C||S

YA3BMMOCTb: m BOCCTaHaBauBaeTcA He no C, a no S.
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[TOMYNHBI BOSHUKHOBEHMA YA3BUMOCTEN HA MPAKTUKE:
1. HecooTBeTCTBME TUMA aTaKK

2. HecooTBeTcTBMe MoAdeNnn yrpossbl

3. HecooTBeTcTBME NPenonoKeHnn 0 pecypcax

BHe KOHKypca:
* Icnonb3oBaHMe «KycTapHou» nnam «hand-made»

Kpuntorpapum
* OwunbKM Npu peannsaumu
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Peannsauma npotokona TLS ot komnaHum Apple

static 0SStatus SSLVerifySignedServerKeyExchange(...)

{
0SStatus err;
if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)
goto fail; SSLHashSHA1.final
goto fail; « He BbINOJHUTCA
if ((err = SSLHashSHA1.final (&hashCtx, &hashOut)) !'= 0)
goto fail;
fail:
Mpoueaypa
return err; NPOBEPKM
} ceptTudmKaTa
He

BbIMO/MTHAETCA
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Cnacunbo 3a BHUMaHue!
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Bonpochobl?

ABTOpbI AOK/1a4a:

Anekcees E.K. (alekseev@cryptopro.ru)
AxmeT3siHoBa J1.P. (lah@cryptopro.ru)
KapnyHuuH A, (karpunin@cryptopro.ru)
Cmbiwnaes C.B. (svs@cryptopro.ru)



mailto:alekseev@cryptopro.ru
mailto:lah@cryptopro.ru
mailto:karpunin@cryptopro.ru
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HenpanmbHoe npunBeageHme Tnros

#define MODE_KEEPKEY 0x0400

static void
aes_setup(booleankey_expanded, boolean generate_iv, boolean reset_iv)

typedef unsignéd char boolean;

aes_setup(mode & MODE_KEEPKEY, mode & MODE_GENIV, mode & MODE_RESETIV);

pa3smep 2 6anTa l

pa3mep 1 6aiiT B dyHKUMIO BCeraa
nepepnaétca 00

Kntoy cTaHOBUTCA PaBHbIM BEKTOPY MHULIMANN3ALNM, KOTOPbINM yXKe nocnaH B KaHan!!!
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Underhanded C Contest 2007

#define TOBYTE(x) (x) & 255
#define SWAP(x,y) do { xA=y; yA=x; xA=y; } while (0)

static unsigned char A[256];
static int 1=0, j=0;

void init(char *passphrase) {

int passlen = strlen(passphrase);

for (1=0; 1<256; i++)
AlL] =18

for (i=0; 1<256; i++) {
j = TOBYTE(j + A[TOBYTE(i)] + passphrase[j % passlen]);
SWAPCA[TOBYTE(1)], A[ID);

}

i

}

=0, j =0,

unsigned char encrypt_one_byte(unsigned char c) {
int k;
1 = TOBYTE(i+l);
j = TOBYTE(] + A[1]);
SWAPCA[i], A[JDD;
k = TOBYTECA[i] + A[j]);
return ¢ A A[k];
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Pewwnnn cOKOHOMUTb U He

\ BBOAWTb TPETbIO

nepemeHHyto ana obmeHa

v
A 4TO NPOU3OUNAET, eCn X = y7?

Yepes HECKO/IbKO
nTepauumn

L
Bce anemeHTbl maccmBa A
paBHbI 0

B KaHan nocblnaeTcAa
OTKPbITbIN TEKCT



