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Introduction. Discrete Logarithm Problem

o Definition 1. Discrete logarithm problem.
Given: group G = (P), ord(P) =r, Q € G.
To find: n € {0,...,r — 1} such, that Q = nP.
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Introduction. Discrete Logarithm Problem

o Definition 1. Discrete logarithm problem.
Given: group G = (P), ord(P) =r, Q € G.
To find: n € {0,...,r — 1} such, that Q = nP.

o Applications
— Diffie-Hellman Key Exchange;

— ElGamal Cryptosystem
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Introduction. Discrete Logarithm Problem

@ Currently, the best known algorithm — parallelized version of the
Pollard rho.
Expected running time: \/@ group operations in G [Wiener, van
Oorschot, 1996].

o Efficient automorphism
orbit of any point under an efficient automorphism can be computed
much faster, than group operation

@ Parallel Pollard rho method for groups with efficient automorphisms

Expected running time: 4/ % group operations in G, where r —

order of group of efficient automorphisms [Wiener, Zuccherato, 1999;
Duursma, Gaudry, Morain, 1999].
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Introduction. 2-D Discrete Logarithm Problem

o Definition 2. Two-dimensional discrete logarithm problem.
Given: group G; P1,P>,Q € G, Ni,N, € N, Q = n1 Py + nyP> or
some (unknown) ny € {—Ny,..., N1}, no € {—=Na, ..., Na}.
To find: ny, ny such that Q@ = n1 Py + nyPs».
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Introduction. 2-D Discrete Logarithm Problem

o Definition 2. Two-dimensional discrete logarithm problem.
Given: group G; P1,P>,Q € G, Ni,N, € N, Q = n1 Py + nyP> or
some (unknown) ny € {—Ny,..., N1}, no € {—=Na, ..., Na}.
To find: ny, ny such that Q@ = n1 Py + nyPs».

o Applications
— computing the number of points on genus 2 curves over finite
fields;
— DLP for exponents of bounded height.
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Introduction. Applications of 2-D Discrete Logarithm

Problem

o efficient automorphisms

v: plg)=Xg, Vge G

Group G decomposes into disjoint equivalence classes

{g.0(8).-.¢" (&)}
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Introduction. Applications of 2-D Discrete Logarithm

Problem

@ Recomposition
Choose k1, ka €g [0,+/|G|) () Z, then compute scalar multiplication
kP = ki P + kop(P), where k = ky + Ak mod |G|.

@ Decomposition
First, choose k at random, then find ki, k» to compute scalar
multiplication.

kP = kiP + ko(P)
ki, ko < Carv+/ |G|
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Algorithm of Solving Two-dimensional Discrete Logarithm

Problem (Gaudry, Schost, 2004)

@ select so-called "tame” and "wild” sets
T = {—Nl,...,Nl} X {—NQ,...,NQ},

W:{—N1+n1,...,N1—|—n1}><{—N2+n2,...,N2+n2}.
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Algorithm of Solving Two-dimensional Discrete Logarithm

Problem (Gaudry, Schost, 2004)

@ select so-called "tame” and "wild" sets
T={-Np,....,Ni} x {=Nao, ..., No},
W={-N+n,....Ne+m}x{=Nao+na,...,No+ m}.
@ calculate in parallel two pseudorandom sequences

XiP1 +}/iP2a(Xiayi) € T,i:1,2,..., (1)
Q+ZjP1+VV_jP25(Zj’M/j)€Ta.j:152a--~ (2)
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Algorithm of Solving Two-dimensional Discrete Logarithm

Problem (Gaudry, Schost, 2004)

@ select so-called "tame” and "wild” sets
T = {—Nl,...,Nl} X {—NQ,...,NQ},

W:{—N1+n1,...,N1—|—n1}><{—N2+n2,...,N2+n2}.

@ calculate in parallel two pseudorandom sequences

XiP1+}/iP2a(Xiayi)€Tai:]-vza"'a (1)
Q+ZjP1+VV_jP25(Zj’M/j)€Ta.j:152a--~ (2)

@ obtain sloution
xkP1+ ykP> = Q + z/P1 + w; Py, (3)
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Algorithm of Solving Two-dimensional Discrete Logarithm

Problem (Gaudry, Schost, 2004)

@ select so-called "tame” and "wild” sets
T = {—Nl,...,Nl} X {—NQ,...,NQ},

W:{—N1+n1,...,N1—|—n1}><{—N2+n2,...,N2+n2}.

@ calculate in parallel two pseudorandom sequences

XiP1+yiP2a(Xi7yi)€Tai:]-aza"" (1)
Q+ZjP1+VV_jP25(Zj’M/j)€Ta.j:152a--~ (2)

@ obtain sloution
xkP1+ ykP> = Q + z/P1 + w; Py, (3)

@ average complexity of the Gaudry-Schost algorithm
Q =2.36VN, N=(2N; +1)(2N, + 1) [Galbraith, Ruprai, 2009]
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2-D Discrete Logarithm Problem: case #(p) = 2

e Elliptic curve given by equation y? = x3 + Ax + B over finite field of
p > 3 elements has efficient automorphism of order 2:

o(x,y) = —(x,y) = (x,~y)

©(aP1 + bP,) = —aPy — bP;,
C(a,b) ={(a,b),(—a,—b)}.
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2-D Discrete Logarithm Problem: case #(p) = 2
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2-D Discrete Logarithm Problem: case #(p) = 2
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2-D Discrete Logarithm Problem: case #(p) = 4

@ Prime-order-q subgroup G of elliptic curve given by equation
y? = x3 + Ax with p =1 mod 4 and g®> | #E has efficient
automorphism of order 4:

e p(x,y) = (—x,ay), where @« — element of order 4 modulo p, A —
root of equation A> = —1 (mod q)

@(aPy + bP3) = a(AP1) 4+ b(\2)Py = —bP; + aPs,
C(a, b) = {(a,b),(—a,b),(—a,—b),(a, —b)}.
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2-D Discrete Logarithm Problem: case #(p) = 4
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2-D Discrete Logarithm Problem: case #(yp) =6

@ Prime-order-q subgroup G of elliptic curve given by equation
y? = x3 + B with p=1mod 3 and g° { #E has efficient
automorphism of order 6:

e o(x,y) = (Bx,—y), where 8 # 1 — cube root from 1 modulo p, A
— root of equation A> = A+ 1 =0 (mod q)

p(aP1+ bPy) = a(AP1) + b(A — 1)P1 = —bP1 + (a+ b)P,,

C(a,b) ={(a,b),(—b,a+ b),(—(a+ b),a),
(—a,—b),(b,—(a+ b)), (a+ b, —a)}.
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2-D Discrete Logarithm Problem: case #(yp) =6
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Average Complexity

Theorem (Galbraith, Holmes, 2010)

In a random sequence of balls of C > 1 different colors k-th ball with
probability r c is of the color ¢ (independently of previously selected balls)
(c=1,2). There exist N' € N different boxes. If k-th ball has a color c,
then it falls into the i-th box with probability qc j(N') independently of
previous balls. Then the number Zy: of balls allocated before the first
occurrence of two balls of different colors in the same urn has the mean

M(Zy) = ,/2A - < O(N'%),

Cc
AN = ZPC Z P (Z 9c,iq ,)
=1l

' =1,c#c

where
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Average Complexity

o case #(p) =2: (1+¢e)y/"N + OE(N%) group operations in G

speedup: /2

@ case #(p) =4 (1+¢) % + OE(N%) group operations in G
speedup: V4

o case #(p) =6: (1+¢)/™N + Oa(N%) group operations in G
speedup: V4
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2-D Discrete Logarithm Problem: case #(yp) =6

2N,

\4

M. Nikolaev

Modified Gaudry-Schost algorithm

CTCrypt’ 2019

O
18 / 27



2-D Discrete Logarithm Problem: case #(yp) =6
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2-D Discrete Logarithm Problem: case #(yp) =6
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Pseudorandom walks

A distinguished point is an element of the group G which has a particular
feature that is easily checked and confirmed. Let Sy, — number of
distinguished points and S
dp
o =’
ms € N, ms > 1, hash-function ¢ : G — {1,..., ms}, functions
F,Fi,...,Fmn, : G— G such that

Fi(u), ifY(u) =1

F(u), if Y(u)=2
fy | B0 F0)

Fms(u)’ if ¢(u) = Mms

For start point up €g G sequence ug, uy = F(ug), ..., uir1 = F(u;), ... is
called pseudorandom walk.
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2-D Pseudorandom walks

Theorem (Cofman, Flajolet, Flatto and Hofri)
Let Yo, Y1, - --

(vo = 0) and takes steps uniformly distributed in [—1,+1] then the
expected maximum excursion is

, Yk be a symmetric random walk that starts at the origin

E(max{ly;] : 0 < i < k}) < \/%+ o(1)

Fi(u) = u+ i, where
Vi = CPL+ (i Py i =1,.ns,
G ¢ Er{—-2M,....2M}, M € Z.
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Results of the paper

o
TP ={(ah):0<a< M, 1<b< Ny —al,
TO9={(ab):0<a< Ny, Nj—a+1<b< N},
A/ kNl kNl kNl kNl
Wk_{ T+n1777+n1}x{ 7+n2,,7+n2}
o
i,¥i) € T, with probabilit _
Py, U0 N) Tt probablity ps g
(xi,yi) € TS, with probability ps =1 — p3
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Results of the paper

o M(Zw) < (1+=(3VF (G + b ) VN

e To find: xp = arg min f(x)
x€(0;1)

= arg min

x€(0;1) <\f Vv1—x
@ Then for p3 = 0.67533, ps = 0.32467

1 )_9 3v/3  3%3

M(Zy) < (1 +£)0.847V/N + O-(N7)
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Results of the paper

Theorem

Let G be a prime-order-q subgroup of an elliptic curve E defined over a
finite prime field GF(p) by the equation y*> = x3 + B with p =1 (mod 3),
q? 1 #E; ¢ is an automorphism of the group G, ¢(x,y) = (B8x, —y),
where 3 # 1 is the cube root of 1 modulo p; X is the root of the equation
A2 — X+ 1=0 (mod q) such that o(x,y) = \(x,y). Then for any e >0
there exists an algorithm for solving the two-dimensional discrete logarithm
problem in G with average complexity (1 + €)0.847v/N + O.(N %) group
operations (with Ny = Ny, P, = ¢(P1) and (n1, n2), chosen uniformly at
random), where N = 4Ny Np, N — oo.
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Experimental results

Table: experemental results for ellitic curve secp256r1

"wild” set | N=36000000, error, %
parametrization, k | number of experi-
ments=3000

0.1 0.85554 0.18
0.2 0.88164 1.69
0.3 0.86710 1.11
0.4 0.89328 0.76
0.5 0.88997 0.68
0.6 0.91167 0.67
0.7 0.91322 0.18
0.8 0.92575 0.19
0.9 0.93778 0.54
1.0 0.93880 0.27
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Questions

Thanks for attention!
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