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Bonpockl pa3paboTkn n
CTaHZapTuU3auny oTeyeCTBeHHbIX
KpunTtorpapumyeckmnx anroputmMoB
NPOTOKOJ/I0B B CeTAX CBA3U 5G

[pnboesoBa EkaTepuHa

PykoBoAWTENb HanpaBieHNsa CTaHA4apTU3aLmy,
JlabopaTtopusa kpuntorpadpuu




¢

MoKoneHuna cCOToBOU CBA3U
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INNokanbHbIe cTaHAapTU3IUpYHoLWUe
opraHusauuu
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«THIRD GENERATION PARTNERSHIP PROJECT»

KoHcopumnyMm, paspabaTbiBaroLnii crieunprkaumm ana MobmibHOW
TenePOHNN U COCTOALWNI N3 CNefyroLmnX 7 CTaHAAPTU3VPYHOLLNX
OpraHv3aymMmn-napTHepPoOB.:

ARIB - (AnoHns)
ATIS - (CLLA)
CCSA - (Kntan)
ETSI - (EBpona)
TSDSI - (MHana)
TTA - (Kopes)
TTC - (AnoHwuA)



CtaHaapTbl 3GPP cTpyKTyprpoBaHbLI penvsamu.

Release 17
Release 16 56
Release 15
Release 14
Release 13
Release 12
Release 11
Release 10
Release 9
Release 8
Release 7
Release 6
Release 5
Release 4
Release 1999



Bce fokymeHTbl 3GPP HaxoAATcAa B OTKPLITOM AOCTyMne Ha
pecypce https://portal.3gpp.org/. INpn TOM 415 KaXKA0ro pennsa
cyLwiecTByeT nopajka Tpex coteH TS.

mm Change Requests Liaison statements Work Plan Specifications

Title/Specification | | Release lReI-15 | (I Draft
number [ Jinternal Under change control
Publicati Status

Series l - ublication For Publication () Withdrawn before change control
. Technical Specification (TS) Technology a2 O3 OLe Msc (] withdrawn under change control

ype

(I Technical Report (TR)
I Search l
4 4 1234586 88 specifications found ilsplaylng 110 50

. . Primary
Specification Type Title Responsible
T Group

Under change
control

Under change

22179 TS Mission Critical Push to Talk (MCPTT); Stage 1
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' HauwmoHanbHas nporpamma «Lindpposas
3KOHOMMUKa PD»
No nepeBoAy BaXXHbIX MHPOPMALMOHHBLIX
CUCTEM Ha OTeYeCTBEHHbIe / \
Kpuntorpapumnyeckmie anropnTMel C Liesibro
b pac P 0 Hos6pb 2020 roga,
obecneyeHUss X TEXHOJIOTNYEeCKOM
3acegaHue [pe3ngnyma

He3aBMCYMOCTN. 2
[MpaBUTENIBCTBEHHON KOMUCCUN MO
LMbPOBOMY PA3BUTUIO:

HoBas ceTeBad apxurtekTypa 5G:

peanunsayns Bcex OCHOBHbIX6(|)yHKLI,I/II/I DAa3BUTUS MOBUNBHBIX CeTeli 5G
TeNeKOMMYHMKALVOHHOIro 060pyA0BaHMS 1151 pa3BepPTbIBaHNS

MPOUNCXOANT Ha MPOrpaMMHOM YPOBHE TeNIeKOMMYHUKALIMOHHOM ceTn Ha
He TpebyeT crneunann3npoBaHHbIX 6a3e OTeyecTBEHHOro

anrapaTHbIX peLLeHn. \060pyp,OBaHI/IFI 1 anropnTMOoB. /
4

MHOXEeCTBO CyLLEeCTBYHOLLMX YA3SBUMOCTEMN:
LFM attack [1], AMA attack [2], ReVoOLTE [3],...

YTBEPX/eHa AOPOXKHaA KapTa



https://link.springer.com/content/pdf/10.1007/s10207-016-0338-9.pdf
https://hal.inria.fr/hal-02368896/file/2018-1175.pdf
https://revolte-attack.net/

¢

HIMK «KpnnToHNT»

f

ApPXUTEKTYPHbIN COBET MO peannsaumu
corflalleHns 0 HaMepeHuaX B Lenax pa3suTtums
5G B Poccum

!

[NpaBnTENLCTBO, «PoCTenekom» n Poctex

/HOFI6pb 2020 roga, \

3acegaHue [pe3ngnyma
[MpaBUTENIBCTBEHHON KOMUCCUN MO
LMbPOBOMY PA3BUTUIO:

YTBepXxaeHa AOPOXKHAA KapTa
pasBUTUS MO6GUJIbHBbIX ceTen 5G
ANS pa3BepTbiBaHUSA
TeNeKOMMYHUKALVMOHHOWM ceTun Ha
6a3e OTeYeCTBEHHOIO

\060pyAOBaHI/IFI N anropuTMOB, /
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HIMK «KpnToHnT»

Peanusayms CMCTEMHOrO NpoekTa No pa3paboTke NnHernky 060pyL0BaHMS,
HeobXo4MMOro ANA CTPOUTENBLCTBA MOBUJIbHBIX CeTel CBA3M 5G ¢
AaNbHeNLNM CONPOBOXAEHMEM pa3paboTkM 1 BBOAA B IKCMIyaTaLMIO
POCCUICKOro 060pyA0BaHNSA

CosgaHne nabopatopun

PaspaboTka 1 ctaHgapTusauus

OTeYeCTBEHHOW KpunTorpadum TexHonornyeckue sanaqu

HopmaTtnBHO-NpaBoBbLIE aKTbl AHanu3 pblHka
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«THIRD GENERATION PARTNERSHIP PROJECT»

KoHcopumnyMm, paspabaTbiBaroLnii crieunprkaumm ana MobmibHOW
TenePOHNN U COCTOALWNI N3 CNefyroLmnX 7 CTaHAAPTU3VPYHOLLNX
OpraHv3aymMmn-napTHepPoOB.:

ARIB - (AnoHns)
ATIS - (CLLA)
CCSA - (Kntan)
ETSI - (EBpona)
TSDSI - (MHana) ‘X\\ //
TTA - (Kopes) .
TTC - (AnoHwuA)
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B Poccuim Bcero 3 komnaHum asnatotca yyactHMkKamMmum \3GPP (uepes ETSI):

el KPUIITOHUT \/
=]
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8 PocctaHaapT
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Y>e 3HaKOMbI NPOoLLecc Nno CTaHAaPTM3aLUKM «KPUNTOHAabOoPOB» Ha
6a3e poCCUNCKMX KPUMTOCTaHAAPTOB (Mo aHanoruu ¢ TLS v IPSec)

ECIES

3GPP-AKA

Data protection
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Y>e 3HaKOMbI NPOoLLecc Nno CTaHAaPTM3aLUKM «KPUNTOHAabOoPOB» Ha
6a3e poCCUNCKMX KPUMTOCTaHAAPTOB (Mo aHanoruu ¢ TLS v IPSec)

3GPP + o
ECIES (Profile C)

3GPP-AKA

Data protection 3GPP + JUL
(NIA7 / NEA7)



ISy o
Em  Y)Ke 3HAaKOMbIV NpoLecc no CTaHAapTy3aunmy «kKpUnToHabopoB» Ha
6a3e poCCUNCKMX KPUMTOCTaHAAPTOB (Mo aHanoruu ¢ TLS v IPSec)

3GPP + o
ECIES (Profile C)

— 3GPP + TK26

3GPP-AKA (53G, ... \

Data protection 3GPP + JUL
(NIA7 / NEA7)



a4
mm  3alNTble 3apybexHble anropuTMsbl

@a protection




— ObpaTHas COBMeCTVMOCTb, Mepeuncrnosib3oBaHne 060pyL0BaHUSA:

CTPOHTD NPOYHO,
CAABATb OCPOYHO!

©  YcrapeBLUvie NPUHLMMBLI NOCTPOEHUS KPUNTOrpaduryeckimx
MPOTOKO/I0B, HanM4ne 601bLLIOr0 YMC/1a YI3BMMOCTEN



a1
mm O MMponndepaums ad-hoc-3annaTok Ans NPOTOKONA, He 3aTParnBatoLLINX
OCHOBHYH CTPYKTYpY (BCmoMmnHaem padding oracle attacks, LUCKY13, ...)




©  3awunTble 3apy6exHble anropuUTMbl
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PaboTa Hag cneundukaymenr 3GPP BbINONHSAETCS B rpynnax
TexHuyecknx crneunoukaumnm (TSG) n pabounx rpynnax (WG).
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5G rnasamm N1eHnBOro Kkpuntorpada
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Peannsayma pabot no nnHmm CtaHgaptusauny B 2021 rogy
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[MpriobpeTeHne skcnepTHOro Beca B 3GPP

v Yuactue B anckyccnax WG SA3,
v [poBegeHne KpunTorpadryeckoro aHaamsa y BHeCeHne npeaioxeHni

4

v |£|,O6aB}'IEH<';'| onuynMoHa/bHOCTb NCMOJIb30OBAHWA KpI/II'ITOFpaCI)I/I‘-iECKI/IX MeXaHN3MOB Hda
BCeX 3TalaX pa6OTbI cncTembl

v YcTpaHeHbl pyHAAMEHTabHbIe YA3BMMOCTY NPOTOKOA

4



Peannsayma pabot no nnHmm CtaHgaptusauny B 2021 rogy
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[MprobpeTeHWe skcnepTHOro Beca B 3GPP

v' Yuactume B gnckyccnax WG SA3,

v TpoBegeHne KpunTorpadrueckoro aHanm3sa 1 BHeceHme npesioxeHuni

4

v [lobaBneHa onuMoHaNbHOCTb MCMOJb30BaHMA KpUNTorpadmuueckmx
MexaHM3MOB Ha BCex 3Tanax paboTbl CMCTEMbI

v YcTpaHeHbl pyHAAMeEHTa/IbHble YA3BMMOCTY MPOTOKO/1a

f PaspaboTka 1 aHanms3 «<KpunToHabopoB»

Ha 6ase POCCUNCKMX KpUNTOorpaduyeckmnx anroputMoB

ﬁ BHeceHwne npegnoxeHnmn B 3GPP

O CTaHAapTM3aUun oTevecTBeHHOM KpunTtorpadunm B 5G

ﬁ BHeceHuMe npeanoxeHuin B PocctaHaapT

O CTaHAapPTM3aUMM OTeYecTBEHHOM KpunTorpadum B 5G
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Key Issues

Security threats

Comments

Key Issue #2.1: Linkability by
distinguishing MAC failure and
synchronization failure

Traceability of the user/victim by
IMSI-probing when an attacker tries
to find out whether the subscriber
with this identity is present in a given
area.

Overall impact of the attack is low as
it is only one of multiple IMSI
probing type attacks that can be
launched and so preventing this
particular attack would not resolve
the overall issue.

Key Issue #2.2: Linkability by SUCI
replay

Traceability of the user/victim by
IMSI-probing when an attacker tries
to find out whether the subscriber
with this identity is present in a given
area.

Overall impact of the attack is low as
it is only one of multiple IMSI
probing type attacks that can be
launched and so preventing this
particular attack would not resolve
the overall issue.

Key Issue #2.2: Linkability by
generation of different SUCIs

Traceability of the user/victim by
IMSI-probing when an attacker tries
to find out whether the subscriber
with this identity is present in a given
area.

Overall impact of the attack is low as
it is only one of multiple IMSI
probing type attacks that can be
launched and so preventing this
particular attack would not resolve
the overall issue.

Key Issue #2.2: DoS attack

Mozenb HapyLunTensa 4o CUX Mop He
cornacoBaHa A0 KOHLA: BblABUraeTcs

DosS attack on UDM

Overall impact of this attack is low.

npeanoXeHVs BblYePKHYTb
OCHOBHbIe yrpo3bl 2.1, 2.2 1 3.2,
MOCKOJIbKY eCTb bonee npocTble
CroCcoObI X peanmsosBaThb (imsi

paging).

..TAK!
3HAUYMT BYAEUWb
MONYATbL ?

B yem cmbicn IND-CPA moagenu,
ecrnu cyliecTByeT
MOJIOTOK U NasiNnbHUK?
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«.. The attacker could generate valid SUCI only if he
knows the home network public key associated to
the subscription...»

«.. The cell area is very big so it is difficult to
trace the UE...»

«..encrypt the AUTS/random number and failure code,
and the AUSF uses the Kaysr stored during previously
successful authentication to decrypt the AUTS/random
number and failure code. ... If no stored Kyys, the KEY
is a 256-bit binary string of all 0s»
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OCHOBbDbI
AOKA3ATENDHOW

MEAMLIMHDI




o [MoaroTtoeneH solution proposal Kk gokymeHTy TR 33.846

® ®

Reglstration Request

[SUCT || RANDys | MAC,(K, SUCI || RANDy)]

-
! Extract SUPI
-y ' Chack MAC,:
- - -~ i ! W(MAC,) then  Reject
- 1 IHMAC, ) then
- - ! +  Generate RAND,;
= - - I * MAC,,y = MoK, SQNye, RANDye, RAND )
a - | * ARy = iy, RANDyc. RANDs)
i - | * AUTN,, = SQNye @ Ay | MAC 5
- - P - :
] " HaW Bapyay,
P
Chock MAC, . T ” p
IIMAC o) then * OTO KOj',a
If (MAC,,) then Check SQNye: .
IF(ISQN,;c) then ** I
IF(SQNye) then continue AKA protocal in a regular mode |
L
-
[MAC failure]
MAC”, 0, = 170K, SQHys, RANDye, RAND s}
\ 2.3.3 Concema/comments about the solution ARy, = 15" 50, (K, RANDyig, RANDyus}
) - . . . IF | AUTS,,. = SONys @ ARy || MAC",
\ We will shaw that the solution stll does not address key issue #2.1 by providing aur varant o -
\ The attack cansists of three shaps [sae Figure 2):

[SYNC_failure, AUTS,,,]

\ m ‘ ___________________________________ .’J‘:
N © ® © 0 0 O

~ =7 R, AUTN R, AUTN

III.IIAUTSJ
| % | %) i Ty I B Il %)
Figure 2

1. On the first slep the adversary interoepls one legitimate aulthentication reques| message conlaning
the pasir (R, AT} S0t by the network s UE.

B peanbHoCTV Nogo6Has paboTa HEBO3MOXHA 6€3 TECHOI0 B3aMMOAEeNCTBUS
CO CcreymanncTamum B chepe TeNNeKOMMYHMKaLMiA!



Pazbepemca nonogpobHee...
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YCTPOUCTBO CETU

ATakun

[Mpennaraemoble BapuaHThI
3annartok A

Hale npeanoxeHue

/
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[lanbHenwune nnaHsbl £ -



YCTPOMUCTBO CeTH
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TTonb3oBaTenbcKkoe
obopyaosaHue
(User equipment)

ba3soeasa cTaHUUSA
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5G rnasamm N1eHnBOro kpunTorpada
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PaguoceTtb
HOBOIrO NOKOJS1IeHUs

(((((((((((((((;)))

UDR
—
——

UQ;F
—
—

OnopHas ceTb
(anpo ceTn)

Data Network
(DN)
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AOMaAlLIHA4 CeTb
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Data Network
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SUPI, K
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CTaHAapPTHbIV NPOTOKON 0becneyeHus
3aLMLLIEHHOrO KaHana CBsA3u

Subprotocol 1

/’ R
/ \
\ A I
\ /
\— ——,

. cryptographic
Key material par-ame-reps

Subprotocol 2

Payload protection
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TLS

Handshake

Record

[1primepdil:

IPsec

IKE

ESP
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Anonymity

— e o o e o o e e e e e e e e e e e e e e e Em
- ~ -~

« Asymmetric « PSK
(key conformation) ,,

\-_________________________—’

——————————————————————————————————

——————————————————————————————————
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AHOHUMHOCTbL (TS 33.102)

v KoHpmaeHUMnanbHOCTb nageHTUPMKaTopa

nosib3oBaTens:.
NOCTOAHHbIN UAEHTUGVKATOP MOJSIb30BaTeNA AOJIKEH ObITh
3alUMLLeH OT nepexBaTa/MoACNyLIMBaHUA B pagmnoagupe.

KoHumaeHUManbLHOCTb MeCTONOJIOKEHUSA
noJib3oBaTenNs:

NPUCYTCTBME NN NPUBLITUE MOJIb30BAaTENS B
onpeaeneHHy MeCTHOCTb HE MOXET BbITb onpesesieHo
nyTemM NpocCayLnBaHMsA paanosdurpa.

HeBO3MOXXHOCTb CONOCTaBNIEHUS NPOBEAEHHbIX
onepauuii (untraceability, HeoTcnexxuBaemocTb):
npocayLwnBas pagmos3pump 310yMbILLNEHHVK HE A0JKeH
NMeTb BO3MOXHOCTb Y3HaTb, ObIIN 1 Pa3/IyHbIe YCyrn
npesoCTaBfeHbl OAHOMY 1 TOMY Xe abOHEeHTY.
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ECIES

AKA

Data protection
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O

SUCI = [SUPI]ECDHE

AKA

[message]

@

R
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[message]




__________________________
- =~ -~

« Asymmetric « PSK

(key conformation)
\-

N e o e e e e e e o e e e e e e e e = T
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csame @

¢ -

O

R, AUTN (K, R, SQN,;)

RES(K, R)

@ «son.

R <@
AK (K, R)

MAC (K, R, SQN;)
AUTN = SQN,,, @ AK | MAC
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csam: @

O

@ «con.

R <@
AK (K, R)

MAC (K, R, SQN,;)
AUTN = SQN,,, ® AK | MAC

R, AUTN (K, R, SQN,y)

If (IMAC)

MAC failure -

SYNC failure,

If (ISQNyy)

AUTS (K, R, SQN,,;)



¢

YCTPOUCTBO CETU

[Mpennaraemoble BapuaHThI
3annartok A

Hale npeanoxeHue

/
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e

[lanbHenwune nnaHsbl £ -



Replay aTaku
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K, SQN @

¢ -

O

R, AUTN (K, R, SQN,;)

RES(K, R)

@ «son.

R <ém
AK (K, R)

MAC (K, R, SQN,;)
AUTN = SQN,,, @ AK | MAC

—>

Bo Bcex npotokonax 3GPP-AKA cny4yanHoe yncno
nepecblnaeTca TONbKO CO CTOPOHbLI HN



Bo Bcex npotoKkonax 3GPP-AKA cay4yamHoe 4yncno
nepecblnaeTca TONbKO CO CTOPOHbLI HN
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CTaHAapPTHbIV CNOCO6 3aLKnThI OT replay-aTak — NprBA3Ka K
CNy4YanHOCTI.

Hanpumep, B npotokone TLS 1.2 Handshake Takown crnocob peanmsyeTtcs
3a c4yeT ob6MeHa CTOpOHaMK C/TlyYaHbIMU 3HAYEHUAMM T, T.

QOpPMUPOBaHWE NapaMeTPOB U AEHCTBWA CO Mepenasaemble ®OPMUPOBaHUE NAPaMETPOE U AEACTEMA CO
CTOPOHLI KNKeHTa C co0BLEHUA CTOPOHLI CEpBepa S
RS
BoipabGoTka CIy4aiHoro 3Ha4YeHWs 1 ( C"ETEHE"D\
c
ServerHelo _ ;
< BbipaBboTKa CIy4aiHoro 3Ha4YeHus T
Ty

3Tan BolpaboTii ofLWEero cexpeTa

Certificate
Certs
(FOnNensuT Km0
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CTaHAapPTHbIV CNOCO6 3aLKnThI OT replay-aTak — NprBA3Ka K
CNy4YanHOCTI.

Hanpumep, B npotokone TLS 1.2 Handshake Takown crnocob peanmsyeTtcs
3a c4yeT ob6MeHa CTOpOHaMK C/TlyYaHbIMU 3HAYEHUAMM T, T.

PasymeeTtcq, NpoCcTo 0OMeHATLCA CIyHaMHOCTbH He40CTaTOUHO,
HeobXOAMMO eLLe NPYBA3aTh ee K CeaHCy CBA3MW.

Y a— \
H = HAJH(rc | 7);

'E"frif:' |K§;£ = KEG(kgpy. Q5. H)

(OOPMUPOBaHME 3KCMOPTHOrO Npe/cTaBneHuns
ofilero cexpeTa PS: C"EI’HKE’FEKCHHFQi H = HASH(r: | r5);
IV = H[25..24 + n/2]; Qer, PSExp KE [ K22 KEG(ke, Qunen H)

PSExp = KExp15(PS, Kyiar [KZ 3t IV)

MsBneqveHne obLWEero cexkpeTa U3 SKCNoOPTHOTO
npegcTasneHHA:

IV = H[25..24 + n/2];
PS = KImp15(PSExp. Ky oo .Kub, IV)

MAC " T ENC!

] CertificateVerify™
sgn. = 5IG kL-[.HMﬂ ............. » MNpoBepka sgn.
S‘HJ‘E{'
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[MprBsi3Ka CeCCUN K CIyYaHOCTU He 0653aTeNlbHO A0/IKHA

Peann30BbLIBATLCSA 3a CYET OTAE/IbHOW nepechISik/ CneLmasbHbIX
CNyYarHbIX CTPOK.

SigMa_
o g

[y

""
Tak, B OpUrHasibHOM MPOTOKO/1e = ®
cemencTtea SigMa npuBsa3ka K

«— SIGN,{ @) —

o 0 o~
C/Ty4YaHOCTU OCYLLLeCTBIAeTCAa Ha CTagnin
— N () —
BbINONHeHKa npoTokona ECDHE. ® S et
— SIGN{ 3';‘*) —
— uc(@ —
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|_|pI/IBF|3Ka K CﬂyanHOCTM Ad€T HaM BO3MOXHOCTb NrapaHTUPOBATb
ciejgyrollee CBOWCTBO MPOTOKO/J1a:

Echu oTBeT Ha 3anpoc yyacTHMKa A KOPPEKTEH, TO OH CGOPMMPOBAH:

v' KeM-TO, KTO MeeT 06LLMIn C A ceKpeTHbI KoY
(T. e. NpeAnoNOXNTEeNbHO Yy4acTHUKOM B)

v' B oTBeT Ha JlaHHbIV KOHKPEeTHbIN 3arnpoc A
(T. €. KEM-TO, KTO B JdHHbIA MOMEHT HaXOANTCSA «OH-/TaNH»).

B Takom cnydae NpoTUBHKKY OCTaeTCa 160 NPOCTO rnepechbinaTb
COOOLLEeHNA OT yyacTHMKA A K ydacTHUKY B (relay), nnbo xaatb
NOBTOPEHWSA CYHaNHOCTW ANA MPOBeAeHUSA aTakm nosTopa (replay).
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Hy 3T0 Teopus, a UTO Ha NpaKTUKe?

PaccmoTpuM Tpu NpuMepa peanbHbIX aTak, KOTOpbIX 6bl He
CyLLLeCTBOBAaNO, ec/iv 66l MPOTOKO CTPOW/ICA KOPPEKTHO.
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Linkability of Failure Mesages

Int. J. Inf. Secur. (2017) 16:491-523
DOI 10.1007/s10207-016-0338-9

REGULAR CONTRIBUTION

Analysis of privacy in mobile telephony systems

Myrto Arapinis' - Loretta Ilaria Mancini®> - Eike Ritter> . Mark Dermot Ryan?
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UE =UE" > SYNC failure
UE # UE" > MAC failure
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UE:  /SQNi: R AUTN
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SYNC failure,
—)
SQNi @ *(K,R)

X

SQNi: R, AUTN
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SYNC failure,
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SQNi @ f*(K,R)

SQNi @ SQN;
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SUCI replay

UE: SUCI *
—

X
UE": x SUC |

/

UE=UE" - Continue protocol....

—

UE #UE" > MAC failure
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2.3.3 Concernal/comments about the solution

Wi will shaw that the solution stll does not addrass key issue #2.1 by providing aur variant of LFM attack.

The attack cansists of thres sbaps (see Figure 2):

e 2 UE|
o @ o

R, AUTN

UL L

the pasir (R, ALUTIN sent by the mebwark s UE.

1. On the first step the adversary intercepts one legitmate authentication request message containing



ol Solution #2.3
o @

SUCI —>

R, AUTN

Npesa: yHnonumpyem oteeT BO Bcex 3 cyyaax (RES, CAUSE, AUTS)



ol Solution #2.3
(e @

SUCI >
- R, AUTN
MAC fail —(Bgll Bl By )5
I SYNC fail —— (Bg Il B I AUTS) —s

(RES, CAUSE, AUTS)




UE = UE’": ( By | By Il AUTS) (( By |l By [|AUTS)
VE=#UE: By | By | Hy ) (Bg || B Il By )



........................ o0

AMFg; RANDg) o, AUTNG, 0
UE = UE’- AUTS,(RANDgqy) ¢+ b
UE = UE": m@ @ _______________________ @

| Ry, AUTN, ;
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'SUCI, Ry, E¢(SQN), MAC,(R,¢,SQN)
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Authentication Request

Registration Reject
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[MogrotosneH solution proposal kK gokymeHTy TR 33.846

° o

Reglstration Reguest

i [SUCH || RANDyg | MAC (K. SUCI || RAND),s)]

MAG, o, = MK, SQNye, RANDye, RAND )

' AR oy ™ 18,0,(K, RAND e, RAND,s)
i + AUTN,,, = SONye @ AK,,, " MAC,,,
! T

e ! -

o —— - -" " T=~a | Extract SUPI

== = - ! Chack MAC,:

3 = -~ | If(IMAC,) then  Reject
i — = - | If{MAC, ] then

a - ! «  Generate RAND,
T'=‘ - i

H

e

[Hpce - ILIUERCHH TS

Lentication Request

e
[ .

I {IMAC,,,,) then

If (MAC,,,) then Check SOMNye:
If (1SN, ) then *~

If (SONye) then continue AKA protocol in a regular mode

|
|
|
|
|
I
1
»
|

f [MAC_failure]

MAGC” 100y = 1" K, SQNps, RANDyz, RAND g5
AR 1o = 157 0K, RANDyig, RAND 5
|f - LAUTSQB- = SONMS @ mnev |I mc.ﬂb\-

[SYNC_failure, AUTS, ]
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Registration Request

4

[SUCI || RAND,s || MAC,(K, SUCI || RAND,s)]

Extract SUPI

Check MAC;:

If (IMAC,) then Reject

If (MAC,;) then

. Generate RAND,;

. MAC, o = flew(K, SQNy e, RAND,,¢, RAND,,c)
. AKpow = f5new(K, RAND;, RAND, )

° AUTNnew = SQNHE @ AKnew || MACnew

-

Authentication Request

A

[RAND, ¢ || AUTN,c,]

Check MAC, .,
If (IMAC,,,) then  *
If (MAC,.,,) then Check SON,,:

If (ISQN, ) then **
If (SQNye) then continue AKA protocol in a regular mode

If*

A 4

1
l
I
| [MAC _failure]
|
|

MAC* ,, = f1* (K, SQNy5, RAND,e, RAND, ;)
AK* ., = f5* ., (K, RAND,;;, RAND, ;)
lf#* | AUTS e, = SQNys © AK*,, || MAC*

new

\ 4

[SYNC_failure, AUTS,,]

N e o o e e = = - - - - - - ——



Registration Request

[SUCI | RAND,s | MAC,(K, SUCI || RAND,,J)]

________________________________________________________________________________________

1. [obaBnsgem cnyyamHOCTb CO CTOPOHbI UE

2. Jobasnsem BbluncneHrie MAC Ha obLiemM CeKpeTHOM K/oue

ANA 3aWLNTBI OT aTak, NPU KOTOPbLIX MPOTUBHKK reHepupyeT
SUCI caMmocTodaTeNIbHO

3. 3anpoc perncrtpaunuv npuBsasaH K TekyLleMy ceaHcy
nocpeactsoM BbluncieHNa MAC ot RAND, ¢



Registration
Request

v

[Extract SUPI
Check MAC;:
If (IMAC,) then Reject
If (MAC,) then
* Generate RAND
* MAC,., =f1,..(K SQN, RAND,;, RAND,,s)
* AK. ., =f5,.(K, RAND,, RAND,,)

new new

_* AUTN,., = SQNy @ AK,, || MAC,, D

Authentication
Request

A

[RANDHE ” AUTNneW] //’:

[TpmBsi3Ka COOBLLEHNN K CITy4YanHOCTU CO CTOPOHbLI UE
npeaoTBpallaeT BO3MOXHOCTb replay-atak
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Hawwun npepnoxeHusn

Tpebyemoe nameHeHue

AHanorn B TR 33.846

[lobaBneHune
CIlydanHOCTU CO
CTOPOHbLI NONbL30BAaTENS
B (pyHKLUMKN COKPBLITUSA
cYETUMKA N KOHTPONS
LENOCTHOCTHU

O6GHoBUTL anroputm S3G.
HNo6aBnTb B oyHKummM 1, f1*, 15,
f5* HoBbI napameTp RAND, s —

crnydanHoe Yn1Crio CO CTOPOHDI
nosfib3oBaTens
(small changes)

Solution #4.1 (TR 33.846 n. 6.4.1) —
Ao6aensaoT B yHKUMIO 5* HOBLIN
napametp — MAC-S
(small changes)

KOHTpOnb LENOCTHOCTH
oTnpaBndemoro
nosib3oBaTesniemMm

coobLeHuns ¢
3awnpoBaHHbIM
naoeHtTndpukatopom SUPI

O6HOBUTL anroputm S3G.
[do6aBnTb HOBYIO GOyHKLMIO 6,
KoTopas Bblumncnaer MAC,; Ha

AonrocpoYHom knroye K ot
BbIXOOHbIX MapaMeTpPOB CXEMb

ECIES.
MAC, = 6 (K, RAND,,s, SUCI)
(small changes)

Solution #4.2 (TR 33.846 n. 6.4.2) —
Ao6aBnaAlT HOBYIO (byHKUMIO f6,
peannayloLLyo anropuTm
CYMMETPUYHOIO LWNPpOoBaHMS
(major changes)

ObecneyeHune
NepecbISikKA Cry4anHoro
3HavyeHuss RANDy,g u
Koga KOHTpons
henoctHoctn MAC; co
CTOPOHbI MNonb3oBaTens
BMECTE C BbIXOAHbLIMU
AJaHHbIMK cxembl ECIES

No6aBuTb napameTpbl B CXemy
ECIES.

[ob6aBuTb B nepecbiiaemblie
napameTpbl 3Ha4eHusa RAND,,g u
MAC,

(small changes)

Solution #4.5 (TR 33.846 n. 6.4.5) —
BMecTe ¢ SUCI nepecbinatot AUTS un
RAND,,s
(small changes)

B nepecbinaemMblix napaMmeTpax CXxembl
eCTb nosne “any other parameters”, B
KOTOpO€e MOXXHO A006aBUTb OaHHbIE
o6bemom go 3000 gecATUYHbIX 3HAKOB
(TR 33.846 n. 6.2.7.2)




— Summary table: Mapping of solutions to key issues

Solutions Key Issues
#2.1 [#2.2 [#3.1 [#3.2 [#41
Solutions for resilience against identifier linkability
#2.1: Handling of Sync failure by AUTS encryption v
#2.2: Encryption of authentication failure message types by UE with new v

keys derived from K_AUSF
#2.3: Unified authentication response message by UE
#2.4: MAC-S based solution

#2.5: Encryption of authentication failure message with SUCI method v v
#2.6: Certificate based encryption of unicast NAS message v v
#2.7: Mitigation against the SUCI replay attack v

#2.8: Assuring SUCI generation by Legitimate SUPI owner using Kg v v

#2.9: MAC, SYNCH failure cause concealment

#2.10: Solution to Key Issue #2.2: SUCI replay

#2.11: Mitigate the SUCI replay based on UE's public key

Solutions for availability aspects of SUCI usage

#3.1: Mitigation of SUPI guessing and SUCI replay attack using long term
key

#3.2: Adding Check Value behind SUPI to mitigate the SUPI guessing
attacks

#3.3: Mitigation of SUPI guessing attack
Solutions on re-synchronisation in AKA
#4.1: Using MACS as freshness in the calculation of AK

#4.2: Using symmetric encryption function to protect SQN during a re-
synchronisation procedure in AKA

#4.3: SQN protection by concealment with SUPI in USIM
#4.4: SQN protection during re-synchronisation procedure in AKA

#4.5: AUTS SQN,,s solution for 5GS

#4.6: Using time-based or partly time-based SQN generation
#4.7: SQN protection by concealment with SUPI with f5*

#5 Our proposals
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