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NIST PQC standardization process

National Institute of Standards and Technology

3rd call for standardization
Asks for post-quantum
cryptographic algorithms
3 categories :

Encryption
Key exchange
Signature

Many candidates:

Error correcting codes,
Lattices,
Multivariate,
Hash functions,
Elliptic curves isogenies,
...

security level I At least as hard to break as AES128 (exhaustive key search)
security level II At least as hard to break as SHA256 (collision search)
security level III At least as hard to break as AES192 (exhaustive key search)
security level IV At least as hard to break as SHA384 (collision search)
security level V At least as hard to break as AES256 (exhaustive key search)
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Timeline NIST

2012 2013 2014 2015 2016 2017 2018

NIST PQC team creation

1st NIST PQC workshop

NSA Statement

NIST-IR 8105

NIST PQC standardization process announcement

Draft released for public comments

Comments period ends

Finalized requirements and criteria

Submission deadline

October 2018 April July October 2019 April July October 2020 April July October 2021 April July

Submission deadline

NIST presentation

Candidates available

1st cryptanalysis

1st PQC conf 2nd round tweaks deadline

NIST presentation

2nd PQC conf 3rd round

NIST presentation

tweaks deadline

3rd PQC conf
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Overview of the candidates

primitive
PKE / KEM Signature Total

category
Lattice-based

22 → 9 → 3 + 2 5 → 3 → 2 + 0 27 → 12 → 5 + 2

Code-based

19 → 7 → 1 + 2 3 → 0 → 0 + 0 22 → 7 → 1 + 2

Hash-based

0 → 0 → 0 + 0 3 → 2 → 0 + 2 3 → 2 → 0 + 2

Multivariate-based

2 → 0 → 0 + 0 7 → 4 → 1 + 1 9 → 4 → 1 + 1

Isogeny-based

1 → 1 → 0 + 1 0 → 0 → 0 + 0 1 → 1 → 0 + 1

Other

5 → 0 → 0 + 0 2 → 0 → 0 + 0 7 → 0 → 0 + 0

Total

49 → 17 → 4 + 5 20 → 9 → 3 + 3 69 → 26 → 7 + 8
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3rd round candidates
Finalists Alternates
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Outline

1 NIST’s PQC standardization process

2 Recalls on coding theory

3 McEliece and Niederrieter: historical code-based encryption constructions

4 Best-known attacks

5 Recent code-based encryption proposals

6 Comparison of last CBC candidates to NIST PQC standardization

7 Conclusions
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Coding theory

Coding theory is the science of (efficiently) adding redundancy to information in order to
detect/correct errors that could occur during transmission.

Encoder Decoder
original
message

encoded
message

noisy
message

decoded
message

m mG mG + e m′

Preliminary remarks:
Hopefully, we have m′ = m

For code-based PKC, most of the time, public encoder / private decoder.
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Definitions

Linear code
A linear code of dimension k and length n over Fq is a k-dimensional subspace of Fn

q .

A linear code C[n, k] is fully determined by one of the following matrices:

Generator matrix G ∈ Fk×n
q

C =
{
xG, for x ∈ Fk

q

} Parity-check matrix H ∈ F(n−k)×n
q

C =
{
s ∈ Fn

q such that Hs> = 0
}

The Hamming weight of a word u is the number of its non-zero coordinates:

|u| = # {i ∈ {0, . . . , n− 1} such that ui 6= 0}
example : |(0, 1, 0, 0, 1, 0, 1, 0)| = 3
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Hard problems for cryptography

Syndrome Decoding (SD) problem

Given H ∈ F(n−k)×n
q and s ∈ Fn−k

q , find x ∈ Fn
q of Hamming weight |x| ≤ w

such that:
Hx> = s>.

The SD problem has been proved NP-complete [BMvT78]
Hardest instances are obtained with w close to the Gilbert-Varshamov bound (essentially
w ≈ n/9 for k = n/2)
Best-known algorithms: Information Set Decoding (ISD), see later
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McEliece cryptosystem [McE78]

Let G ∈ Fk×n
2 be a generator matrix of a (binary Goppa) code C capable of correcting up to t

errors (using decoding algorithm DC).

Legend: public-private-randomness

invertible matrix S
$← Fk×k

2 message m ∈ Fk
2

permutation matrix P
$← Fn×n

2

pk=(G̃=SGP ,t)
−−−−−−−−−−→ e ∈ Fn

2 such that |e| ≤ t
c

←−−−−−−−−−− c = mG̃ + e ∈ Fn
2

c̃ = DC
(
cP−1

)
= DC

(
mSG + eP−1

)
m = c̃S−1
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Key sizes and Niederreiter’s approach

McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
random code.

Efficiently decode (polynomial-time) suffi-
ciently many errors to recover the plaintext.

The public generator (or parity-check) matrix
should not reveal the code structure.

McEliece original proposal (1978)
Parameters Key size Security level

[1024, 524, 101]2 ≈ 67 KB 262

[2048, 1608, 48]2 ≈ 412 KB 296

pk = G of size: n× k(× log2(q)).
Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
if k > n− k then we can rewrite McEliece using the parity-check matrix H ∈ F(n−k)×n

q

pk size reduction:
Using structured codes, pk can have a more compact description.

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 15/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Key sizes and Niederreiter’s approach

McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
random code.

Efficiently decode (polynomial-time) suffi-
ciently many errors to recover the plaintext.

The public generator (or parity-check) matrix
should not reveal the code structure.

McEliece original proposal (1978)
Parameters Key size Security level

[1024, 524, 101]2 ≈ 67 KB 262

[2048, 1608, 48]2 ≈ 412 KB 296

pk = G of size: n× k(× log2(q)).
Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
if k > n− k then we can rewrite McEliece using the parity-check matrix H ∈ F(n−k)×n

q

pk size reduction:
Using structured codes, pk can have a more compact description.

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 15/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Key sizes and Niederreiter’s approach

McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
random code.

Efficiently decode (polynomial-time) suffi-
ciently many errors to recover the plaintext.

The public generator (or parity-check) matrix
should not reveal the code structure.

McEliece original proposal (1978)
Parameters Key size Security level

[1024, 524, 101]2 ≈ 67 KB 262

[2048, 1608, 48]2 ≈ 412 KB 296

pk = G of size: n× k(× log2(q)).
Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
if k > n− k then we can rewrite McEliece using the parity-check matrix H ∈ F(n−k)×n

q

pk size reduction:
Using structured codes, pk can have a more compact description.

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 15/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Key sizes and Niederreiter’s approach

McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
random code.

Efficiently decode (polynomial-time) suffi-
ciently many errors to recover the plaintext.

The public generator (or parity-check) matrix
should not reveal the code structure.

McEliece original proposal (1978)
Parameters Key size Security level

[1024, 524, 101]2 ≈ 67 KB 262

[2048, 1608, 48]2 ≈ 412 KB 296

pk = G of size: n× k(× log2(q)).
Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
if k > n− k then we can rewrite McEliece using the parity-check matrix H ∈ F(n−k)×n

q

pk size reduction:
Using structured codes, pk can have a more compact description.

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 15/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Key sizes and Niederreiter’s approach

McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
random code.

Efficiently decode (polynomial-time) suffi-
ciently many errors to recover the plaintext.

The public generator (or parity-check) matrix
should not reveal the code structure.

McEliece original proposal (1978)
Parameters Key size Security level

[1024, 524, 101]2 ≈ 67 KB 262

[2048, 1608, 48]2 ≈ 412 KB 296

pk = G of size: n× k(× log2(q)).
Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
if k > n− k then we can rewrite McEliece using the parity-check matrix H ∈ F(n−k)×n

q

pk size reduction:
Using structured codes, pk can have a more compact description.

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 15/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Key sizes and Niederreiter’s approach

McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
random code.

Efficiently decode (polynomial-time) suffi-
ciently many errors to recover the plaintext.

The public generator (or parity-check) matrix
should not reveal the code structure.

McEliece original proposal (1978)
Parameters Key size Security level

[1024, 524, 101]2 ≈ 67 KB 262

[2048, 1608, 48]2 ≈ 412 KB 296

pk = G of size: n× k(× log2(q)).
Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
if k > n− k then we can rewrite McEliece using the parity-check matrix H ∈ F(n−k)×n

q

pk size reduction:
Using structured codes, pk can have a more compact description.

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 15/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Key sizes and Niederreiter’s approach

McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
random code.

Efficiently decode (polynomial-time) suffi-
ciently many errors to recover the plaintext.

The public generator (or parity-check) matrix
should not reveal the code structure.

McEliece original proposal (1978)
Parameters Key size Security level

[1024, 524, 101]2 ≈ 67 KB 262

[2048, 1608, 48]2 ≈ 412 KB 296

pk = G of size: n× k(× log2(q)).
Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
if k > n− k then we can rewrite McEliece using the parity-check matrix H ∈ F(n−k)×n

q

pk size reduction:
Using structured codes, pk can have a more compact description.

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 15/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Key sizes and Niederreiter’s approach

McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
random code.

Efficiently decode (polynomial-time) suffi-
ciently many errors to recover the plaintext.

The public generator (or parity-check) matrix
should not reveal the code structure.

McEliece original proposal (1978)
Parameters Key size Security level

[1024, 524, 101]2 ≈ 67 KB 262

[2048, 1608, 48]2 ≈ 412 KB 296

pk = G of size: n× k(× log2(q)).
Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
if k > n− k then we can rewrite McEliece using the parity-check matrix H ∈ F(n−k)×n

q

pk size reduction:
Using structured codes, pk can have a more compact description.

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 15/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Instantiations and cryptanalyses

1975 1980 1985 1990 1995 2000 2005 2010 2015

McE Nie SidShe Sid JanMor BerLoi Gab Wie MinSho FauMin BCGO BLP OTD FOPT FGOPT MTSB CMP COT FPP FOPPT

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 16/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Instantiations and cryptanalyses

1975 1980 1985 1990 1995 2000 2005 2010 2015

McE

Nie SidShe Sid JanMor BerLoi Gab Wie MinSho FauMin BCGO BLP OTD FOPT FGOPT MTSB CMP COT FPP FOPPT

McEliece original proposal with binary Goppa codes [McE78]
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Niederreiter’s (dual) approach, with GRS codes [Nie86]
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Sidelnikov Shestakov, cryptanalysis of Niederreiter’s proposal [SS92]
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Sidelnikov proposes Reed-Muller codes [Sid94]
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Janwa Moreno propose Alg. Geo. codes and their subfield subcodes [JM96]
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Berger Loidreau, propose subcodes of GRS codes [BL04]
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Gaborit proposes QC-BCH codes [Gab05]
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Wieschebrink’s square attack: C ? C [Wie06]
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Minder Shokrollahi, subexponential time attack on RM codes [MS07]
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Faure Minder, attack on AG codes for genus ≤ 2 [FM08]
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Berger Cayrel Gaborit Otmani, propose QC alternant codes [BCGO09]
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Bernstein Lange Peters, propose q-ary “wild” Goppa codes [BLP10]
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Otmani Tillich Dallot, Attacks on QC codes [OTD10]
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Faugère Otmani Perret Tillich, more attacks on QC codes [FOPT10]
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Faugère Otmani Gautier Perret Tillich, distinguisher high rate goppa codes [FGUO+13]
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Misoczki Tillich Sendrier Barreto, propose (QC-)MDPC codes [MTSB13]

Code-based Cryptography / McEliece and Niederrieter: historical code-based encryption constructions 16/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Instantiations and cryptanalyses

1975 1980 1985 1990 1995 2000 2005 2010 2015

McE Nie SidShe Sid JanMor BerLoi Gab Wie MinSho FauMin BCGO BLP OTD FOPT FGOPT MTSB CMP

COT FPP FOPPT

Couvreur Márquez Pellikaan, attack on AG codes [CMCP14]
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Couvreur Otmani Tillich, Goppa codes with m = 2 [COT14]
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Faugère Perret Portzamparc, some Goppa codes with m = 2, 3 [FPdP14]
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Faugère Otmani Perret Portzamparc Tillich, Further attack on QC and QD codes [FOP+16]
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McEliece’ security is clearly based on the hardness of “decoding efficiently” a “seemingly”
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Efficiently decode (polynomial-time) suffi-
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The public generator (or parity-check) matrix
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Unpractical in 1978, doable in 2020.

Niederreiter’s approach:
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pk size reduction:
Using structured codes, pk can have a more compact description.
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SD problem and Information Set Decoding

Best approach to solve the SD problem: Information Set Decoding (ISD).

Definition: information set
Let C[n, k] be a linear code generated by G ∈ Fk×n

q . An information set I of C is a subset of
{1, . . . , n} that completely describes the code C (hence #I = k).

Prange ISD [Pra62] algorithm main steps

1 Sample an information set I of C
2 Assume I is error-free, then ci = mi for i ∈ I
3 Retreive message m from ciphertext c using linear algebra
4 If |e| = t output m, else restart (I was not error-free)

Complexity:
(

1
1− k

n

+ o (1)
)t

with t = Θ
(

n
logn

)
−→ pk size: (c+ o(1))λ2 log2 (λ)

2 bits
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Information Set Decoding improvements

1960 1965 1970 1975 1980 1985 1990 1995 2000 2005 2010 2015 2020

Pra ClaCai

LeeBri

Leo

Kro

Ste

Dum CofGoo

Til Dum CGF

ChaCou Cha

Til CanCha CanCha CanSen BLP BLPT FinSen

BLP MMT

BJMM HamSen

MayOze

CanSen BotMay

≈ 60 years of research: same complexity, same constant in exponent, slightly improved o(1)

References:
[Pra62]
[CC81]
[LB88]

[Leo88]
[Kro89]
[Ste88]

[CG90]
[vT90]
[Dum91]

[CGF91]
[Cha92]
[CC93]

[vT94]
[CC94]
[CC98]

[CS98]
[BLP08]
[BLPvT09]

[FS09]
[BLP11]
[MMT11]

[BJMM12]
[HS13]
[MO15]

[CS16]
[BM18]

Code-based Cryptography / Best-known attacks 20/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Information Set Decoding improvements

1960 1965 1970 1975 1980 1985 1990 1995 2000 2005 2010 2015 2020

Pra ClaCai

LeeBri

Leo

Kro

Ste

Dum CofGoo

Til Dum CGF

ChaCou Cha

Til CanCha CanCha CanSen BLP BLPT FinSen

BLP MMT

BJMM HamSen

MayOze

CanSen BotMay

≈ 60 years of research: same complexity, same constant in exponent, slightly improved o(1)

References:
[Pra62]
[CC81]
[LB88]

[Leo88]
[Kro89]
[Ste88]

[CG90]
[vT90]
[Dum91]

[CGF91]
[Cha92]
[CC93]

[vT94]
[CC94]
[CC98]

[CS98]
[BLP08]
[BLPvT09]

[FS09]
[BLP11]
[MMT11]

[BJMM12]
[HS13]
[MO15]

[CS16]
[BM18]

Code-based Cryptography / Best-known attacks 20/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Outline

1 NIST’s PQC standardization process

2 Recalls on coding theory

3 McEliece and Niederrieter: historical code-based encryption constructions

4 Best-known attacks

5 Recent code-based encryption proposals

6 Comparison of last CBC candidates to NIST PQC standardization

7 Conclusions

Code-based Cryptography / Recent code-based encryption proposals 21/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

BIKE – bit flipping key encapsulation [AAB+19]

h0,h1
$← Snw (F2) with h0 invertible message m ∈ Fk

2

h← h1h
−1
0

pk=(h,t)

−−−−−−−−−−→ e0, e1 ← H (m) ∈ Stn (F2)
c

←−−−−−−−−−− c = e0 + e1h ∈ Fn
2

e0, e1 ← Bit-Flipping(c,h0,h1)

Shared key derived from e0, e1
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HQC [ABD+18]

HQC uses a public decoder!

The secret key allows to re-
move more errors.

The public key won’t leak
the (public) decoding al-
gorithm!
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HQC [ABD+18]

Let G ∈ Fk×n
2 be a generator matrix of a any code C capable of correcting up to t errors

(using public decoding algorithm DC).

x,y
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Public key size (y) against KeyGen time (x)
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.

mceliece8192128

•

mceliece8192128f

•

mceliece6688128

•

mceliece6960119

•

mceliece6688128f

•

mceliece6960119f

•

mceliece460896

•mceliece460896f •

ntskem13136 •

ntskem1380
•

mceliece348864

•

mceliece348864f

•

ntskem1264

•

ledakem52sl•

ledakem54sl

•

ledakem53sl

•

ledakem5264•

ledakem5364

•

ledakem32sl
•

ledakem5464

• ledakem33sl

•

ledakem34sl

•

ledakem3364

•

ledakem3464

•

ledakem3264

•

frodokem1344shake

•

ledakemcpa54!•

ledakemcpa52!

•
ledakemcpa53!

•

frodokem1344aes

•

ledakem12sl
•

r5n15kem0d!

•

frodokem976shake

•

ledakem14sl

•

ledakem1264

•

ledakem13sl

•

frodokem976aes

•

frodokem976

•

ledakem1464

•

ledakemcpa32!

•

ledakem1364•

ledakemcpa34!

•

ledakemcpa33!

•
bikel3!

•

r5n13kem0d!

•

frodokem640shake

•

frodokem640aes

•

frodokem640

•

ntruhrss701

•

ntruhps2048677

•
ledakemcpa12!

•

ledakemcpa14!

•

locker9

•

sntrup4591761

•

r5n11kem0d!

•

ntruhps4096821

•

ledakemcpa13!

•

locker8

•

locker7

•

bikel1!

•
sntrup857

•

hqc2563

•

hqc2562

•

rolloii256

•

sntrup761

•

hqc2561

•

locker6

•

locker5

•

rolloii192

•

rolloii128

•
locker3

•

sntrup653

•

ntruhps2048509

•

locker4

•

locker2

•

hqc1922

•

rqc256•

sikep503

•

hqc1921
•

ntrulpr4591761

•

locker1

•

rqc192•

lake3!

•

rolloi256! •

ntrukem743

•

lake2!

•

hqc1281

•

rolloi192!

•

lake1!

•

rqc128

•
kyber90s1024•

rolloi128!

•

ntrukem443

•

lac192•

kyber1024

•

lac256

•

newhope1024cca

•

hila5!

•

kyber90s768

•

ntrulpr857

•

threebears1248r2cpax!

•

threebears1248r2cpa!

•

firesaber2

•

threebears1248r2cca

•

ntrulpr653

•

ntrulpr761

•

threebears1248r2ccax

•

r5nd5kem0d!

•

kyber768

•

r5nd5kem5d!

•

r5nd3kem0d!

•

threebears936r2cpa!

•

saber2

•

threebears936r2cca

•kyber90s512

•

threebears936r2ccax

•

threebears936r2cpax!

•

newhope512cca

•

r5nd3kem5d!

•

kyber512

•

lac128

•

threebears624r2ccax
•

threebears624r2cpax!

•
threebears624r2cca

•

lightsaber2

•threebears624r2cpa! •

r5nd1kem4longkey!

•
r5nd1kem0d!

•

r5nd1kem5d!

•

r5nd0kem2iot!

•

29 210 211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239
27

28

29

210

211

212

213

214

215

216

217

218

219

220

221

222

amd64, h6sandy, crypto_kem, keypair time, key size, excerpt for NIST Post-Quantum Cryptography Standardization Project https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Public key size (y) against KeyGen time (x)
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair). 20200619
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.

frodokem1344shake

•
frodokem1344aes

•

frodokem976shake•

r5n15kem0d!

•
frodokem976aes

•

frodokem976

•

r5n13kem0d!

• frodokem640shake•

frodokem640aes

•

frodokem640

•

ledakem52sl

•

hqc2563

•

hqc2562

•

ledakem5264
•

hqc2561

•

ledakem53sl

•

r5n11kem0d!
•

ledakem32sl

•

hqc1922•

hqc1921

•

ledakem54sl•

rqc256

•

ledakem5364

•

ntrulpr4591761•

ledakem5464

•

ledakem33sl

•

ledakem3264

•

sikep503

•

rqc192

•

bikel3!•

ledakem34sl

•

locker9
•

ledakem3364•

sntrup4591761

•

hqc1281

•

locker8

•

ledakem12sl

•

locker7

•

ledakemcpa52!

•

ledakem3464
•

rqc128

• ledakem1264

•

ledakemcpa53!

•

ntruhps4096821

•

locker5

•

locker6

• ledakem13sl

• ledakemcpa54!
•

lac256

•
rolloii256

•

bikel1!

•

locker3

•

rolloii192

•

locker4

•
ledakem1364

•

lac192

•

rolloii128

•

ledakemcpa32!

•

ledakem14sl

•

locker2

•

ntruhrss701

•

ntruhps2048677

•

kyber90s1024

•

newhope1024cca

•

ledakem1464

•

ntrulpr857

•

locker1

•

ntrulpr653

•

hila5!

•

ntrulpr761

•

ledakemcpa33!

•

kyber1024

•

r5nd5kem0d!

•

ledakemcpa34!

•

lake3!

•

ntruhps2048509

•

kyber90s768

•

firesaber2

•

sntrup857

•

threebears1248r2cpax!

•

threebears1248r2cpa!

•

threebears1248r2cca

•

threebears1248r2ccax

•

r5nd5kem5d!

•

lake2!

•

sntrup653

•

r5nd3kem0d!

•

ntrukem743

•

kyber768

•

sntrup761

•

rolloi256!

•

lac128

•

ledakemcpa12!

•

newhope512cca

•

saber2

•

threebears936r2cpa!

•

threebears936r2cca

•

lake1!

•

threebears936r2cpax!

•

rolloi192!

•

threebears936r2ccax

•

kyber90s512

•

ledakemcpa13!

•
r5nd3kem5d! •

ledakemcpa14!

•

rolloi128!

•
kyber512 •

ntrukem443

•

ntskem13136

•

threebears624r2cpax!

•

threebears624r2ccax

•

threebears624r2cca

•

lightsaber2
•

threebears624r2cpa!
•

r5nd1kem4longkey!

•

mceliece8192128

•

mceliece8192128f

•

r5nd1kem5d!

•

mceliece6688128f

•
mceliece6688128

•

mceliece6960119

•

r5nd1kem0d!

•

mceliece6960119f
•

r5nd0kem2iot!

•

ntskem1380

•

mceliece460896

•
mceliece460896f

•

ntskem1264

•
mceliece348864

•
mceliece348864f

•

213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231
26

27

28

29

210

211

212

213

214

215

hqc

amd64, h6sandy, crypto_kem, enc time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Ciphertext size (y) against Encaps time (x)
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.

frodokem1344shake

•
frodokem1344aes

•

frodokem976shake•

r5n15kem0d!

•
frodokem976aes

•

frodokem976

•

r5n13kem0d!

• frodokem640shake•

frodokem640aes

•

frodokem640

•

ledakem52sl

•

hqc2563

•

hqc2562

•

ledakem5264
•

hqc2561

•

ledakem53sl

•

r5n11kem0d!
•

ledakem32sl

•

hqc1922•

hqc1921

•

ledakem54sl•

rqc256

•

ledakem5364

•

ntrulpr4591761•

ledakem5464

•

ledakem33sl

•

ledakem3264

•

sikep503

•

rqc192

•

bikel3!•

ledakem34sl

•

locker9
•

ledakem3364•

sntrup4591761

•

hqc1281

•

locker8

•

ledakem12sl

•

locker7

•

ledakemcpa52!

•

ledakem3464
•

rqc128

• ledakem1264

•

ledakemcpa53!

•

ntruhps4096821

•

locker5

•

locker6

• ledakem13sl

• ledakemcpa54!
•

lac256

•
rolloii256

•

bikel1!

•

locker3

•

rolloii192

•

locker4

•
ledakem1364

•

lac192

•

rolloii128

•

ledakemcpa32!

•

ledakem14sl

•

locker2

•

ntruhrss701

•

ntruhps2048677

•

kyber90s1024

•

newhope1024cca

•

ledakem1464

•

ntrulpr857

•

locker1

•

ntrulpr653

•

hila5!

•

ntrulpr761

•

ledakemcpa33!

•

kyber1024

•

r5nd5kem0d!

•

ledakemcpa34!

•

lake3!

•

ntruhps2048509

•

kyber90s768

•

firesaber2

•

sntrup857

•

threebears1248r2cpax!

•

threebears1248r2cpa!

•

threebears1248r2cca

•

threebears1248r2ccax

•

r5nd5kem5d!

•

lake2!

•

sntrup653

•

r5nd3kem0d!

•

ntrukem743

•

kyber768

•

sntrup761

•

rolloi256!

•

lac128

•

ledakemcpa12!

•

newhope512cca

•

saber2

•

threebears936r2cpa!

•

threebears936r2cca

•

lake1!

•

threebears936r2cpax!

•

rolloi192!

•

threebears936r2ccax

•

kyber90s512

•

ledakemcpa13!

•
r5nd3kem5d! •

ledakemcpa14!

•

rolloi128!

•
kyber512 •

ntrukem443

•

ntskem13136

•

threebears624r2cpax!

•

threebears624r2ccax

•

threebears624r2cca

•

lightsaber2
•

threebears624r2cpa!
•

r5nd1kem4longkey!

•

mceliece8192128

•

mceliece8192128f

•

r5nd1kem5d!

•

mceliece6688128f

•
mceliece6688128

•

mceliece6960119

•

r5nd1kem0d!

•

mceliece6960119f
•

r5nd0kem2iot!

•

ntskem1380

•

mceliece460896

•
mceliece460896f

•

ntskem1264

•
mceliece348864

•
mceliece348864f

•

213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231
26

27

28

29

210

211

212

213

214

215

bike

amd64, h6sandy, crypto_kem, enc time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.

frodokem1344shake

•
frodokem1344aes

•

frodokem976shake•

r5n15kem0d!

•
frodokem976aes

•

frodokem976

•

r5n13kem0d!

• frodokem640shake•

frodokem640aes

•

frodokem640

•

ledakem52sl

•

hqc2563

•

hqc2562

•

ledakem5264
•

hqc2561

•

ledakem53sl

•

r5n11kem0d!
•

ledakem32sl

•

hqc1922•

hqc1921

•

ledakem54sl•

rqc256

•

ledakem5364

•

ntrulpr4591761•

ledakem5464

•

ledakem33sl

•

ledakem3264

•

sikep503

•

rqc192

•

bikel3!•

ledakem34sl

•

locker9
•

ledakem3364•

sntrup4591761

•

hqc1281

•

locker8

•

ledakem12sl

•

locker7

•

ledakemcpa52!

•

ledakem3464
•

rqc128

• ledakem1264

•

ledakemcpa53!

•

ntruhps4096821

•

locker5

•

locker6

• ledakem13sl

• ledakemcpa54!
•

lac256

•
rolloii256

•

bikel1!

•

locker3

•

rolloii192

•

locker4

•
ledakem1364

•

lac192

•

rolloii128

•

ledakemcpa32!

•

ledakem14sl

•

locker2

•

ntruhrss701

•

ntruhps2048677

•

kyber90s1024

•

newhope1024cca

•

ledakem1464

•

ntrulpr857

•

locker1

•

ntrulpr653

•

hila5!

•

ntrulpr761

•

ledakemcpa33!

•

kyber1024

•

r5nd5kem0d!

•

ledakemcpa34!

•

lake3!

•

ntruhps2048509

•

kyber90s768

•

firesaber2

•

sntrup857

•

threebears1248r2cpax!

•

threebears1248r2cpa!

•

threebears1248r2cca

•

threebears1248r2ccax

•

r5nd5kem5d!

•

lake2!

•

sntrup653

•

r5nd3kem0d!

•

ntrukem743

•

kyber768

•

sntrup761

•

rolloi256!

•

lac128

•

ledakemcpa12!

•

newhope512cca

•

saber2

•

threebears936r2cpa!

•

threebears936r2cca

•

lake1!

•

threebears936r2cpax!

•

rolloi192!

•

threebears936r2ccax

•

kyber90s512

•

ledakemcpa13!

•
r5nd3kem5d! •

ledakemcpa14!

•

rolloi128!

•
kyber512 •

ntrukem443

•

ntskem13136

•

threebears624r2cpax!

•

threebears624r2ccax

•

threebears624r2cca

•

lightsaber2
•

threebears624r2cpa!
•

r5nd1kem4longkey!

•

mceliece8192128

•

mceliece8192128f

•

r5nd1kem5d!

•

mceliece6688128f

•
mceliece6688128

•

mceliece6960119

•

r5nd1kem0d!

•

mceliece6960119f
•

r5nd0kem2iot!

•

ntskem1380

•

mceliece460896

•
mceliece460896f

•

ntskem1264

•
mceliece348864

•
mceliece348864f

•

213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231
26

27

28

29

210

211

212

213

214

215

amd64, h6sandy, crypto_kem, enc time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.

frodokem1344shake

•
frodokem1344aes

•

frodokem976shake•

r5n15kem0d!

•
frodokem976aes

•

frodokem976

•

r5n13kem0d!

• frodokem640shake•

frodokem640aes

•

frodokem640

•

ledakem52sl

•

hqc2563

•

hqc2562

•

ledakem5264
•

hqc2561

•

ledakem53sl

•

r5n11kem0d!
•

ledakem32sl

•

hqc1922•

hqc1921

•

ledakem54sl•

rqc256

•

ledakem5364

•

ntrulpr4591761•

ledakem5464

•

ledakem33sl

•

ledakem3264

•

sikep503

•

rqc192

•

bikel3!•

ledakem34sl

•

locker9
•

ledakem3364•

sntrup4591761

•

hqc1281

•

locker8

•

ledakem12sl

•

locker7

•

ledakemcpa52!

•

ledakem3464
•

rqc128

• ledakem1264

•

ledakemcpa53!

•

ntruhps4096821

•

locker5

•

locker6

• ledakem13sl

• ledakemcpa54!
•

lac256

•
rolloii256

•

bikel1!

•

locker3

•

rolloii192

•

locker4

•
ledakem1364

•

lac192

•

rolloii128

•

ledakemcpa32!

•

ledakem14sl

•

locker2

•

ntruhrss701

•

ntruhps2048677

•

kyber90s1024

•

newhope1024cca

•

ledakem1464

•

ntrulpr857

•

locker1

•

ntrulpr653

•

hila5!

•

ntrulpr761

•

ledakemcpa33!

•

kyber1024

•

r5nd5kem0d!

•

ledakemcpa34!

•

lake3!

•

ntruhps2048509

•

kyber90s768

•

firesaber2

•

sntrup857

•

threebears1248r2cpax!

•

threebears1248r2cpa!

•

threebears1248r2cca

•

threebears1248r2ccax

•

r5nd5kem5d!

•

lake2!

•

sntrup653

•

r5nd3kem0d!

•

ntrukem743

•

kyber768

•

sntrup761

•

rolloi256!

•

lac128

•

ledakemcpa12!

•

newhope512cca

•

saber2

•

threebears936r2cpa!

•

threebears936r2cca

•

lake1!

•

threebears936r2cpax!

•

rolloi192!

•

threebears936r2ccax

•

kyber90s512

•

ledakemcpa13!

•
r5nd3kem5d! •

ledakemcpa14!

•

rolloi128!

•
kyber512 •

ntrukem443

•

ntskem13136

•

threebears624r2cpax!

•

threebears624r2ccax

•

threebears624r2cca

•

lightsaber2
•

threebears624r2cpa!
•

r5nd1kem4longkey!

•

mceliece8192128

•

mceliece8192128f

•

r5nd1kem5d!

•

mceliece6688128f

•
mceliece6688128

•

mceliece6960119

•

r5nd1kem0d!

•

mceliece6960119f
•

r5nd0kem2iot!

•

ntskem1380

•

mceliece460896

•
mceliece460896f

•

ntskem1264

•
mceliece348864

•
mceliece348864f

•

213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231
26

27

28

29

210

211

212

213

214

215

amd64, h6sandy, crypto_kem, enc time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.

frodokem1344shake

•
frodokem1344aes

•

ledakem52sl•

frodokem976shake
•

ledakem53sl•

ledakem54sl

•

frodokem976aes

•

frodokem976

•

ledakem5264

•

ledakem5364

•

ledakem5464
•

bikel3!

•

ledakem32sl
•

frodokem640shake

•

ledakem33sl

•

hqc2563

•

rqc256
•

ledakem34sl

•

hqc2562

•

frodokem640aes

•

frodokem640

•

ledakem3264

•

hqc2561 •

ledakemcpa52!

•

ledakemcpa53!

•

ledakem3364

•

ledakem3464

•

ledakemcpa54!

•

rqc192
•

hqc1922

•
hqc1921

•

ledakem12sl

•

r5n15kem0d!

•

bikel1!

•

locker9

•

ledakem13sl

•

ntrulpr4591761

•

ledakemcpa32!

•

ledakem14sl•

ledakem1264

•

locker8

•

sntrup4591761

•

ledakemcpa34!

•

ledakemcpa33!

•

locker7

•

ledakem1364

•

ledakem1464

•

rqc128

•

sikep503

•

hqc1281

•

locker6

•

locker5

•

locker3

•

ntruhps4096821

•

rolloii256

•

locker4

•

locker2

•

r5n13kem0d!

•

rolloii192

•

ledakemcpa12!

•
rolloii128

•

locker1

•

lake3!

•

ledakemcpa13!

•

ntruhrss701

•

ntruhps2048677

•

lac256

•

ledakemcpa14!

•

rolloi256!

•

lake2!

•

r5n11kem0d!

•

lac192

•

ntruhps2048509

•

sntrup857

•

ntrulpr857

•

newhope1024cca

•

kyber90s1024

•

rolloi192!

•

ntrulpr653

•

ntrulpr761

•

sntrup653

•

lake1!

•

kyber1024

•
sntrup761

•

threebears1248r2cca

•

rolloi128!

•

kyber90s768

•

firesaber2

•

ntskem13136

•

ntrukem743

•

threebears1248r2ccax

•

lac128

•

kyber768

•

threebears936r2cca

•

r5nd5kem0d!

•

newhope512cca

•

threebears936r2ccax

•

saber2

•

kyber90s512

•

hila5!

•

r5nd5kem5d!

•

r5nd3kem0d!

•

ntskem1380

•

threebears624r2cca

•

ntrukem443

•

kyber512

•

threebears624r2ccax

•
mceliece6688128f

•

mceliece6688128

•

mceliece8192128f

•

mceliece8192128

•

mceliece6960119f

•
mceliece6960119

•

threebears1248r2cpa!

•

lightsaber2

•

ntskem1264

•

mceliece460896

•

r5nd3kem5d!
•

mceliece460896f

•

threebears936r2cpa!

•

threebears1248r2cpax!

•

r5nd1kem4longkey!

•

threebears936r2cpax!

•

threebears624r2cpa!

•

r5nd1kem5d!

•

r5nd1kem0d!

•

mceliece348864

•
mceliece348864f

•
r5nd0kem2iot!

•

threebears624r2cpax!

•

212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230
26

27

28

29

210

211

212

213

214

215

amd64, h6sandy, crypto_kem, dec time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.

frodokem1344shake

•
frodokem1344aes

•

ledakem52sl•

frodokem976shake
•

ledakem53sl•

ledakem54sl

•

frodokem976aes

•

frodokem976

•

ledakem5264

•

ledakem5364

•

ledakem5464
•

bikel3!

•

ledakem32sl
•

frodokem640shake

•

ledakem33sl

•

hqc2563

•

rqc256
•

ledakem34sl

•

hqc2562

•

frodokem640aes

•

frodokem640

•

ledakem3264

•

hqc2561 •

ledakemcpa52!

•

ledakemcpa53!

•

ledakem3364

•

ledakem3464

•

ledakemcpa54!

•

rqc192
•

hqc1922

•
hqc1921

•

ledakem12sl

•

r5n15kem0d!

•

bikel1!

•

locker9

•

ledakem13sl

•

ntrulpr4591761

•

ledakemcpa32!

•

ledakem14sl•

ledakem1264

•

locker8

•

sntrup4591761

•

ledakemcpa34!

•

ledakemcpa33!

•

locker7

•

ledakem1364

•

ledakem1464

•

rqc128

•

sikep503

•

hqc1281

•

locker6

•

locker5

•

locker3

•

ntruhps4096821

•

rolloii256

•

locker4

•

locker2

•

r5n13kem0d!

•

rolloii192

•

ledakemcpa12!

•
rolloii128

•

locker1

•

lake3!

•

ledakemcpa13!

•

ntruhrss701

•

ntruhps2048677

•

lac256

•

ledakemcpa14!

•

rolloi256!

•

lake2!

•

r5n11kem0d!

•

lac192

•

ntruhps2048509

•

sntrup857

•

ntrulpr857

•

newhope1024cca

•

kyber90s1024

•

rolloi192!

•

ntrulpr653

•

ntrulpr761

•

sntrup653

•

lake1!

•

kyber1024

•
sntrup761

•

threebears1248r2cca

•

rolloi128!

•

kyber90s768

•

firesaber2

•

ntskem13136

•

ntrukem743

•

threebears1248r2ccax

•

lac128

•

kyber768

•

threebears936r2cca

•

r5nd5kem0d!

•

newhope512cca

•

threebears936r2ccax

•

saber2

•

kyber90s512

•

hila5!

•

r5nd5kem5d!

•

r5nd3kem0d!

•

ntskem1380

•

threebears624r2cca

•

ntrukem443

•

kyber512

•

threebears624r2ccax

•
mceliece6688128f

•

mceliece6688128

•

mceliece8192128f

•

mceliece8192128

•

mceliece6960119f

•
mceliece6960119

•

threebears1248r2cpa!

•

lightsaber2

•

ntskem1264

•

mceliece460896

•

r5nd3kem5d!
•

mceliece460896f

•

threebears936r2cpa!

•

threebears1248r2cpax!

•

r5nd1kem4longkey!

•

threebears936r2cpax!

•

threebears624r2cpa!

•

r5nd1kem5d!

•

r5nd1kem0d!

•

mceliece348864

•
mceliece348864f

•
r5nd0kem2iot!

•

threebears624r2cpax!

•

212 213 214 215 216 217 218 219 220 221 222 223 224 225 226 227 228 229 230
26

27

28

29

210

211

212

213

214

215

by
te
s

cycles

Code-based Cryptography / Comparison of last CBC candidates to NIST PQC standardization 27/33



Ecole Nationale de l’Aviation Civile

www.enac.fr

The French civil Aviation University

Ciphertext size (y) against Decaps time (x)
amd64, h6sandy, crypto_kem, dec time, ciphertext size, excerpt for NIST Post-Quantum Cryptography Standardization Project https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20200619
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
“!” means that the SUPERCOP database does not list IND-CCA2 security as a goal for this primitive.
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Energy-consumption (mJ)

KeyGen Encaps Decaps

Classic
McEliece

128 6384.90 1.84 588.10
192 11632.40 3.09 1497.50
256 38234.60 4.81 2625.30

BIKE
128 11.85 2.70 46.30
192 38.29 8.75 119.60
256 85.95 21.54 270.70

HQC
128 8.76 18.42 27.03
192 25.68 41.81 70.26
256 49.80 87.53 145.55
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Ongoing work: hardware implementation for HQC

For security level 1, targeting 128 bits of security

LUT FF Slices BRAM Freq kcycles µs

Classic
McEliece

KeyGen 25 327 49 383 — 168 108 1 600 14 800
Encaps 25 327 49 383 — 168 108 2.7 25.2
Decaps 25 327 49 383 — 168 108 18.3 169.8

BIKE
KeyGen 29 448 5 498 8 419 28 96 259 2 691
Encaps 29 448 5 498 8 419 28 96 12 127
Decaps 29 448 5 498 8 419 28 96 13 120 136 443

HQC∗
KeyGen 1 589 1 369 580 15 150 80 528
Encaps 2 817 2 720 1 165 22 150 162 1 067
Decaps 5 726 4 612 2 066 46 150 225 1 487

∗ preliminary results, simulation only...
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Brief summary of the last CBC candidates’ features

Classic McEliece BIKE HQC
Algebraic codes in H. metric Non-algebraic codes in Hamming metric
binary Goppa codes Quasi-Cyclic Moderate Density Parity-Check Codes

longevity
super fast encrypt
ridiculously small ct
fast decrypt
biggest pk
slowest KeyGen
energy-consuming

originally proposed in
2012
small pk
reasonable ct

energy-efficient
slow decrypt
slow KeyGen

reasonable pk

fast KeyGen
reasonable encrypt
energy-efficient
security assumption
decryption failure
analysis
hardware compact
somehow young (2016)
pk/ct larger than BIKE
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Outline

1 NIST’s PQC standardization process

2 Recalls on coding theory

3 McEliece and Niederrieter: historical code-based encryption constructions

4 Best-known attacks

5 Recent code-based encryption proposals

6 Comparison of last CBC candidates to NIST PQC standardization

7 Conclusions
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Conclusions

Code-based public key cryptography stands as a strong PQC candidate:
long standing / strong original proposal by McEliece
best-known classical attacks well understood and stable for ∼ 60 years
pretty clear quantum impact (Grover) over key sizes

Several ways to circumvent key sizes issues:

Niederreiter’s approach
Structured matrices/codes

Existing approaches to securely use structured codes:

multiple proposals were broken by distinguishing the disguised code
issue thwarted using Alekhnovich’s approach (e.g. HQC/RQC)

KEM constructions allow for versatile, efficient, and secure encryption

Code-based crypto is ready, mature enough for standardization!
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Aspects that could/should be improved

Despite its maturity, CBC could benefit from:
additional practical cryptanalysis assessment

: see decodingchallenge.org
efficient and constant-time decoders with negl. decryption failure rate (see [CS16, SV19])
proof that disguised Goppa codes are (or aren’t) indistinguishable from random codes
a search-to-decision reduction for the SD problem with ideal codes
more scrutiny for rank metric codes and Gröbner bases attacks (see [BBB+20, BBC+20])
signature schemes with strong security arguments (see [DST19, ABG+19])

THANKS!
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