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The development and central concepts

The history:

2006 Cnosapb KpunTorpadu4ecknx TEPMUHOB. NO4 ped.
Moropenosa B.A., Caukosa B.H.

2021 MP 26.2.006-2021 TexHuueckunii KOMUTET MO CTaHAapTU3aLUN
“Kpuntorpadgmyeckas 3awmta nudopmauyun’. Metoguyeckne
pekoMeHgauuu “NudopmaumorHas TexHonorus.
Kpuntorpaduyeckas sawmTta uHdopmauun. TepMuHbl 1
onpeaenexus.”

2022 [Mpoekt MHCT “NudopmarmoHHas TexHonorus.
KpunTorpaduyeckas sawmra undopmayuu. TepMuHsl 1
onpegeneHus.”
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The development and central concepts

The development of the Preliminary Standard had taken four years.

Specialists in the thesaurus creation and mathematical linguistics were
also involved in this work.

There were three stages of public discussion on preliminary versions
within the framework of the Technical Committee for Standardization
TC-26 “Cryptographic protection of information” and consulting with
Technical Committees TC-362 and TC-331.

Different organizations made a number of comments (190 in 2020, 180
in 2021, 340 in 2022), most comments were taken into account when
finalizing the text.

Currently, the preliminary National Standard was approved at the XXVIII
meeting of the TC-26 and is being prepared for further consideration by
the Federal Agency for Technical Regulation and Metrology.
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Some comments

There were some comments:

» Russian terms are not a translation of English ones . ..
» It is not structured ...
» There are many synonyms . ..

» There are some contradictions and inconsistencies with
another documents . ..

» There are inaccurate citations of existing standards . ..
» |t does not cover many important modern concepts . ..

» and so on
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The purpose

The purpose of the document:

» to harmonize international and Russian standards,

v

to construct a core system of terms,
to fix differenses between Russian and English terminology,

to solve terminology contradictions between different domains

v

v

of usage.
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Preliminary information

International and national standards for Terms and definitions:

» [OCT 1.2-2002 MexayHapofHasi cuctemMa CTaHgapTusauum.
TepmuHbl 1 onpefeneHus.

» [OCT P NCO 704-2010 TepmuHonorudeckasi pabora. MNpuHuunnsl un
MEeTOAbI.

» P 50.1.075-2011 Pa3paboTka cTaH4apTOB Ha TEPMUHbI 1
onpegeneHuns.

In accordance with the established requirements for the development of a
terminological standard, 200 terms were selected that reveal the features
of the use of cryptographic methods for typical situations.
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Central notion

The central notion in the Preliminary Standard is Cryptosystem.

It is understood not as a device or facility, but as a union of
mathematical algorithms and protocols realized in this device or facility.

2 KpunTorpaduryeckasi CUCTEMA; KPUNTOCUCTEMA:

CTpyKkTypnpoBaHHasi COBOKYMHOCTb KOHKPETHbIX CMOCODOB pelueHusi no-
CTaBNEHHbIX 33434 3aWnTbl MH(OPMALMI HA OCHOBE MPUMEHEHUSI METO-
OB KpunTorpaduyeckoli 3awmuTsl MHOpMaLmMn.

2 cryptographic system; cryptosystem:

| A\

A structured set of concrete solutions of information protection problems
based on cryptographic methods of information protection.
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3 kpunTorpaduryeckas 3awmTta nHdopmaumm:

3awmTta uHdopmMaumn C NOMOLLLIO ee Kpuntorpaduyeckoro npeobpaso-
gaHus. [[OCT P 50922-2006, n. 2.2.3]

3 cryptographic protection of information:

Information protection by means of cryptographic transform.

5 kpunTorpaduyeckoe npeobpasosaHme:

Mpouecc npeobpasoBaHus NpeacTaBASOWNX MHDOPMALMIO JaHHbIX,
npefHa3sHaveHHbIl Ansi obecnedeHust Kpuntorpadmyeckoli CTORKOCTU U
Jonyckalowmii MaTeMaTN4eCKoe onucaHue.

| A

5 cryptographic transformation:

The process of transforming the data presenting the information which
provides cryptographic security and may be described mathematically.
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7 KpunTorpacUHECKnii CUHTES; KPUNTOCUHTES:

ObnacTb TEOPETUHECKMX 1 NPUKIAAHBIX UCCAEA0BAHMNIA, NMEIOLNX LEIBbIO
co3JaHune KpUnTorpadpnyeckoin cucTemsi.

cryptographic synthesis:

The field of theoretical and applied research aimed at creating a
cryptographic system.

v
11 kpunTorpacbuyeckunii aHann3; KPUNTOAHANINS:
ObnacTb TeOpPeTUYHECKNX N MPUKNALHLIX NCCAELOBAHNIA, MEIOLLNX KOHEY-
HOWi LieNblo noslydeHne 0BOCHOBAHHbIX OLLEHOK KpUNTOrpadpuHeckoli CToii-

KOCTN KpunTorpadu4eckoli CUCTEMbI B LIEJIOM WKW OTAE/bHOrO KPUMNTO-
rpadpr4eckoro MexaHmsma.

cryptographic system analysis; cryptanalysis:
The field of theoretical and applied research with the ultimate goal

of obtaining reasonable estimates of the cryptographic security of the
cryptographic system as a whole or a separate cryptographic mechanism.
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Cryptographic security

13 (kpunTorpaduyeckas) CTORKOCTb:

CBoiicTBO KpUNTOrpachryecKoil CUCTEMbI UAN OTAENBLHOTO KpunTorpadu-
YECKOro MexaHU3Ma, XapakTepusyioLLee CnoCOBHOCTb MPOTUBOCTOSTH aTa-
KaM Ha KpunTorpacpuyeckyto cuctemy (Kpuntorpacryecknii MexaHusm).

V.

13 (cryptographic) security:

A property of a cryptographic system or a separate cryptographic
mechanism that characterizes the ability to withstand attacks on a
cryptographic system (cryptographic mechanism).

A
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Security strength

15 npakTu4eckas CTOMKOCTb (4151 KOHKPETHOI 3a4a4n 3awuTbl MHopMa-
umn):

OueHka cpegHeil BbIYNCINTENBHON TPYLOEMKOCTM HaWyyLlero n3BecT-
HOrO aJiIropuUTMa, PeanusyloLero yCrnewHyo aTaky Ha Kpunrtorpadude-
CKYIO cucTeMy [KpunTorpadpuHeckunii MexaHu3m| 41t KOHKPETHBIX UCXOf-
HbIX laHHbIX O ee [ero] hyHKLNOHMPOBAHMN N KOHKPETHOM 3aAa4m 3aLLMUThl
uHcpopmauun.

15 security strength (level of security) [for the information protection task]:

Estimation of the average computational complexity of the best known
algorithm implementing a successful attack on a cryptographic system
[cryptographic mechanism] for specific initial data on its functioning and
the specific task of protecting information.
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Provable security

16 TeopeTunyeckas [fokasyemasi| CTORKOCTb :

XapakTtepuctuka kpuntorpadmyeckoli cMcTeMbl [OTAENBHOrO KpunTorpa-
huHeCcKoro MexaHu3mMal, onpeseneHHas B paMkax HEKOTOPOIi MaTemaTue-
CKOIl MOZEeNN, ONMChIBatOLLER KPUNTOrpacpuHeckyto cuctemy [kpuntorpa-
chuueckuii MmexaHnsm|, nossonsitowsast obocHoBaTh ee [ero] cnocobHocTb
NPOTUBOCTOATL BO3MOXHbLIM aTakaM Ha Hee [Hero| Anst KOHKPETHbIX UCXOA-
HbIX laHHbIX O ee [ero] hyHKLNOHMPOBaHMN N KOHKPETHO 3a4a4m 3aLLMThI
nHcpopmauuu.

|

16 provable security [for the information protection task]:

A characteristic of a cryptographic system [a separate cryptographic
mechanism|, defined within the framework of some mathematical model
describing a cryptographic system [cryptographic mechanism], which
makes it possible to justify its ability to withstand possible attacks on it for
specific initial data on its functioning and the specific task of protecting
information.
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Cryptographic mechanism

8 KpunTorpaduyeckmnii MexaHM3Mm:

Kprntorpacuyeckuii aaropntM uam Kpuntorpadnyecknii npoToKos, npu-
MeHsSieMblii B KpunTorpacuyeckoin cucteme ans obecneveHns peleHunst
KOHKPETHOI 33Aa4M 3anTbl MHOPMaLMKN nan co3ganmns n yHKLUOHN-
pPOBaHUA ee KJIOHEBOWN CUCTEMBI.

| A\

3 cryptographic mechanism:

A cryptographic algorithm or cryptographic protocol used in a
cryptographic system to provide a solution to a specific task of protecting
information or creating and functioning its key system.
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WG 2 SD1 — WG 2 Roadmap

Relationships between the objectives and 14 mechanism standards

—> Secret sharing

/‘ Data secrecy
\

Availability

[ Encryption (18033,10116, 29192)]
Authenticated encryption (19772)\
Signcryption (29150) \
| Anonym entity auth (20009) |
| Entity authentication (9798) |

Confidentiality

5/,

Data integrity

[ Anonym digital signatures(20008)]
[ Digital signatures (9796,14888) |
[ Message auth codes (9797) |

Integrity of action \ Check character systems (7064) \
[ Non-repudiation (13888) \
Integrity of time %\-\ Time stamping (18014) |

Integrity
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Information protection cryptographic tasks

Cryptographic system may guarantee the following objectives to
solve information protection tasks:

v

confidentiality (unauthorized disclosure)

v

entity authenticity (information interaction)

v

data authenticity
— data integrity (modification of information)
— data origin authenticity (source of information)

v

non-repudiation (deny the creation or receipt )

v

anonimity (of the sender and recipient)
— untraceability
— unlinkability

» time stamping (time substitution)
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Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Types of a cryptosystems

A structure of cryptosystem

Cryptographic system

Main functional subsystem Key system

Entity authentication cryptosystem .
Key predistribution

Data authentication cryptosystem
yptosy ’ Key establishment ‘

Encryption system Key infrastructure
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Types of a cryptosystems

Types of a cryptosystems:

v

(symmetric/asymmetric) encryption system

v

(symmetric/asymmetric) entity authentication
cryptosystem

v

(symmetric) data authentication cryptosystem

v

(asymmetric) digital signature cryptosystem

v

(symmetric/asymmetric) key system
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Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Key systems

21 knto4eBas cucrema:

Mogcuctema KpunTorpachnyeckoii CUCTEMbI, C MOMOLLLIO KOTOPON
obecneynBaeTca co3gaHme KpUnTorpachuyeckux Kitodeii, Heobxogn-
MbIX 4151 €6 (PYHKLMOHMPOBAHWSI, 1 YNPaBJEHNE UMW HA OCHOBE WH-
ppacTpyKTypbl yNpaBieHnst KItoYamu.

| \

21 key system:

A subsystem of a cryptographic system which ensures the creation
of cryptographic keys necessary for its functioning and their control
based on the key management system.

N
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Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Key systems

» symmetric / asymmetric / hybrid
key generation

key establishment

— key transport
— key agreement

> (centralized) key distribution
» preliminary key distribution
key management infrastructure

hierarchy

— logical key
— derivation key

» key destruction
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

38 chopmuposatue obuero kitoda (Hpk. yctaHoBka obLuero kitoya):

MonyyeHne cTopoHamu MHPOPMALMOHHOTO B3aUMOLEACTBUS ODLLEro cek-
PETHOro KJjto4a C MOMOLLBIO MPOTOKO/IA 3aLUULLEHHON Mnepefaqun Kito4a,
BbIPabOTaHHOrO OAHOI N3 CTOPOH, MPOTOKOJ1A COBMECTHOW BblpaboTku 0b-
LLLEro CEKPETHOrO KtoYa, INbO Ha OCHOBE KIHOYEBLIX MAaTEPNAsOB, MOy-
YeHHbIX MPU NPEABaPUTENBLHOM PaCNpeneneHn CEKPETHBIX KIHOYEN.

Types of a cryptosystems

38 key establishment:

|

Obtaining by the parties of information interaction of a common secret key
using either a secure key transfer protocol developed by one of the parties,
or a protocol for the joint computation of a common secret key, or on the
basis of key materials obtained during the preliminary distribution of secret
keys..

v

3.23 key establishment: [ISO/IEC 11770-3:2021]

Process of making available a shared secret key to one or more entities,
where the process includes key agreement and key transport.
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Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Key transport

39 3a HHasi nepefaya Kjto4a:

Mpouecc nepecbinkn KpUNTOrpacpmyeckoro Kio4a OT OfHOW CTOPOH®bI
K 4pyroii cnocobom, obecneqnBaloLM KOHPUAEHUNANBHOCTb, NOLTBEP-
XKOEHME 1 ayTEeHTUUKALMIO NEPECHIIAEMOrO KPUNTOrpadhnyeckoro Kito-

39 key transport:

L
]
\

The process of transferring a cryptographic key from one party to another
in a way that ensures confidentiality, confirmation and authentication of
the transmitted cryptographic key.

| A

3.25 key transport: [ISO/IEC 11770-3:2021]

Process of transferring a key from one entity to another entity, suitably
protected.

\
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Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

40 (coBmecTHas) BbIpaboTKa OBLLErO CEKPETHOrO KJItO

®dopmupoBaHue ABYMS WM HECKOJIbLKAMU CTOPOHaMu ODLLEro CeKpeTHOo-
ro KJto4Ya, peanusyeMoe Kpuntorpacpuyecknm npoToKOIOM, Mpu KOTOPOM
CTOPOHbI OOMEHUBAIOTCS BbIPabOTaHHBIMU CAyYaliHBIMU SaHHBIMU, NPU-
YEeM HU OfHA N3 CTOPOH HE MOXET YMEHbLUNTb MHOXECTBO BO3MOXXHbIX
3HaYeHn opMNpPYEMOro KpUnTorpacpnmyeckoro Kntoya.

| A\

40 key agreement:

The formation of a common secret key by two or more parties, implemented
by a cryptographic protocol, in which the parties exchange generated
random data, and none of the parties can reduce the set of possible values
of the generated cryptographic key.

3.18 key agreement: [ISO/IEC 11770-3:2021]

Process of establishing a shared secret key between entities in such a way
that neither of them can predetermine the value of that key.
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Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Key distribution

78 pacnpefenieHne CEKPETHbIX KtOYeit:

LleHTpann3sosaHHoe pacnpeseneHne cpeamn nosb30BaTeNed CUMMETPUYHOI
KpUNTOrpachuHECcKOi CMCTEMbI CEKPETHBIX KJHOYel, HEODXOAUMBIX ANsi ee
hyHKLMOHNPOBaHNS.

78 key distribution

| \

Centralized distribution among users of a symmetric cryptographic system
of the secret keys necessary for its functioning.

| A\

2.21 key distribution [ISO/IEC 11770-1:2010]

Service which securely provides key management information objects to
authorized entities.

A
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Preliminary key distribution

81 npepBapuTenbHoOe pacnpeaesieHne CEKPETHbIX KtoYeli:

LleHTpanu3soBaHHOe pacnpefenieHne KOHEBbIX MATEPUAIOB, C MOMOLLbLIO
KOTOpPbLIX MOMb30BaTENN CUMMETPUYHOW KPUNTOrpachuyeckoin CucTembl
MOTYT HE3aBUCUMO BbIHUC/IATb CEKPETHbIE KIOHN.

| A

81 preliminary key distribution:

Centralized distribution of key materials with which users of a symmetric
cryptographic system can independently calculate secret keys.
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Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Encryption system

26 cuctema WndppoBaHus; wudpcucTema:

KpunTorpaduyeckas cucrema, soinonHstowas dyHkuuo obecnedeHunst
KoHMAeHLManbHOCTU uHdopMauun, Brkatovatowas B cebs wudp (kog)
N KJIIOYEBYIO CUCTEMY.

26 encryption system; enciphering system; ciphersystem:

A cryptographic system that performs the function of ensuring the
confidentiality of information, including a cipher (code) and a key system.

3.13 encryption system; enciphering system: [ISO/IEC DIS 18033-1:2020]

(reversible) transformation of data by an encryption algorithm to produce
ciphertext, i.e. to hide the information content of the data

The encyption system system may be symmetric/asymmetric/hybrid.
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Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Encryption system

Encryption system

En Pyc
Cipher Cucmema wugposaHus
Encryption algorithm
LWupp KntoueBasn
i i cuctema
Decryption algorithm AnropHIM
Key generation algorithm SEIGO oS Sy
Anroputm
pacwudposaHus
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

105 wndp:

CemelicTBO onpefensieMbix KpUNTOrpapuyeckum KitoHOM U, BO3MOXHO,
BEKTOPOM VHULMANN3ALUN UAU CUHXPONOCBIKOIA, Npeobpa3zosaHmii, onpe-
LENsIoWMUX npouecchl 3awndpoBaHnus U pacimcpoBatus, obnagatoumx
CBOWCTBOM, YTO pe3ynbTaT MPUMEHEHUsi paclimpoBaHus K obpasy npe-
0bpazoBaHns 3aWMdPOBaHNS C COOTBETCTBYIOLMM KPUNTOrpadhnyecknm
KJIKO4YOM, [a€eT I'IepBOHa‘-Iaﬂbeli;l pe3ynbTaT.

105 cipher:

A family of transformations defined by a cryptographic key and, possibly, an
initialization vector or a sync message, defining the processes of encryption
and decryption, having the property that the result of applying decryption
to the image of the encryption transformation with the corresponding
cryptographic key gives the initial result.

| \
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Types of a encryption systems

Types of ciphers:

» stream cipher

» block cipher

» basic block cipher
» substitution cipher
» code

» permutation cipher
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Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Symmetric encryption system

103 cummeTpryHas cuctema wndpoBaHus; cuctema LWNdpoBaHNs
C CEKPETHbLIM KJIFOHOM:

Cncrema wndpoBaHmns, sSBASIOLLASACS CUMMETPUYHOW KPUNTOrpa-
cpuyeckoll cUCTEMOiR, B KOTOPOIA Anst 3awmdpoBaHMst U paclumnd-
POBaHNsI MPUMEHSIIOTCS OANHAKOBbLIE CEKPETHBIE KIHOHU.

103 symmetric encryption system:

An encryption system that is a symmetric cryptographic system in
which the same secret keys are used for encryption and decryption.

3.24 symmetric encryption system: [ISO/IEC DIS 18033-1:2020]

Encryption system based on symmetric cryptographic techniques.

ISO/IEC 29150:2011, 3.41
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Asymmetric encryption system

103 acummeTpuryHas cuctema wndposaHus; cucteMma windpoBaHus C OT-
KPbITbIM KJIHOYOM:

Cuctema wndpoBaHus, SBASIOLLASACS aCUMMETPUYHOW KpunTorpaduye-
CKOli CUCTEMOIA, B KOTOPOI 3alM(pPOBaHNE OCYLLECTBISIETCS C UCMOJb30-
BaHMEM OTKPbITOrO KJIO4a MOJIyHaTeNsl, a pacundpoBaHmne — C NOMOLLbIO
JINYHOTO (3aKPbITOro) KJtOYa MosyHaTesns.

|

103 asymmetric encryption system:

An encryption system, which is an asymmetric cryptographic system in
which encryption is carried out using the recipient's public key, and
decryption is carried out using the recipient’s private key.

3.2 asymmetric encryption system:

|

system based on asymmetric cryptographic techniques whose public
transformation is used for encryption and whose private transformation
is used for decryption. [ISO/IEC 11770-3:2021]
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Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Entity authentication cryptosystem

22 kpunTorpadmyeckasl CUCTEMa ayTEHTMDUKALNN CTOPOH:

Kpuntorpaduyeckas cucrema, Bkatodatowas B cebs
KpunTorpadn4ecKnii NPOTOKO ayTeHTUPUKALUN CTOPOH U
K/IOYEBYIO CUCTEMY.

22 entity authentication cryptosystem:

| A

cryptographic system that includes a cryptographic authentication
protocol of the parties and a key system.
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Entity authentication cryptosystem

Entity Authentication system

Password based protocols

““Challenge — response” based protocols

Three pass protocol protocols
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Data authentication cryptosystem

23 ayTeHTUUKALMSA SAHHBIX:

ﬂposepKa LENOCTHOCTN AaHHbIX U ayTeHTVICbI/IKaLI,VIFI NX NCTOYHUKaA.

23 data authentication:

Data integrity verification and authentication of their source.

There are two types of Data authentication cryptosystem:
» symmetric data authentication cryptosystem,

» asymmetric digital signature cryptosystem.
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Data authentication cryptosystem

Data Authentication system

(symmetric) (asymmetric)
—_
Data authentication system Digital signature
Digital signature scheme Key system

Authentication code

al__s . Creation algorithm
Authentication encryption PKI

Verification algorithm
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Symmetric data authentication cryptosystem

24 cuctema NWMNTO3aLLNTbI:

CummeTpuyHas KpunTorpachmyeckass cucTema,  BbIMOJIHSOLLAA
dyHKuMtO ayTeHTUdUKALUN AaHHBIX, BKOYatOLLAs
KOA, ayTeHTUUKauumn 1 KJAHeByo CUCTEMY.

24 symmetric data authentication cryptosystem:

A symmetric cryptographic system that performs the function of data
authentication and includs an authentication code and a key system.
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

(asymmetric) Digital signature cryptosystem

25 cuctema undpoBoii NOANUCK:

AcummeTpuyHasi  KpunTorpacuyeckasi CUCTEMa, BbIMOJHAIOWAS
PyHKUMIO ayTEeHTMDUKALUNMN JaHHbIX, BKIOYaKOLWast

cxemy UUppPOBOII NOANUCK U KHOYEBYIO CUCTEMY.

25 digital signature cryptosystem:

| A\

An asymmetric cryptographic system that performs the function of
data authentication and includs a digital signature scheme and a
key system.
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

(asymmetric) Digital signature cryptosystem

134 undposas nognnce:

PesynbTaT 3aBuUCAWLEro OT KAOYa MOAMWUCK M MApaMeTPOB CXEMbI
undppoBoii nognucu Kpuntorpadpmyeckoro npeobpasosanusi Habopa
AaHHbIx (coobluenns), obecnevmnBarownii BOSMOXHOCTbL ayTeHTUU-
KaLWy NCTOYHMKA U MPOBEPKN LENOCTHOCTU Habopa AaHHbix (coob-
LEHNS) 1 HEBO3MOXXHOCTb OTPULAHMS (haKTa CO3AaHNS MOAMNCH.

| A\

3.3.26 digital signature:

Data appended to, or a cryptographic transformation (see
cryptography) of, a data unit that allows a recipient of the data
unit to prove the source and integrity of the data unit and protect
against forgery e.g. by the recipient. [ISO 7498-2:1989]

A
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Types of a cryptosystems

Electronic signature

Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

] Task \ Electronic \ Advanced \ Qualified ‘

point out the holder

data integrity

data origin authentication
non-repudiation

+

+
+
_|._

++ 4+ +
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Types of a electronic signatures

Electronicsignature

(watermarks, QR-code, photo, ...)

Advanced signature

( Digital signature scheme)

Qualified signature

Qualified certificate
Certificate service provider

Secure
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Key system

Encryption system

Entity authentication cryptosystem
Data authentication cryptosystem

Types of a cryptosystems

Cryptographic module

K CK3W otHocaTcs:

>

>

CpeAcTBo WwudpoBaHus

CPeACTBO UMUTO3ALLMNTI

CpPencTBO 3JIEKTPOHHOI nognucu

CpeacTBO N3roTOBJNIEHNA KHOYEBLIX JOKYMEHTOB
CpPefCTBO KOAMPOBAHUA

KJIFOYEBOWN AOKYMEHT

Alexander Gorin, Alexander Cheryomushkin, Andrey Zubkov =~ On the Preliminary National Standard

“Information technol



Russian vs English terminology

Russian vs English terminology

During last years a number of books, conferences, papers, preprints
and so on had appeared in a public domain.

As a rule all such publications are in English.

In many Russian publications on cryptographic topics the authors
use individual translations of English terms.

Frequently such translations don't agree with each other or with
traditional terminology.
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Russian vs English terminology

Russian vs English terminology (non-recommended)

As a result, there are many translations for one term, as well as
unsuccessful names for well-known concepts.

Russian non-core standards containing definitions of cryptographic terms
suffer from the same drawback.

Few Russian standards in the field of cryptographic protection also
contain unsuccessful wording of definitions of some terms.

The adopted federal laws introduce even greater confusion, introducing
new terms that are not coordinated with either international or Russian
standards.

Alexander Gorin, Alexander Cheryomushkin, Andrey Zubkov ' On the Preliminary National Standard “Information technol



Russian vs English terminology

Russian vs English terminology (non-recommended)

Cryptology
Cryptography
Cryptanalisys

Kpuntonorus
KpunTorpacus
KpunTtoananus

encipherment/decipherment |

3awudposaHue/ gelwndposarue

|

cryptographic hash function

KpunTorpaduyeckas xew-yHKLus

message authentication code

Ko, ayTeHTumKaumum

identity-based cryptosystem

JINHHOCTHaA KPpUNTOCUCTEMaA

lightweit cryptosystem

NNErKOBECHasA KpUNTOCUCTEMA

substitution attack
impersonation attack
nonce

NMOACTaHOBKA
MMNepcoHaL s
HOHC
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Russian vs English terminology

Russian vs English terminology (recommended)

Cryptology
Cryptography
Cryptanalisys

Kpuntorpadus
Kpuntorpaduyeckuii cuHres
KpunTorpadunyeckuii aHanns

encipherment/decipherment |

3awnposarmne/pacundgpoBatmne

|

cryptographic hash function

He 3aBUCALLAs OT KJKOHA K. Xel-hyHKLUS

MAC algoritm

3aBUCALLaA OT KJKO4Ya K. XeLLI—beHKLI,I/IFI

message authentication code

NMMUNTOBCTaBKa

identity-based cryptosystem

K-CUCTEMA Ha OCHOBE UAEHTU(NKATOPOB

lightweit cryptosystem

HN3KOpeCypcHast KpUuntocucTema

substitution attack
impersonation attack
nonce

nofMeHa coobLeHus
noAMeHa CTOPOHBI
OJHOKPATHO WUCMONb3YEMOe YNCSIO
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Russian vs English terminology

Russian vs English terminology

Non-recommended

session ceccust

padding nagavHr

blind signature cnenas nognuck

fixed substitution cipher | wndp durkcnposaHHoii 3ameHsbi

fresh cBeXui
Recommended

session ceaHc

padding JOmnoJiHeHne

blind signature NOAMUCH BCENYHO

fixed substitution cipher | wudp npocToli 3ameHbI

fresh HOBOE CJy4aliHOE YNC/IOo
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Russian vs English terminology

Any questions 7
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