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B yem npobnema?

* TpeboBaHue 06 NMCNOb30BaAHNU CEPTUDULIMPOBAHHDIX
CK3U

* YacTble MHEeHMA 1 BONPOCHI:

v 3710 pgaet nwb 6e3onacHocTb Ha Bymare, a He B peasibHOM
XKU3HU

v’ 3a rpaHuLent Bce ncnonbsytot Open Source nnm cobCcTBeHHbIe
peanm3aumnm n BCe XOpoLlo

e lanee pacCMOTPUM NPUMEPbLI TOFO, Kak OTCYTCTBUE
NOCTAaTO4YHOro o6pa3oBaHMA N IKCNEPTU3bI B 061acCTU
Kpuntorpapumm NpMBOAUAO K PeasibHbIM B3/IOMaM




ApxuTteKtypa 6e3onacHocTu UHGOPMALMOHHbBIX CUCTEM

Tematnyeckme nccnenosanma CK3U:

OUEHKN NPU KOHKPETHbIX NapameTpax

duKcauma AOCTYNHOIo AManasoHa napameTpos C
YY4ETOM LLENEBbIX XapPaKTEPUCTUK N YPOBHEN
CTOMKOCTM

be3onacHoCTb peanmnsaumm camoro CK3N
besonacHOCTb onpeaeneHHoM 4acTu
NPOrpPamMMHO-anmnapaTHOro OKPYKeHMA
TpeboBaHMA K NOPAAKY MCNO/b30BaHMA

YCcTaHOBNEHHbIN
nopsAoK
3KcnayaTauum

be3onacHoe nporpamMmmHoO-
annapaTHoe OKpYXKeHue

besonacHaa peannsaumna CK3U

CtonKasa kpuntorpadus

CraHaapTu3aums:

ObecneyeHns COBMECTUMOCTM PeLLEHUI +
MHOrosTanHoe 1 BCeCTOPOHHEE UCCAeA0BaHNE:

* MapameTpuM30BaHHbIE OLEHKN CTOMKOCTM

* MpaKTU4YecKada peanmsyemocTb YCA0BUIM SKCAayaTaumm
*  QKTYaNbHOCTb Lie/1eBbIX CBOMCTB MEXaHM3Ma 3




OwnbKun B apudpmetuke

e 2011 roa: «Practical realization and elimination of an ECC-related software bug attack»
v OwmnbKa B peanmsaumm apubmetmyeckmnx onepaumin OpenSSL version 0.9.8g
v BOCCTaHOB/IEHWE NONTOBPEMEHHOTO 3aKPbLITOrO KAtoYa cepsepa 3a 633 3anpoca
v Mpu ncnonssosaHum Kpmusoi NIST P-256
v YA3BUMbI KpMNTOHaboPbI co cTaTu4ecknm ECDH-KAto4oMm

v YA3BUMbI KpUNTOHaboPbI ¢ 3pemepHbiM ECDH-KAH0YOM NpY NPUMEHEHUM
ephemeral-static ECDH-onTumu3zaumnm (ogmnH ademMepHbIM KAtoY Ha MHOIO CeCCUin)



Bug-ataka Ha OpenSSL+P-256

[TPUYUHbBI N UOEA aTAKU:

* [onyuieHa owmnbKa B NnpoLeaype NpmMBeaeHns No MoayAo P

* [pwn cny4yamHom TecTmpoBaHum (B OpenSSL MmeHHO Tak) owmnbKa NoABAAETCA C
BEPOATHOCTLIO He Bonbluelt, yem 10 - 2727

* CepBepy, UCMONb3YIOLWEMY OANH 1 TOT e KAtod d AN BbluMCAeHNA 0DLLero Kato4a
d - Qe h, 8A4ANTVBHO NOAAIOTCA TOUKM Qepp M MO TOMY, BEPHO /M OH BbIYNC/IAET
o6umv1 KNtoY, MPUHMMAETCA peLleHmne 0 3HaYEHUM HOBOM «4acTM» 3HadeHna d



Bug-ataka Ha OpenSSL+P-256

[TPUYUHbBI N UOEA aTAKU:

[lonyuieHa owmnbKa B npoueaype NpuBeaeHMA No MOAYO P

Mpwu cnydaHom TectnposaHum (8 OpenSSL MMeHHO Tak) owmnbKa NoABNAETCA C
BEPOATHOCTBIO He Bosblueit, yem 10 - 2727

CepBepy, UCNONb3YIOWEMY OAMH M TOT e Ktod d ANnAa BbluMcaeHua obuero Kao4a
d - erh, aflanTMBHO NOAAOTCA TOYKM Qppp ¥ MO TOMY, BEPHO /M OH BbIYNC/IAET
OOLLMN KNtOY, MPUHMMAETCA PeLleHne O 3HAYEeHNM HOBOM «4acTu» 3HadYeHnAa d

BbiBOA, aBTOPOB paboThl:

«... the skills gap between cryptography and engineering can be problematic.»




OTcyTcTBME HeobXOAMMbDIX NPOBEPOK

e 2022 ropa: CVE-2022-21449: «Psychic Signatures in Java»
e OwmnbkM B peanmnsaumm nposepkn nognuncu ECDSA (BanngHa ntobaa nognuce smnaa (0,0))
® VYassumsble Bepcuu: Java 15, Java 16, Java 17/, Java 18

| Welcome to JShell -- Version 17.8.1

| For an introduction type: /help intro

jshell> import java.security.*

jshell> var keys = KeyPairGenerator.getInstance("EC").generateKeyPair()
keys ==> java.security.KeyPair@t26b2d4da

jshell> var blankSignature = new byte[64]

blankSignature ==> byte[b4]1 { @, @, @, @, @, 6, @, 0, 0, @, 6, @, @, ...
6, 0, 6, 0, 9, 9, 9, 8 3

jshell> var sig = Signature.getInstance("SHA256WithECDSAInP1363Format")
sig ==> Signature cbject: SHA2Z56WithECDSAInP1363Format<not initialized>
jshell> sig.initVerify(keys.getPublic())

jshell> sig.update("Hello, World".getBytes())

jshell> sig.verify(blankSignature)

$8 ==> true

// Qops, that shouldn't have verified...



OTcyTcTBME HeobXOAMMbDIX NPOBEPOK

[Mposepka noanunch ECDSA (ANS X9.62 — 1998):

5.4.2
1.

2.

3.

4,

5.4.3

5.4.4

Modular Computations

If #"is not an integer in the interval [1, n-1], then reject the signature.
If 5715 not an integer in the interval [1, n-1], then reject the signature.
Compute ¢ = (' y' mod n. (See Annex D.1.2.)

Compute u; = e'c mod n and u: = r'c mod n.

Elliptic Curve Computations

Compute the elliptic curve point (xy, vi) =G + w2 (see Annex D.3.2). (If 1 G + w2Q is
the point at infinity, then reject the signature. )

Signature Checking
Convert the field element x, to an integer x|, as described in Section 4.3.5.
Compute v = X, mod n.

If " = v, then the signature is verified, and the verifier has a high level of confidence that
the received message was sent by the party holding the secret key o corresponding o Q.

If r' does not equal v, then the message may have been modified, the message may have
been incorrectly signed by the signatory, or the message may have been signed by an
impostor. The message shall be considered invalid.



OTcyTcTBME HeobXOAMMbDIX NPOBEPOK

[Mposepka noanunch ECDSA (ANS X9.62 — 1998):

5.4.2 Modular Computations

: — - _ [lpOoBEPKKM HE MPON3BOAATCA:
l. If #"is not an integer in the interval [1, n-1], then reject the signature.

2. If 5715 not an integer in the interval [1, n-1], then reject the signature. _ M O,EI,I'I NCb ( I’=O,S=O) 6y,£l,eT
NPOBEPATLCA AanblUe

3. Compute ¢ = (' y' mod n. (See Annex D.1.2.)

4, Compute u; = e'c mod n and u: = r'c mod n.

5.4.3 Elliptic Curve Computations

1. Compute the elliptic curve point (xy, ¥1) = G + w22 (see Annex D.3.2). (If G + w2Q is
the point at infinity, then reject the signature. )

5.4.4 Signature Checking

1. Convert the field element x; to an integer ¥, as described in Section 4.3.5.
2. Compute v = X, mod n.
3. If r' = v. then the signature is verified, and the verifier has a high level of confidence that

the received message was sent by the party holding the secret key o corresponding o Q.

If r' does not equal v, then the message may have been modified, the message may have
been incorrectly signed by the signatory, or the message may have been signed by an
impostor. The message shall be considered invalid.



OTcyTcTBME HeobXOAMMbDIX NPOBEPOK

[Mposepka noanunch ECDSA (ANS X9.62 — 1998):

5.4.2 Modular Computations
l. If #"is not an integer in the interval [1, n-1], then reject the signature.

2. If 5715 not an integer in the interval [1, n-1], then reject the signature.

[on*KHO Obl10 Obl «CAOMATbCA» 31ech!

3. Compute ¢ = (' y' mod n. (See Annex D.1.2.)

4, Compute u; = e'c mod n and u: = r'c mod n. HO HEeT — O6paTHbIVI BblHNCNAETCA MO
dopmyne s""2 mod n

5.4.3 Elliptic Curve Computations

1. Compute the elliptic curve point (xy, ¥1) = G + w22 (see Annex D.3.2). (If G + w2Q is
the point at infinity, then reject the signature. )

5.4.4 Signature Checking

1. Convert the field element x; to an integer ¥, as described in Section 4.3.5.
2. Compute v = X, mod n.
3. If r' = v. then the signature is verified, and the verifier has a high level of confidence that

the received message was sent by the party holding the secret key o corresponding o Q.
If r' does not equal v, then the message may have been modified, the message may have

been incorrectly signed by the signatory, or the message may have been signed by an
impostor. The message shall be considered invalid.

10



OTcyTcTBME HeobXOAMMbDIX NPOBEPOK

[IpoBepKa

noanuch ECDSA (ANS X9.62 — 1998):

5.4.2
1.

2.

3.

4,

5.4.3

Modular Computations

If #"is not an integer in the interval [1, n-1], then reject the signature.
If 5715 not an integer in the interval [1, n-1], then reject the signature.
Compute ¢ = (' y' mod n. (See Annex D.1.2.)

Compute u; = e'c mod n and u: = r'c mod n.

Elliptic Curve Computations

Compute the elliptic curve point (xy, vi) =G + w2 (see Annex D.3.2). (If 1 G + w2Q is - Bce 33aKOHYMNTOCb 6 bl

5.4.4

the point at infinity, then reject the signature. )
34€eCb... HO 3Ta NPOBEPKA

Signature Checki
gnature Checking TOXe He BbInosHgeTca®

Convert the field element x, to an integer x|, as described in Section 4.3.5.
Compute v = X, mod n.

If " = v, then the signature is verified, and the verifier has a high level of confidence that
the received message was sent by the party holding the secret key o corresponding o Q.

If r' does not equal v, then the message may have been modified, the message may have

been incorrectly signed by the signatory, or the message may have been signed by an
impostor. The message shall be considered invalid.
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HeKoppeKTHaa nHtepnpeTtauusa cneumndpmkaumm

e 2019 ropa: aTaka Ha cuctemy nepegadm gaHHbix CROC (CVE-2021-31603)

Cuctema nepegaum aaHHbix CROC

cepsep

YCTaHOBKa 3aLLULLEHHOrO KaHana c NOMOLLbIO KpUnTorpadmnyeckoro NPoToKona
BbIpaboTKM o0bLiero Kato4va Ha ocHoBe napona (PAKE)

U

MNepenayva $panioB NO yCTAHOBAEHHOMY 3aLLUULLEHHOMY KaHany

12



HeKoppeKTHaa uHTepnpeTtauua cneundpuKaumm

Cucrema CROC ncnonbsyer
KpuntorpaduyecKkmii npoToKon BbipaboTKku obuwero kntoua SPAKE2

Draft RFC, onucbiBatowmii cneumduKkaumto npotokona SPAKE?2:

* B pamKax npoueaypbl Setup BbipabaTbiBalOTCA TOYKU INAUNTUYECKON KpmnBou M, N
* OnucaHbl aNAITOPUTMbI reHepaunm Touek M, N

* Paspen “Security Considerations” cogep*uUTt 3amevyaHue:

Bbibop M n N nmeeTt KpalHe Ba)KHOe 3Ha4YeHue ana 6e30nacHOCTM NPOTOKONA.
OnuncaHHble MeToAbl UX reHepaLnm No3BoAAKT NMOMOYb n3bexaTb npobnem,
CBA3aHHbIX CO 3HAHNEM ANCKPETHbIX norapudmos M u N

Ecnu 0158 moyku M uzseecmeH OUCKpemHbIlU s102apupm, mo 803MOXCHA AMAKAQ,
M10380/1AI0UWAA B0OCCMAHOBUMb K/1KOY WUPPOBAHUSA

13



HeKoppeKTHaa nHTepnpeTtauua cneuudmuKaumm

e 2019 ropa: aTaka Ha cuctemy nepegadm gaHHbix CROC (CVE-2021-31603)

B cucteme CROC (B yacTtu peanunsaumm npotokona SPAKE?2)
TOYKy M reHepupyeT oHa 13 CTOPOH NPOTOKONA

U

Hapywuntenb, KOTOPbIN ABAAETCA IETMTUMHbBIM Y4aCTHUKOM CUCTEMDbI,
MOKET BbIOpaTb TaKyto TOYKY M, AnA KOTOPOU OH 3HAET ANCKPETHbIN norapuem

U

HapyLlwmnTtenb MOXeT BOCCTaHaBAMBATb KoY WnudpoBaHUA

AsTopbl aTaku (https://redrocket.club/posts/croc/) npnsoasat nemoHcTpaumto, rae
Hanbonee cyllecTBeHHasa YacTb aTaku TpebyeT 17 cekyHA

14



OTcyTcTBME HEOBXOAUMDIX OFrPaHUYEHUN

2016 roa: SWEET32 (CVE-2016-2183)
«On the Practical (In-)Security of 64-bit Block Ciphers»
Atakn Ha HTTP+OpenVPN 1 Ha HTTPS

[Tpobnema B MCNO/1b30BAHUMN BNOYHbIX LLNGPOB C
pa3mepom 6s10Kka 64 6uta B pexkmme CBC

15



SWEET32

[TpeabicTOPUSA:

v 2000 roza. PyHOameHTa/IbHaA OLEeHKa CTOMKoCTU pexxkmuma CBC:

Theorem 17 [Security of CBC using a pseudorandom permutation| Suppose F is a PRP

family with length [. Then, for any t, ¢. and p,. = ql,

N
lor- r
Advg]gélf;—.] (', t, (e, ,Uec) S 2 Adv%p(tﬁ q')j:

1

q22—I—1

v' CaMu no cebe npuKnagHbie NPOTOKOIbl HE OrPaHMUYMBAIOT HArPy3Ky Ha KoY

v YyeT HarpysKu OTAaH Ha OTKYM KOHKPETHbIM peann3aumam

IleTann aTaku:

v BoccTaHOBEHWe cekpeTHbIX 16-6ainToBbIx 3HaueHun BasicAuth u cookie

v Hy»Ho Habpatb 800 b Tpadmka (19 yacos ansa OpenVPN u 38 yacos and HTTPS)
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HeKoppeKkTHaa 06pabotKka popmara

e 2014 roa: Heartbleed (CVE-2014-0160)
® VYA3BMMOCTb B moayne Heartbeat omubanotekmn OpenSSL

e HekoppeKTHaa obpaboTKa cneumnasbHOro 3anpoca Ans
ONTMMM3ALMM NOAAEPIKAHMA aKTMBHOCTM CeaHca

® BocCTaHOBEHME AONTOBPEMEHHbIX K/HOYEN, CEKPETHbIX
cookie nnm KoHGMAEHUNANBHOM MHPOPMALMKN APYTUX
coeaANHEHNN
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Heartbleed

@ Heartbeat — HopMmanbHasa paboTa

Cepeep, eUIM Thl

3/1eCb, NPULLNK Cepsep
MHe 4 ByKBbl:
Tect
Kﬂ Me HT «TecCT»,

W Heartbleed — 3kcnnyaTauua ownbkun

Cepsep, e Tbl . CepBep
34echb, NpULLIN TecT. 3aKpbIThbIK
MHe 500 Byks: KJ1104 cepBepa

KneHT «TECT?. 31431498531054.

— HaTtanba meHaeT
naponb Ha
«rnaposib 123»...

_—
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Cnacnbo 3a BHMMaHue!l
Bonpocs!?
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