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ViEncrypt block cipher:
No. Version 𝑙 𝑘 𝑅
1.

ViEncrypt-128 128
128 6

2. 192 7
3. 256 8
4.

ViEncrypt-256 256
256 6

5. 384 7
6. 512 8
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States
𝑥!! 𝑥!" 𝑥!# 𝑥!$

𝑥"! 𝑥"" 𝑥"# 𝑥"$

𝑥#! 𝑥#" 𝑥## 𝑥#$

𝑥$! 𝑥$" 𝑥$# 𝑥$$

Internal state of the block cipher
a) ViEncrypt-128
b) ViEncrypt-256

a)

b)

c)

d)

Key schedule state:
c) ViEncrypt-128
d) ViEncrypt-256
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Basic Transformation
SubCells and InvSubCells - Nonlinear Transformation
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Basic Transformation
MixWords and invMixWords: Linear Transformation
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Basic Transformation
Xwords – Linear Transformation
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Encryption 
and 
Decryption
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Key Schedule

The key schedule of the ViEncrypt-𝑙 block cipher uses a key state transformation, denoted 

by UpdateKS!. This transformation updates the key state of size of 2𝑙-bit 𝐾 =

𝐾"#$%‖𝐾&'()% ∈ 𝑉*! to get the next round key by the following steps: 

- Initialization: The initial key state 𝐾+ will be initialized from

the master key 𝒦,-.%#/ for the 2𝑙 -bit key case and the additional key for the

remaining case as follows:

𝐾+ =
𝓀+‖…‖𝓀0 if 𝒦,-.%#/ = 𝓀+‖…‖𝓀0 ∈ 𝑉*!

𝓀+‖…‖𝑘1 𝓀2 𝓀* 𝓀3 if 𝒦,-.%#/ = 𝓀+ …‖𝑘2 ∈ 𝑉3!/*
𝓀+ … 𝓀3 𝓀+ … 𝓀3 if 𝒦,-.%#/ = 𝓀+ …‖𝓀3 ∈ 𝑉!
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FLC (Four-Leaf Clover) scheme
[1] Cuong Nguyen, Anh Nguyen, Phong Trieu, Long Nguyen, and Lai Tran. Analysis of
a new practically secure SPN-based scheme in the Luby-Rackoff model. in The 9th
International Conference on Future Data and Security Engineering. 2022. Springer.
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Theorem 1. (Theorem 3, [1]) Let 12 perfect random permutations
𝑓!", 𝑓"", 𝑓#", 𝑓$", 𝑓!#, 𝑓"#, 𝑓##, 𝑓$# , 𝑓!$, 𝑓"$, 𝑓#$, 𝑓$$ ∈ 𝑃% . 𝐶 =
ℱ $ 𝑓!", 𝑓"", 𝑓#", 𝑓$", 𝑓!#, 𝑓"#, 𝑓##, 𝑓$#, 𝑓!$, 𝑓"$, 𝑓#$, 𝑓$$ ∈ 𝑃&% be the 3-round
FLC scheme, and 𝐹∗ ∈ 𝑃&% is a perfect random permutation. For any
pseudorandom distinguisher 𝒜 allowed to make at most 𝑑 encryption
queries, we have

Adv𝒜 𝐶, 𝐹∗ ≤ 5𝑑 𝑑 − 1 2)%*".
Theorem 2. (Theorem 4, [1]) Let 20 perfect random permutations
𝑓!", 𝑓"", 𝑓#", 𝑓$", … , 𝑓!+, 𝑓"+, 𝑓#+, 𝑓$+ ∈ 𝑃%. 𝐷 = ℱ + 6

7
𝑓!", 𝑓"", 𝑓#", 𝑓$", … , 𝑓!+, 𝑓"+,

𝑓#+, 𝑓$+ ∈ 𝑃&% be the 5-round FLC scheme and 𝐹∗ ∈ 𝑃&% is a perfect
random permutation. For any super pseudorandom distinguisher 𝒜
allowed to make at most 𝑑 encryption and decryption queries, we have

Adv𝒜 𝐷, 𝐹∗ ≤ 𝑑 𝑑 − 1 2)%*& + 𝑑 𝑑 − 1 2)&%)".
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S-box 8 bit s

Concretely, 8-bit S-box 𝑠: 𝔽*! → 𝔽*! takes an input 𝑥 = 𝑥!‖𝑥5 ∈ 𝑉6 and returns an output 𝑦 =
𝑦!‖𝑦5 ∈ 𝔽*! where 𝑥! , 𝑥5 , 𝑦! , 𝑦5 ∈ 𝔽*" defined by the following formula:

𝑦5 = =𝜋7 𝑥! ⋅ 𝑥5 ⊕1, 𝑥5 ≠ 0,
D𝜋7 𝑥! ⊕1, 𝑥5 = 0,

𝑦! = =𝜋* 𝑥5 ⋅ 𝑦5 , 𝑦5 ≠ 0,
D𝜋* 𝑥5 , 𝑦5 = 0,

where
𝜋" ={0x0, 0x1, 0xE, 0x9, 0xB, 0xD, 0x7, 0x6, 0x8, 0x3, 0xA, 0x4, 0xC, 0x5, 0x2, 0xF}

𝜋# = {0x0, 0x1, 0xD, 0xB, 0xE, 0x9, 0x6, 0x7, 0xA, 0x4, 0xF, 0x2, 0x8, 0x3, 0x5, 0xC}

$𝜋" = {0x0, 0x1, 0x9, 0xE, 0xD, 0xB, 0x7, 0x6, 0xF, 0x2, 0xC, 0x5, 0xA, 0x4, 0x3, 0x8}

$𝜋# = {0x0, 0x1, 0x9, 0xE, 0xD, 0xB, 0x7, 0x6, 0xF, 0x2, 0xC, 0x5, 0xA, 0x4, 0x3, 0x8}
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S-box 8 bit s
Nam, Tran Sy, Nguyen Van Long, and Nguyen Bui Cuong. "An Optimized Bit-Slice
Implementation of Secure 8-Bit Sbox Based on Butterfly Structure." 2023 15th
International Conference on Knowledge and Systems Engineering (KSE). IEEE, 2023.

TU decomposition of 
Kuznyechik S-box – a) and our S-box – b)
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The implementation complexity of S-boxes
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MDS matrices
For ViEcnrypt-128, we consider the companion matrices of the form in [15] as follows:

0 1 0 0
0 0 1 0
0 0 0 1
1 𝐿 1 𝐿 ⊕ 1

Where its fourth power is the MDS matrix. With the base field 𝔽*! above, choose the
linear transformation L as the multiplication with the element x (equal to 2 in the
decimal system). Then, the companion matrices 𝐴 and 𝐴87 are determined as follows:

𝐴1 =

0 1 0 0
0 0 1 0
0 0 0 1
1 2 1 3

, 𝐴187 =

2 1 3 1
1 0 0 0
0 1 0 0
0 0 1 0

.

Their fourth powers define the matrices used in MixWords and InvMixWords as follows
𝑀1 = 𝐴11, 𝑀1

87 = 𝐴181.
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ForViEncrypt-256, we choose the coefficients for the 8×8 companion matrix over the field
𝔽*!, which has the following form:

𝐴! =

0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 1

0x01 0x04 0xDB 0x0C 0x14 0x0C 0xDB 0x04

,

𝐴!"# =

0x04 0xDB 0x0C 0x14 0x0C 0xDB 0x04 0x01
1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0

The eighth powers of these matrices give us an 8×8 MDS matrix over the field 𝔽$% with a primitive
generating polynomial 𝑓 𝑥 = 𝑥!⊕𝑥%⊕𝑥&⊕𝑥⊕ 1, i.e,𝑀! = 𝐴!! and𝑀!

"# = 𝐴!"!
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Key schedule

𝑐!∗ 𝑐#∗

1-round 𝒱-scheme

- The r-rounds V-scheme is indistinguishable from a perfect random function when r≥3.
- The r-rounds V-scheme is indistinguishable from a perfect random permutation when
r≥5.

[NBC2017] Bui Cuong Nguyen and Tuan Anh Nguyen,
Evaluating pseudorandomness and superpseudorandomness
of the iterative scheme to build SPN block cipher. Journal of
Science and Technology on Information security, 2017. 40(2):
p. 40.
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qClassic cryptanalysis
Differential and linear cryptanalysis

Corollary 1. Any trail over two rounds of ViEcnrypt-128 has at least 20 differential/linear
active S-boxes.
Corollary 2. Any trail over two rounds of ViEncrypt-256 has at least 36 differential/linear
active S-boxes.
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qClassic cryptanalysis

Round

Minimum
active S-
boxes
number

Differential cryptanalysis Linear cryptanalysis

The Upper
bound of
probability

Complexity
Upper
bound of
probability

Complexity

1 5 28*0,+62 2*0,+62 287*,0 2*2,1

2 20 287+6,31 27+6,31 282+,6 27+7,:

3 25 28732,1*2 2732,1*2 28:3,2 27*0

4 40 28*7:,:6 2*7:,:6 287+7,: 2*+3,*

5 45 28*13,0:2 2*13.0:2 28771,3 2**6,:

6 60 283*2,+* 23*2,+* 2872*,1 23+1,6

7 65 2832*,7+2 232*,7+2 287:2,7 233+,*

8 80 28133,3: 2133,3: 28*+3,* 21+:,1

ViEncrypt-128
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qClassic cryptanalysis

Round

Minimum
active S-
boxes
number

Differential cryptanalysis Linear cryptanalysis

The Upper
bound of
probability

Complexity
Upper
bound of
probability

Complexity

1 9 2816,023 216,023 28**,6: 212,0*

2 36 287<2.+7* 27<2.+7* 28<7,11 276*,66

3 45 28*13,0:2 2*13,0:2 28771,3 2**6.:

4 72 283<+,+*1 23<+,+*1 2876*,66 23:2,0:

5 81 28136.000 2136.000 28*+2,01 2177,16

6 108 28262.+3: 2262.+3: 28*01,3* 2216,:1

7 117 28:33,06< 2:33,06< 28*<0,76 22<1,3:

8 144 2806+,+16 206+,+16 283:2,0: 2037,2*

ViEncrypt-256
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qClassic cryptanalysisBoomerang attack: 
• ViEncrypt-128: 3 rounds – complexity 2270
• ViEncrypt-256: 3 rounds – complexity 2487
Integral attack: 
• ViEncrypt-128: 3,5 rounds – complexity 2265
• ViEncrypt-256: 3,5 rounds – complexity 2521
Algebraic attack:

Differential related key attack: 
• ViEncrypt-128: 4 rounds – complexity 2541
• ViEncrypt-256: 3 rounds – complexity 2975
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qClassic cryptanalysis
Other cryptanalysis

We have also considered the security of other cryptanalyses such as, linear-
differential cryptanalysis, impossible differential cryptanalysis, zero correlation
cryptanalysis, invariant subspace cryptanalysis, etc. In particular, for invariant
subspace cryptanalysis, due to the FLC structure, the invariant spaces on the Vl of
ViEncrypt-l will be reduced to the invariant spaces on the Vw space in each substate.
However, in each substate, linear layers based on MDS matrices of full-block size
are used, resulting in no real invariant subspace to exploit in cryptanalysis. For
impossible differential cryptanalysis, we analyzed an impossible difference based
on possible mid-errors due to linear transformations MixWords and XWords.
Furthermore, these differences are also considered to extend the attack to a more
significant number of rounds. Nevertheless, it is no longer practical for ViEncrypt
with number of round greater than three.
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qRandomness Evaluation
We have performed a randomness evaluation for variants of ViEncrypt round-by-round
according to a pre-selection process on four non-random input Plaintext sets (Low-
Density Plaintext (LW) data set, High-Density Plaintext (HW) data set, 1-Bit Plaintext
Avalanche data set (Av1), Plaintext Rotation (Rot) data set), using seven appropriate
statistical tests (Frequency, Run, Longest of 1 in a block, Serial, Approximate Entropy,
Cumulative Sum). Then, we have the evaluation results through the rounds summarized:

Algorithm # Rounds # Rounds Random Data Sets
ViEncrypt-256/512 8 ≥ 2 LW, HW, Av1, Rot
ViEncrypt-256/384 7 ≥ 2 LW, HW, Av1, Rot
ViEncrypt-256/256 6 ≥ 2 LW, HW, Av1, Rot
ViEncrypt-128/256 8 ≥ 2 LW, HW, Av1, Rot
ViEncrypt-128/192 7 ≥ 3 LW, HW, Av1, Rot
ViEncrypt-128/128 6 ≥ 2 LW, HW, Av1, Rot
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qQuantum resource estimation
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qQuantum resource estimation
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v Software implementation
We implemented ViEncrypt in software by using the precomputed lookup tables
implementation and bit-sliced implementation methods. The cipher was running in
ECB mode of operation. The source code is written in C++ and optimized for 64-bit
hardware platforms with implementation methods using precomputed lookup tables.
The code does not contain any assembler instructions. It neither uses any special
registers nor invocation of SIMD commands. The code was compiled in the Visual
Studio 2022 environment for the x64/Intel platform. The measurements were
performed on a single Intel i7- 2600 core @ 3,4GHz processor in Windows 7 OS.
The speed of our implementation is measured in Megabits per second. The results
are given in.
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v Software implementation using lookup tables
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v Hardware implementation
We implemented ViEncrypt on a Kintex-7 FPGA chip (xc7k160tfbg676-3) using Vivado
2015. The implementation technique is iterative looping, with each round requiring three
clock cycles or 18 clock cycles for six rounds. The key schedule is pre-computed on the fly,
providing round keys for both encryption and decryption processes. The Mbps/Slice
parameter is used to evaluate implementation efficiency. The results are given as follow:
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Thank	you	for	listening!


