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XSL�àëãîðèòìû

XSL�àëãîðèòìû:

1 Íàëîæåíèå êëþ÷à ïî ìîäóëþ 2 XOR

2 Íåëèíåéíîå ïðåîáðàçîâàíèå (ïàðàëëåëüíîå äåéñòâèå S-áëîêîâ)
(S, S, ..., S)

3 Ëèíåéíîå ðàññåèâàþùåå ïðåîáðàçîâàíèå L

Ïðèìåðû XSL�àëãîðèòìîâ áëî÷íîãî øèôðîâàíèÿ

Êóçíå÷èê (ÃÎÑÒ Ð 34.12-2015)

AES

Khazad

LED

è äð.
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Èíâàðèàíòû ðàóíäîâîé ôóíêöèè

Îïðåäåëåíèå

Ïóñòü F : Fn
2 → Fn

2 � ïîäñòàíîâêà. Èíâàðèàíòîì ïîäñòàíîâêè F
íàçûâàåòñÿ òàêàÿ áóëåâà ôóíêöèÿ g : Fn

2 → F2, ÷òî ôóíêöèÿ

g + g ◦ F

ÿâëÿåòñÿ êîíñòàíòîé.
Â ýòîì ñëó÷àå F (Sg) ∈ {Sg,Fn

2 \ Sg}, ãäå Sg = {x ∈ Fn
2 | g(x) = 1}.

Èíâàðèàíòû ôóíêöèè F èùóò ñðåäè áóëåâûõ ôóíêöèé îïðåäåë¼ííîãî âèäà
1 2

1Todo, Y., Leander, G., Sasaki, Y. ¾Nonlinear invariant attack: Practical attack on
full SCREAM, iSCREAM, and Midori64¿, 2016.

2Áóðîâ Ä. À., ¾Î ñóùåñòâîâàíèè íåëèíåéíûõ èíâàðèàíòîâ ñïåöèàëüíîãî âèäà
äëÿ ðàóíäîâûõ ïðåîáðàçîâàíèé XSL-àëãîðèòìîâ¿, 2021.
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Ìåòîä êðèïòîàíàëèçà íà îñíîâå èíâàðèàíòíûõ

ïîäïðîñòðàíñòâ

Åñëè g ÿâëÿåòñÿ ôóíêöèåé-èíäèêàòîðîì ìíîæåñòâà W + α, ãäå
W < Fn

2 , α ∈ Fn
2 , òî ãîâîðÿò î ìåòîäå êðèïòîàíàëèçà íà îñíîâå

èíâàðèàíòíûõ ïîäïðîñòðàíñòâ. Â ýòîì ñëó÷àå F (W + α) = W + α.

Ìåòîä óñïåøíî ïðèìåíåí ê áëî÷íûì øèôðàì PRINT3, Robin,
iSCREAM, Zorro4, SCREAM, Midori645, Khazad6.

3Leander, G., Abdelraheem, M.A., AlKhzaimi, H., Zenner, E. (2011). A
Cryptanalysis of PRINTcipher: The Invariant Subspace Attack. Advances in Cryptology
� CRYPTO 2011.

4Leander, G., Minaud, B., Rønjom, S. ¾A generic approach to invariant subspace
attacks: Cryptanalysis of Robin, iSCREAM and Zorro¿, 2015.

5Todo, Y., Leander, G., Sasaki, Y. ¾Nonlinear invariant attack: Practical attack on
full SCREAM, iSCREAM, and Midori64¿, 2016.

6Burov D. A., B. A. Pogorelov, ¾An attack on 6 rounds of Khazad¿, 2016.
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Ìåòîä êðèïòîàíàëèçà íà îñíîâå èíâàðèàíòíûõ

ïîäïðîñòðàíñòâ

Êàê èñêàòü èíâàðèàíòíûå ïîäïðîñòðàíñòâà ðàóíäîâîé ôóíêöèè F
XSL-ñõåìû?

Èíâàðèàíòíûå ïîäïðîñòðàíñòâà S = (S, S, ..., S)

Èíâàðèàíòíûå ïîäïðîñòðàíñòâà L
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Èíâàðèàíòíûå ïîäïðîñòðàíñòâà ìàòðèö, èñïîëüçóåìûõ â

L-ñëîå

Ðåêóðñèâíûå ìàòðèöû (Êóçíå÷èê 7 8 9, LED, PHOTON).

Öèðêóëÿíòíûå ìàòðèöû 9 10 (AES, SM4, Whirlpool).

Ìàòðèöû Àäàìàðà10 (Khazad, Anubis, CLEFIA).

È äð.

7Denis Fomin. ¾On the Impossibility of an Invariant Attack on Kuznyechik¿ 10-th
Workshop on Current Trends in Cryptology (CTCrypt 2021). Pre-proceedings.

8Ä. À. Áóðîâ, ¾Î ñóùåñòâîâàíèè íåëèíåéíûõ èíâàðèàíòîâ ñïåöèàëüíîãî âèäà
äëÿ ðàóíäîâûõ ïðåîáðàçîâàíèé XSL-àëãîðèòìîâ¿, Äèñêðåò. ìàòåì., 33:2 (2021),
31�45.

9C.A. Äàâûäîâ, ¾Îá èíâàðèàíòíûõ ïîäïðîñòðàíñòâàõ ìàòðèö-öèðêóëÿíòîâ è
ðåêóðñèâíûõ ìàòðèö¿, Äèñêðåò. ìàòåì., 36:4 (2024), 44�63.

10À. Â. Âîëãèí, Ã. Â. Êðþ÷êîâ, ¾Õàðàêòåðèçàöèÿ ëèíåéíûõ ïðåîáðàçîâàíèé,
çàäàþùèxñÿ ìàòðèöàìè Àäàìàðà íàä êîíå÷íûì ïîëåì è öèðêóëÿíòíûìè
ìàòðèöàìè¿, ÏÄÌ. Ïðèëîæåíèå, 2017, � 10, 10�11.
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Ìàòðèöû Àäàìàðà

Îïðåäåëåíèå

Êâàäðàòíàÿ ìàòðèöà H ïîðÿäêà 2k íàä ïîëåì F2s íàçûâàåòñÿ
ìàòðèöåé Àäàìàðà (FFH�ìàòðèöåé), åñëè

H =

(
U V
V U

)
, (1)

ãäå U, V FFH�ìàòðèöû ðàçìåðà 2k−1 × 2k−1.

Èíâàðèàíòíûå ïîäïðîñòðàíñòâà FFH�ìàòðèöû áûëè èñïîëüçîâàíû
äëÿ ïîñòðîåíèÿ àòàêè íà 6 ðàóíäîâ àëãîðèòìà Khazad11.

11Burov D.A., Pogorelov B.A., ¾An attack on 6 rounds of Khazad¿, 2016.
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Èíâàðèàòíûå ïîäïðîñòðàíñòâà ìàòðèöû ØÑ Khazad

W (1) = {(a, a, b, b, e, e, d, d)|a, b, e, d ∈ F28},

W (2) = {(a, b, a, b, e, d, e, d)|a, b, e, d ∈ F28},

W (3) = {(a, b, b, a, e, d, d, e)|a, b, e, d ∈ F28},

W (4) = {(a, b, e, d, a, b, e, d)|a, b, e, d ∈ F28},

W (5) = {(a, b, e, d, b, a, d, e)|a, b, e, d ∈ F28},

W (6) = {(a, b, e, d, e, d, a, b)|a, b, e, d ∈ F28},

W (7) = {(a, b, e, d, d, e, b, a)|a, b, e, d ∈ F28},

U(1) = {(a, a, a, a, b, b, b, b)|a, b ∈ F28},

U(2) = {(a, a, b, b, a, a, b, b)|a, b ∈ F28},

U(3) = {(a, a, b, b, b, b, a, a)|a, b ∈ F28},

U(4) = {(a, b, a, b, a, b, a, b)|a, b ∈ F28},

U(5) = {(a, b, a, b, b, a, b, a)|a, b ∈ F28},

U(6) = {(a, b, b, a, a, b, b, a)|a, b ∈ F28},

U(7) = {(a, b, b, a, b, a, a, b)|a, b ∈ F28},

Z(1) = {(a, a, a, a, a, a, a, a)|a ∈ F28}.
(2)
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Èíâàðèàòíûå ïîäïðîñòðàíñòâà L-ñëîÿ ñ íåòðèâèàëüíîé

ãðóïïîé àâòîìîðôèçìîâ

Îïðåäåëåíèå

Ãðóïïîé àâòîìîðôèçìîâ êâàäðàòíîé ìàòðèöû A ïîðÿäêà n íàä
ïîëåì F2s íàçîâåì ãðóïïó

Autd(A) = {g = (g1, g2) ∈ Sn × Sn | Ag = A} ,

ãäå Ag = (ag1(i),g2(j)).

Öèðêóëÿíòû è FFH�ìàòðèöû èìåþò íåòðèâèàëüíóþ ãðóïïó
àâòîìîðôèçìîâ12.

Ìàòðèöû ñ íåòðèâèàëüíîé ãðóïïîé àâòîìîðôèçìîâ èìåþò
ñîáñòâåííûå èíâàðèàíòíûå ïîäïðîñòðàíñòâà12.

Ïîëó÷åííûå â ðàáîòå12 èíâàðèàíòíûå ïîäïðîñòðàíñòâà
FFH-ìàòðèö â òî÷íîñòè ñîîòâåòñòâóþò (2).

12Áóðîâ Ä.À., Êîñòàðåâ C.Â. ¾Ãðóïïû àâòîìîðôèçìîâ ìàêñèìàëüíî
ðàññåèâàþùèõ ìàòðèö¿, CTCrypt 2025.
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Æîðäàíîâà ôîðìà ìàòðèöû Àäàìàðà

Òåîðåìà (À. Â. Âîëãèí, Ã. Â. Êðþ÷êîâ 10)

Ïóñòü ïîäìàòðèöà V ìàòðèöû Àäàìàðà H (1) îáðàòèìà. Òîãäà
êàíîíè÷åñêàÿ ôîðìà ìàòðèöû Ex+H ðàâíà

K(Ex+H) = diag(1, ..., 1, (x+ r)2, ..., (x+ r)2),

ãäå r � ñóììà ýëåìåíòîâ ñòðîêè ìàòðèöû H.

Ñëåäñòâèå

Æîðäàíîâà ôîðìà ìàòðèöû Àäàìàðà H ðàâíà

J(H) =



r 1 0 0 ... ... 0 0
0 r 0 0 ... ... 0 0
0 0 r 1 ... ... 0 0
0 0 0 r ... ... 0 0
... ... ... ... ... ... ... ...
... ... ... ... ... ... ... ...
0 0 0 0 ... ... r 1
0 0 0 0 ... ... 0 r


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Èíâàðèàíòíûå ïîäïðîñòðàíñòâà ìàòðèö Àäàìàðà

Ìàòðèöà J(H) ïîäîáíà ìàòðèöå T ñëåäóþùåãî âèäà:

P−1J(H)P = T2k×2k =

(
R2k−1×2k−1 E2k−1×2k−1

O2k−1×2k−1 R2k−1×2k−1

)
,

ãäå O � íóëåâàÿ ìàòðèöà, E � åäèíè÷íàÿ ìàòðèöà, à
R = diag(r, r, ..., r) � ñêàëÿðíàÿ ìàòðèöà ñîîòâåòñòâóþùèõ ðàçìåðîâ.

Ïðèìåð

Ìàòðèöà T8×8 ðàâíà:

T8×8 =



r 0 0 0 1 0 0 0
0 r 0 0 0 1 0 0
0 0 r 0 0 0 1 0
0 0 0 r 0 0 0 1
0 0 0 0 r 0 0 0
0 0 0 0 0 r 0 0
0 0 0 0 0 0 r 0
0 0 0 0 0 0 0 r


.
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Èíâàðèàíòíûå ïîäïðîñòðàíñòâà ìàòðèö Àäàìàðà

Êàê íàéòè èíâàðèàíòíûå ïîäïðîñòðàíñòâà ìàòðèöû Àäàìàðà H?

Íàéòè ìàòðèöó ïåðåõîäà (ïîäîáèÿ) ìåæäó ìàòðèöåé Àäàìàðà è
ìàòðèöåé T .

Îïèñàòü èíâàðèàíòíûå ïîäïðîñòðàíñòâà ìàòðèöû T .

12/22



Ìàòðèöà ïåðåõîäà

Òåîðåìà

Ïóñòü â (1) ìàòðèöà V îáðàòèìà. Òîãäà ðåøåíèåì óðàâíåíèÿ
ïîäîáèÿ X−1TX = H ÿâëÿåòñÿ ìàòðèöà C òàêàÿ, ÷òî

C =

(
O E
V U +R

)
è

C−1 =

(
V −1(U +R) V −1

E O

)
.

Ñëåäñòâèå

Äëÿ ìàêñèìàëüíî ðàññåèâàþùåé ìàòðèöû H óñëîâèÿ òåîðåìû
âûïîëíåíû è ìàòðèöà C ÿâëÿåòñÿ ðåøåíèåì óðàâíåíèÿ ïîäîáèÿ.
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Ïðÿìàÿ ñóììà ïîäïðîñòðàíñòâ âåêòîðíîãî ïðîñòðàíñòâà

Îïðåäåëåíèå

1 Ïðÿìîé ñóììîé ïîäïðîñòðàíñòâ Y,W < Fm
2s íàçûâàåòñÿ

ïîäïðîñòðàíñòâî (Y ∔W ) < Fm
2s , ñîäåðæàùåå âñåâîçìîæíûå

ñóììû y+w ýëåìåíòîâ y ∈ Y,w ∈ W , ïðè ýòîì êàæäûé ýëåìåíò
ïðåäñòàâëÿåòñÿ â âèäå óêàçàííîé ñóììû åäèíñòâåííûì îáðàçîì.

2 Âíåøíåé ïðÿìîé ñóììîé ïîäïðîñòðàíñòâ Y,W < Fm
2s íàçûâàåòñÿ

ïîäïðîñòðàíñòâî (Y ⊕W ) < F2m
2s , ñîñòîÿùåå èç ýëåìåíòîâ

äåêàðòîâà ïðîèçâåäåíèÿ ìíîæåñòâ Y,W ñ îïåðàöèÿìè ñëîæåíèÿ
è óìíîæåíèÿ íà ýëåìåíòû ïîëÿ, âûïîëíÿåìûìè íåçàâèñèìî äëÿ
êàæäîé êîîðäèíàòû � ýëåìåíòà ïîäïðîñòðàíñòâà Y èëè W .
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Îïèñàíèå èíâàðèàíòíûõ ïîäïðîñòðàíñòâ ìàòðèöû T

Òåîðåìà

Ïîäïðîñòðàíñòâî W < F2k

2s ÿâëÿåòñÿ èíâàðèàíòíûì ïîäðîñòðàíñòâîì
ïðåîáðàçîâàíèÿ T òîãäà è òîëüêî òîãäà, êîãäà W åñòü ïðÿìàÿ ñóììà
ïîäïðîñòðàíñòâ

W = We ∔B,

ãäå We � ïîäïðîñòðàíñòâî ñîáñòâåííûõ âåêòîðîâ ïðåîáðàçîâàíèÿ T,

We = ⟨θ⟩ ⊕ (We)R, B = (BL, BR) è BL < (We)R < F2k−1

2s .

T8×8 =



r 0 0 0 1 0 0 0
0 r 0 0 0 1 0 0
0 0 r 0 0 0 1 0
0 0 0 r 0 0 0 1
0 0 0 0 r 0 0 0
0 0 0 0 0 r 0 0
0 0 0 0 0 0 r 0
0 0 0 0 0 0 0 r


15/22



Èíâàðèàòíûå ïîäïðîñòðàíñòâà ìàòðèöû ØÑ Khazad

W (1) = {(a, a, b, b, e, e, d, d)|a, b, e, d ∈ F28},

W (2) = {(a, b, a, b, e, d, e, d)|a, b, e, d ∈ F28},

W (3) = {(a, b, b, a, e, d, d, e)|a, b, e, d ∈ F28},

W (4) = {(a, b, e, d, a, b, e, d)|a, b, e, d ∈ F28},

W (5) = {(a, b, e, d, b, a, d, e)|a, b, e, d ∈ F28},

W (6) = {(a, b, e, d, e, d, a, b)|a, b, e, d ∈ F28},

W (7) = {(a, b, e, d, d, e, b, a)|a, b, e, d ∈ F28},

U(1) = {(a, a, a, a, b, b, b, b)|a, b ∈ F28},

U(2) = {(a, a, b, b, a, a, b, b)|a, b ∈ F28},

U(3) = {(a, a, b, b, b, b, a, a)|a, b ∈ F28},

U(4) = {(a, b, a, b, a, b, a, b)|a, b ∈ F28},

U(5) = {(a, b, a, b, b, a, b, a)|a, b ∈ F28},

U(6) = {(a, b, b, a, a, b, b, a)|a, b ∈ F28},

U(7) = {(a, b, b, a, b, a, a, b)|a, b ∈ F28},

Z(1) = {(a, a, a, a, a, a, a, a)|a ∈ F28}.
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Ïðèìåðû èíâàðèàíòíûõ ïîäïðîñòðàíñòâ

Ïðèìåð

Ïîäïðîñòðàíñòâî W (1) çàäà¼òñÿ ÷åòûðüìÿ âåêòîðàìè:

W (1) = ⟨
−→
C 7 +

−→
C 6,

−→
C 5 +

−→
C 4,

−→
C 3 +

−→
C 2,

−→
C 1 +

−→
C 0⟩,

êîòîðûå îïðåäåëÿþòñÿ ñëåäóþùèìè ïîäïðîñòðàíñòâàìè òåîðåìû:

We = ⟨(0, 0, 0, 0, 1, 1, 0, 0), (0, 0, 0, 0, 0, 0, 1, 1)⟩;

B = ⟨(1, 1, 0, 0, 0, 0, 0, 0), (0, 0, 1, 1, 0, 0, 0, 0)⟩.

Ïîäïðîñòðàíñòâî Z(1) çàäà¼òñÿ âåêòîðîì:

Z(1) = ⟨
−→
C 3 +

−→
C 2 +

−→
C 1 +

−→
C 0⟩.

17/22



Ïðèìåðû èíâàðèàíòíûõ ïîäïðîñòðàíñòâ

Çàìå÷àíèå

Èç òåîðåìû ñëåäóåò, ÷òî ìàòðèöà Àäàìàðà ðàçìåðà 8× 8 íàä ïîëåì
F28 èìååò ïî êðàéíåé ìåðå 232 − 1 ñîáñòâåííûõ âåêòîðîâ, â òî âðåìÿ
êàê â6 ïðåäñòàâëåíî åäèíñòâåííîå ïîäïðîñòðàíñòâî, ñîäåðæàùåå
ñîáñòâåííûå âåêòîðû � Z(1), â íåãî âõîäèò 255 ñîáñòâåííûõ
âåêòîðîâ.

6 Burov D.A., Pogorelov B.A., ¾An attack on 6 rounds of Khazad¿, 2016.
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Îòêðûòûå âîïðîñû

Îïðåäåëåíèå

Ïîäïðîñòðàíñòâî W ïðîñòðàíñòâà Fm
2s , èíâàðèàíòíîå îòíîñèòåëüíî

ëþáîãî ïðåîáðàçîâàíèÿ S = (S, ..., S), S ∈ Sym(F2s), áóäåì
íàçûâàòü ïîäïðîñòðàíñòâîì âèäà 1.

Ãèïîòåçà (1)

Èíâàðèàíòíûå ïîäïðîñòðàíñòâà âèäà 1 ìàòðèöû Àäàìàðà H
èñ÷åðïûâàþòñÿ èíâàðèàíòíûìè ïîäïðîñòðàíñòâàìè èç òåîðåìû 6
ðàáîòû 12 ïðè óñëîâèè, ÷òî H ÿâëÿåòñÿ ìàêñèìàëüíî ðàññåèâàþùåé
ìàòðèöåé.

Ãèïîòåçà (2)

Èíâàðèàíòíûå ïîäïðîñòðàíñòâà âèäà 1 ìàòðèöû Àäàìàðà H
èñ÷åðïûâàþòñÿ èíâàðèàíòíûìè ïîäïðîñòðàíñòâàìè èç òåîðåìû 6
ðàáîòû 12 ïðè óñëîâèè, ÷òî ïîäìàòðèöà V ìàòðèöû H îáðàòèìà.

12
Áóðîâ Ä.À., Êîñòàðåâ C.Â. ¾Ãðóïïû àâòîìîðôèçìîâ ìàêñèìàëüíî ðàññåèâàþùèõ

ìàòðèö¿, CTCrypt 2025.
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Öèðêóëÿíòíûå ìàòðèöû

Îïðåäåëåíèå

Öèðêóëÿíòíîé ìàòðèöåé ðàçìåðà m×m íàä ïîëåì F2s áóäåì

íàçûâàòü ìàòðèöó, ó êîòîðîé êàæäàÿ ñòðîêà
−→
C i åñòü öèêëè÷åñêèé

ñäâèã âëåâî ñòðîêè
−→
C i−1, i ∈ 1,m− 1.

Cm×m = Circ2s(cm−1, ..., c0) =


c0 cm−1 ... c2 c1
c1 c0 ... c3 c2
...

cm−2 cm−3 ... c0 cm−1

cm−1 cm−2 ... c1 c0

 .
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Òåîðåìà (Ñ.À. Äàâûäîâ 20249)

Ïóñòü P = F2s , C = Circ2s(c2k−1, ..., c0) ∈ P2k,2k è

B =

(
1 0
1 1

)⊗k

∈ P2k,2k ,

ãäå ⊗ � êðîíåêåðîâà ñòåïåíü ìàòðèöû.
Òîãäà B−1CB = T , ãäå T ∈ P2k,2k � âåðõíåòðåóãîëüíàÿ ìàòðèöà
Ò¼ïëèöà âèäà:

T =


t0 t1 t2 ... t2k−1

0 t0 t1 ... t2k−2

...
0 0 ... t0 t1
0 0 0 ... t0

 , ti =
∑

j⪯(2k−1−i)

c(j+1 mod 2k),

ãäå j ⪯ (2k − 1− i) îçíà÷àåò ÷òî êàæäûé ðàçðÿä â äâîè÷íîé çàïèñè
÷èñëà j íå ïðåâîñõîäèò ñîîòâåòñòâóþùåãî ðàçðÿäà â äâîè÷íîé
çàïèñè ÷èñëà 2k − 1− i.

9 C.A. Äàâûäîâ, ¾Îá èíâàðèàíòíûõ ïîäïðîñòðàíñòâàõ ìàòðèö-öèðêóëÿíòîâ è
ðåêóðñèâíûõ ìàòðèö¿, Äèñêðåò. ìàòåì., 36:4 (2024), 44�63.
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Óòâåðæäåíèå

Ìàòðèöà Àäàìàðà H (1) ñ îáðàòèìîé ìàòðèöåé V ïîäîáíà
öèðêóëÿíòíîé ìàòðèöå

C2k×2k = Circ2s(0, ..., 0, 1, 0, ..., 0, r + 1),

ãäå r åñòü ñóììà ýëåìåíòîâ ñòðîêè ìàòðèöû Àäàìàðà H, à åäèíèöà
ðàñïîëîæåíà íà ïîçèöèè 2k−1.
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