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Ââåäåíèå

Ïðèíöèïû Øåííîíà1

1 íàëîæåíèå êëþ÷à,

2 íåëèíåéíîå ïåðåìåøèâàþùåå îòîáðàæåíèå,

3 ðàññåèâàþùåå ïðåîáðàçîâàíèå.

n︷ ︸︸ ︷

S S S ... S

Çàìå÷àíèå

Ïî ðÿäó ïðè÷èí, ñâÿçàííûõ ñ îñîáåííîñòÿìè ðåàëèçàöèè øèôðñèñòåì íà ðàçëè÷-
íûõ ïðîãðàììíî-àïïàðàòíûõ ïëàòôîðìàõ, çíà÷åíèå n, êàê ïðàâèëî, âûáèðàåòñÿ
÷åòíûì (÷àùå n = 2k, k ∈ N).

Ñðåäè ìíîæåñòâà êðèïòîãðàôè÷åñêèõ ïàðàìåòðîâ s-áîêñîâ â íàñòîÿùåé ðà-
áîòå îñîáîå âíèìàíèå áóäåò óäåëåíî áóìåðàíãîâîé õàðàêòåðèñòèêå.

1 Øåííîí Ê. Ðàáîòû ïî òåîðèè èíôîðìàöèè è êèáåðíåòèêå.� Ì.:ÈË, 1963.� 829ñ.
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Ââåäåíèå

Çàìå÷àíèå

Ìåòîä áóìåðàíãà1 áûë ïðåäëîæåí Ä. Âàãíåðîì â 1999 ãîäó è íåîäíîêðàòíî ïðè-
ìåíÿëñÿ äëÿ àíàëèçà ðàçëè÷íûõ øèôðèñòåì, âêëþ÷àÿ AES2, ÃÎÑÒÐ34.12-20153

è ÃÎÑÒ28147-894,5.

Îäèí èç ïîäõîäîâ ê ïîâûøåíèþ ñòîéêîñòè øèôðñèñòåì îòíîñèòåëüíî ìåòîäà
áóìåðàíãà ñâÿçàí ñ âûáîðîì ïîäñòàíîâîê ñ ìèíèìàëüíî âîçìîæíûì çíà÷åíèåì Λ.

Ïîäñòàíîâêè ïîëÿ F2n , áóìåðàíãîâàÿ õàðàêòåðèñòèêà êîòîðûõ íå ïðåâîñõî-
äèò âåëè÷èíû Λ, íàçûâàþò áóìåðàíãîâî Λ-ðàâíîìåðíûìè.

Çàìå÷àíèå

Èçâåñòíî6, ÷òî ïîäñòàíîâêà g ∈ S (F2n ) ÿâëÿåòñÿ áóìåðàíãîâî 2-ðàâíîìåðíîé
òîãäà è òîëüêî òîãäà, êîãäà g � APN-ïîäñòàíîâêà (ñóùåñòâîâàíèå APN-
ïîäñòàíîâîê F2n ïðè ÷åòíûõ çíà÷åíèÿõ n > 6 ÿâëÿåòñÿ èçâåñòíîé îòêðûòîé
ïðîáëåìîé7). Áóìåðàíãîâî 4-ðàâíîìåðíûå ïîäñòàíâîêè ñóùåñòâóþò äëÿ íå÷¼ò-
íîãî n è n ≡ 2(mod 4), äëÿ n = 4 èõ íå ñóùåñòâóåò. Â ðÿäå ðàáîò ñòàâèòñÿ âîïðîñ
î ñóùåñòâîâàíèè áóìåðàíãîâî 4-ðàâíîìåðíûõ ïîäñòàíîâîê äëÿ n = 8.

1 WagnerD. The boomerang attack. FSE-1999,LNCS, 1636 (1999), P. 156-170.
2 Biryukov A. The Boomerang Attack on 5 and 6-Round Reduced AES. In: Dobbertin H., Rijmen

V., Sowa A.(eds) Advanced Encryption Standard � AES. LNCS, 3373 (2004), P. 11-15.
3 ÊèðþõèíÂ.À. Àòàêà ìåòîäîì áóìåðàíãà íà ñâÿçíûõ êëþ÷àõ íà 5 ðàóíäîâ øèôðà Êóçíå÷èê.

Îáîçðåíèå ïðèêëàäíîé è ïðîìûøëåííîé ìàòåìàòèêè, 26:3 (2019), C. 268-270.
4 Rudskoy V. On zero practical signi�cance of "Key recovery attack on full GOST block cipher with

zero time and memory". http://eprint.iacr.org/2010.
5 Ïóäîâêèíà Ì. À., Õîðóæåíêî Ã. È. Àòàêà íà øèôðñèñòåìó ÃÎÑÒ 28147-89 ñ 12 ñâÿçàííûìè

êëþ÷àìè. Ìàòåì. âîïð. êðèïòîãð., 4:2 (2013), C. 127-152.
6 Boura C., Canteaut A. On the boomerang uniformity of cryptographic S-boxes. IACR Trans.

Symmetric Cryptology, 3 (2018), P. 290-310.
7 Carlet C. Open questions on nonlinearity and on APN functions. Proceedings of Arithmetic of

Finite Fields 5th International Workshop. WAIFI 2014, LNCS, 9061 (2015), P. 83-107.

Êàëèíèí Þ.Ñ., Êóöåíêî À.Â., Ìåíÿ÷èõèí À.Â. Î áóìåðàíãîâîé ðàâíîìåðíîñòè êóñ.-ìîí. ïîäñòàíîâîê 2 / 17



Îñíîâíûå îïðåäåëåíèÿ
Ïóñòü H < F×

2n � ïîäãðóïïà ïîðÿäêà l ìóëüòèïëèêàòèâíîé ãðóïïû ïîëÿ F×
2n ,

0 < l < 2n−1, 2n−1 = l·r, ãäå r ∈ N, ζ - ïðèìèòèâíûé ýëåìåíò ïîëÿ F2n ,H = ⟨ζr⟩.
Ãðóïïà F×

2n ðàñêëàäûâàåòñÿ â îáúåäèíåíèå ñìåæíûõ êëàññîâ ïî ïîäãðóïïå H:

F×
2n =

r−1⋃
i=0

Hi, Hi = ζiH, i = 0, ..., r − 1.

Îïðåäåëåíèå 1

Êóñî÷íî-ìîíîìèàëüíûì1−6 íàçûâàåòñÿ îòîáðàæåíèå g : F2n → F2n âèäà

g (x) =

{
0, åñëè x = 0,
ζaixγ , åñëè x ∈ Hi,

ãäå ai ∈ {0, ..., 2n − 2}, i = 0, ..., r − 1, γ ∈ {0, ..., l − 1}.

Èçâåñòíî (ñì., íàïðèìåð 5), ÷òî ïðåîáðàçîâàíèå g � áèåêòèâíî òîãäà è òîëüêî
òîãäà, êîãäà ÍÎÄ (γ, l) = 1 è áèåêòèâíî ïðåîáðàçîâàíèå π : Zr → Zr,

π (i) = (ai + γi) mod r, i = 0, ..., r − 1.
Ìíîæåñòâî âñåõ êóñî÷íî-ìîíîìèàëüíûõ ïîäñòàíîâîê, óäîâëåòâîðÿþùèõ

óñëîâèÿì îïðåäåëåíèÿ, áóäåì îáîçíà÷àòü Mr,γ (F2n ).
1 Wells C. Groups of permutation polynomials. Monatsh. Math., 71 (1967), pp. 248-262.
2 Evans A. Orthomorphisms graphs and groups. Springer-Verlag, Berlin, 1992, 114 p.
3 Òðèøèí À.Å. Î ïîêàçàòåëå íåëèíåéíîñòè êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê àääèòèâíîé ãðóïïû

ïîëÿ F2n . Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà, 4:30 (2015), Ñ. 32-42.
4 Áóãðîâ À.Ä. Êóñî÷íî-àôôèííûå ïîäñòàíîâêè êîíå÷íûõ ïîëåé. Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòå-

ìàòèêà, 4:30 (2015), Ñ. 5-23.
5 Burov D., Kostarev S., Menyachikhin A. Class of piecewise-monomial mappings: di�erentially 4-

uniform permutations of F
28

with graph algebraic immunity 3 exist. In: Pre-proceedings of CTCrypt'23-

Volgograd, Russia, (2023), P. 219-235.
6 Ïîãîðåëîâ Á.À., Ïóäîâêèíà Ì.À. Êëàññû êóñî÷íî-êâàçèàôôèííûõ ïðåîáðàçîâàíèé íà îáîá-

ùåííîé 2-ãðóïïå êâàòåðíèîíîâ. Äèñêðåòíàÿ ìàòåìàòèêà, 34:1 (2022), Ñ. 103-125.
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Îñíîâíûå îïðåäåëåíèÿ

Îáîçíà÷èì ÷åðåç gM : M → F2n � îãðàíè÷åíèå ïðåîáðàçîâàíèÿ g : F2n → F2n

íà ìíîæåñòâî M ⊆ F2n .

Îïðåäåëåíèå 2

Áóìåðàíãîâîé õàðàêòåðèñòèêîé1,2 bgM îòîáðàæåíèÿ gM íàçîâåì âåëè÷èíó

bgM = max
α,β∈F×

2n

b
gM
α,β ,

ãäå

b
gM
α,β =

∣∣∣∣{x ∈M

∣∣∣∣x+ α ∈M, g−1 (g (x) + β) ∈M, g−1 (g (x+ α) + β) ∈M,
g−1 (g (x) + β) + g−1 (g (x+ α) + β) = α

}∣∣∣∣ .
Â ñëó÷àå, êîãäà M � ñîáñòâåííîå ïîäìíîæåñòâî ìíîæåñòâà F2n , âåëè÷èíó

bgM áóäåì òàêæå íàçûâàòü ÷àñòè÷íîé áóìåðàíãîâîé õàðàêòåðèñòèêîé ïðåîá-
ðàçîâàíèÿ g íà ìíîæåñòâå M .

Îäèí èç ïîäõîäîâ ê ïîâûøåíèþ ñòîéêîñòè øèôðñèñòåì îòíîñèòåëüíî ìåòî-
äîâ êðèïòîãðàôè÷åñêîãî àíàëèçà òèïà ¾áóìåðàíã¿ ñâÿçàí ñ ìèíèìèçàöèåé çíà-
÷åíèÿ bg ïðåîáðàçîâàíèÿ g ∈ S (F2n ). Èçâåñòíî, ÷òî

2 ≤ bg ≤ 2n.

1 Êàëèíèí Þ.Ñ. Èññëåäîâàíèå áóìåðàíãîâîé ðàâíîìåðíîñòè êâàäðàòè÷íûõ âçàèìíî îäíîçíà÷-
íûõ âåêòîðíûõ áóëåâûõ ôóíêöèé. Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòåìàòèêà. Ïðèëîæåíèå., 17 (2024), Ñ.
28-34.

2 Ïîãîðåëîâ Á.À., Ïóäîâêèíà Ì.À. Îáùèå ñâîéñòâà áóìåðàíã-ìàòðèö íàä àáåëåâûìè ãðóïïàìè.
Ìàòåìàòè÷åñêèå âîïðîñû êðèïòîãðàôèè, 16:4 (2025), Ñ. 87-119.
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Îñíîâíûå îïðåäåëåíèÿ

Çàìå÷àíèÿ

1 Ìíîæåñòâî M ⊂ F2n ìîæåò áûòü íå çàìêíóòî îòíîñèòåëüíî îïåðàöèè +
â ïîëå F2n .

2 Ââåäåííîå îïðåäåëåíèå áóìåðàíãîâîé õàðàêòåðèñòèêè ñîâïàäàåò ñ îáùåïðè-
íÿòûì â ñëó÷àå, êîãäà ìíîæåñòâî M = F2n .

3 Äëÿ öåïî÷êè ïîäìíîæåñòâ M0 ⊆ M1 ⊆ ... ⊆ Ms−1 ⊆ F2n ñïðàâåäëèâà
öåïî÷êà íåðàâåíñòâ

bgM0
≤ bgM1

≤ ... ≤ bgMs−1
≤ bg .

Ìàòðèöà BgM ðàçìåðîâ (2n − 1) × (2n − 1), ñîñòàâëåííàÿ èç ýëåìåíòîâ b
gM
α,β

íàçûâàåòñÿ áóìåðàíã-ìàòðèöåé îòîáðàæåíèÿ gM .

Ïðèìåð

APN-ïîäñòàíîâêà Òîæä. ïîäñòàíîâêà

g ∈ M7,1 (F23) g ∈ M1,1 (F23)

0 2 0 2 2 2 0 8 8 8 8 8 8 8

0 0 2 0 2 2 2 8 8 8 8 8 8 8

2 2 2 0 0 2 0 8 8 8 8 8 8 8

0 2 2 2 0 0 2 8 8 8 8 8 8 8

2 2 0 0 2 0 2 8 8 8 8 8 8 8

2 0 0 2 0 2 2 8 8 8 8 8 8 8

2 0 2 2 2 0 0 8 8 8 8 8 8 8
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Î áóìåðàíãîâîì ñïåêòðå êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê

Äëÿ îòîáðàæåíèÿ gM è êàæäîãî ÷èñëà i = 0, 1, ..., |M | îïðåäåëèì ìíîæåñòâî

BgM ,i =
{
(α, β) ∈ F×

2n × F×
2n

∣∣∣bgMα,β = i
}
.

Îïðåäåëåíèå 3

Áóìåðàíãîâûì ñïåêòðîì îòîáðàæåíèÿ gM íàçûâàåòñÿ óïîðÿäî÷åííûé íàáîð

B⃗gM =
(
|BgM ,0|, |BgM ,1|, |BgM ,2|, ..., |BgM ,|M||

)
.

Ïðè äåòàëüíîì ðàññìîòðåíèè áóìåðàíãîâîãî ñïåêòðà êàæäîé èç ïîäñòàíîâîê
g ∈ Mr,γ (F2n ) íåòðóäíî âèäåòü, ÷òî êàæäîå èç çíà÷åíèé óêàçàííîãî ñïåêòðà
êðàòíî l = |H|, l·r = 2n−1. Óêàçàííîå íàáëþäåíèå ÿâëÿåòñÿ ïðîñòûì ñëåäñòâèåì
ñëåäóþùåãî óòâåðæäåíèÿ.

Óòâåðæäåíèå 1

Ïóñòü g ∈ Mr,γ (F2n ), ζ - ïðèìèòèâíûé ýëåìåíò ïîëÿ F2n . Òîãäà x0 ∈ F2n ÿâëÿåò-
ñÿ ðåøåíèåì óðàâíåíèÿ g−1 (g (x) + β0)+g−1 (g (x+ α0) + β0) = α0, α0, β0 ∈ F2n ,
â òîì è òîëüêî òîì ñëó÷àå, êîãäà xj = x0ζrj ÿâëÿåòñÿ ðåøåíèåì óðàâíå-

íèÿ g−1 (g (x) + βj) + g−1 (g (x+ αj) + βj) = αj , αj = α0ζrj , βj = β0ζrγj ,
j = 1, 2, ..., l − 1.

Ñëåäñòâèå

Äëÿ ëþáîãî ïðåîáðàçîâàíèÿ g ∈ Mr,γ (F2n ) è ëþáîãî ÷èñëà c = 0, 1, ..., 2n ñïðà-
âåäëèâî |Bg,c| ≡ 0 (mod l).
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Ýôôåêòèâíîå âû÷èñëåíèå áóìåðàíãîâîé õàðàêòåðèñòèêè
è áóìåðàíãîâîãî ñïåêòðà êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê
Îïðåäåëèì îòîáðàæåíèå ψ : F×

2n →
{
1, ζ, ζ2, . . . , ζr−1

}
ðàâåíñòâîì ψ(x) = ζi,

åñëè x ∈ Hi, i ∈ {0, . . . , r − 1}, è äëÿ ýëåìåíòîâ x ∈ F×
2n è γ ∈ F2n ïîäñòàíîâêó

σx,γ ∈ S(Fn) � ðàâåíñòâîì σx,γ(y) = y(x−1ψ(x))γ .
Â áóìåðàíã-ìàòðèöå Bg ïîäñòàíîâêè g ∈ Mr,γ (F2n ) óòâåðæäåíèå 1 ïîçâîëÿåò

êàæäîé ñòðîêå ñ íîìåðîì α âèäà(
bgα,0, b

g
α,1, b

g
α,ζ , ..., b

g

α,ζ2
n−2

)
ïîñòàâèòü â ñîîòâåòñòâèå ñòðîêó ñ íîìåðîì ψ (α) âèäà(

bg
ψ(α),0

, bg
ψ(α),1

, bg
ψ(α),ζ

, ..., bg
ψ(α),ζ2

n−2

)
=

=

(
bg
α,σα,γ(0)

, bg
α,σα,γ(1)

, bg
α,σα,γ(ζ)

, ..., bg
α,σα,γ(ζ2

n−2)

)
,

ïðåäñòàâëÿþùóþ ñîáîé ïåðåñòàíîâêó σα,γ ýëåìåíòîâ èñõîäíîé ñòðîêè. Ñëåäîâà-
òåëüíî, â áóìåðàíã-ìàòðèöå Bg ïîäñòàíîâêè g ∈ Mr,γ (F2n ) óíèêàëüíûìè (òðå-
áóþùèìè âû÷èñëåíèÿ) ÿâëÿþòñÿ íå áîëåå r ñòðîê (íàïðèìåð ñòðîêè ñ íîìåðàìè
1, ζ, ζ2, ..., ζr−1). Êàæäàÿ èç îñòàâøèõñÿ ñòðîê ñ íîìåðîì α /∈

{
1, ζ, ζ2, ..., ζr−1

}
ïîëó÷åíà èç óíèêàëüíîé ñòðîêè ñ íîìåðîì ψ (α) ïåðåñòàíîâêîé σ−1

α,γ åå ýëåìåí-
òîâ.

Òàêèì îáðàçîì, äëÿ âû÷èñëåíèÿ áóìåðàíãîâîé õàðàêòåðèñòèêè bg è áóìå-

ðàíãîâîãî ñïåêòðà B⃗g ïîäñòàíîâêè g ∈ Mr,γ (F2n ) äîñòàòî÷íî âû÷èñëåíèÿ ýëå-

ìåíòîâ ïîäìàòðèöû Bg

(
1, ζ, ζ2, ..., ζr−1

1, ζ, ζ2, ..., ζ2
n−2

)
áóìåðàíã-ìàòðèöû Bg ïîäñòàíîâêè

g ∈ Mr,γ (F2n ).
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Ýôôåêòèâíîå âû÷èñëåíèå áóìåðàíãîâîé õàðàêòåðèñòèêè
è áóìåðàíãîâîãî ñïåêòðà êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê

Ïðèìåð

Ïóñòü H < F×
24
, F24 = F2 [x] /x4 + x+ 1, |H| = 5, ζ = 2. Ãðóïïà F×

24
ðàñêëàäûâà-

åòñÿ â îáúåäèíåíèå ñìåæíûõ êëàññîâ ïî ïîäãðóïïå H:

F×
24

= {8, c, a, f, 1}︸ ︷︷ ︸
H0

∪{3, b, 7, d, 2}︸ ︷︷ ︸
H1

∪{6, 5, e, 9, 4}︸ ︷︷ ︸
H2

.

Íèæíÿÿ ñòðîêà ïîäñòàíîâêè g ∈M3,7 (F24 )

0 2 a 1 9 e 6 f b 5 3 c d 8 4 7

Ìàòðèöà Bg =
(
bgα,β

)
15×15

ïîäñòàíîâêè g

α
β

1 2 4 8 3 6 c b 5 a 7 e f d 9

1 0 2 0 0 2 0 0 2 2 0 2 2 2 0 2

2 10 0 0 6 2 0 0 0 0 2 0 4 4 0 4

4 0 4 4 0 2 4 2 0 0 2 2 0 2 2 2

8 0 2 2 2 0 2 0 2 0 0 2 0 0 2 2
3 2 0 4 4 0 4 10 0 0 6 2 0 0 0 0
6 0 2 2 0 2 2 0 0 4 4 0 2 4 2 0
c 0 2 0 0 2 2 0 2 2 2 0 2 0 2 0
b 6 2 0 0 0 0 2 0 4 4 0 4 10 0 0
5 4 0 2 4 2 0 0 2 2 0 0 2 0 0 4
a 2 0 2 0 2 0 0 2 0 0 2 2 0 2 2
7 4 0 4 10 0 0 6 2 0 0 0 0 2 0 4
e 0 2 2 0 0 4 4 0 2 4 2 0 0 2 2
f 0 2 2 0 2 2 2 0 2 0 2 0 0 2 0
d 0 0 0 2 0 4 4 0 4 10 0 0 6 2 0
9 4 2 0 0 2 2 0 2 2 0 0 4 4 0 2
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Ýôôåêòèâíîå âû÷èñëåíèå áóìåðàíãîâîé õàðàêòåðèñòèêè
è áóìåðàíãîâîãî ñïåêòðà êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê

Îáîçíà÷èì ÷åðåç H(i0,...,is−1)
=
s−1⋃
j=0

Hij ∪{0}, ãäå s ∈ {1, ..., r}, è ðàññìîòðèì

îòîáðàæåíèå gH(i0,...,is−1)
: H(i0,...,is−1)

→ F2n , ïðåäñòàâëÿþùåå ñîáîé îãðàíè-

÷åíèå ïîäñòàíîâêè g ∈ Mr,γ (F2n ) íà ìíîæåñòâîH(i0,...,is−1)
. Óòâåðæäåíèå 1 ïîç-

âîëÿåò ñôîðìóëèðîâàòü ñëåäóþùèé àëãîðèòì âû÷èñëåíèÿ áóìåðàíãîâîãî ñïåê-
òðà îòîáðàæåíèÿ gH(i0,...,is−1)

: H(i0,...,is−1)
→ F2n (ñì. ðèñ. 1).

ai0 ai1 ais−1

︸ ︷︷ ︸
l

0 ... Hi0 ... Hi1 ... His−1 ... His ... His−1+k ...

Ðèñ. 1. Èäåÿ àëãîðèòìà 1

Óòâåðæäåíèå 2

Áóìåðàíãîâûé ñïåêòð B⃗gH
(i0,...,is−1)

îòîáðàæåíèÿ

gH(i0,...,is−1)
: H(i0,...,is−1)

→ F2n , s ∈ {1, ..., r}, ìîæåò áûòü âû÷èñëåí

ñ ïîìîùüþ àëãîðèòìà 1 ñ òðóäîåìêîñòüþ t,

t ≤ cl2s3, c = const.

Çàìå÷àíèå

Ïðè s = r òðóäîåìêîñòü âû÷èñëåíèÿ áóìåðàíãîâîé õàðàêòåðèñòèêè pg ïîäñòà-
íîâêè g ∈ Mr,γ (F2n ) ñ ïîìîùüþ àëãîðèòìà 1 â l ðàç íèæå òðóäîåìêîñòè êëàññè-
÷åñêîãî ïîäõîäà.
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Ýôôåêòèâíîå âû÷èñëåíèå áóìåðàíãîâîé õàðàêòåðèñòèêè
è áóìåðàíãîâîãî ñïåêòðà êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê
Àëãîðèòì 1 ìîæåò áûòü ëåãêî ìîäèôèöèðîâàí äëÿ ñëó÷àÿ, êîãäà ïî èç-

âåñòíûì îòîáðàæåíèþ gH(i0,...,is−1)
, áóìåðàíã-ìàòðèöå BgH

(i0,...,is−1)
è áóìå-

ðàíãîâîìó ñïåêòðó D⃗gH
(i0,...,is−1)

òðåáóåòñÿ âû÷èñëèòü áóìåðàíãîâûé ñïåêòð

D⃗gH
(i0,...,is−1+k)

îòîáðàæåíèÿ gH(i0,...,is−1+k)
(ñì. ðèñ. 2).

ai0 ai1 ais−1 ais ais−1+k

︸ ︷︷ ︸
l

0 ... Hi0 ... Hi1 ... His−1 ... His ... His−1+k ...

Ðèñ. 2. Èäåÿ àëãîðèòìà 2

Óòâåðæäåíèå 3

Áóìåðàíãîâûé ñïåêòð B⃗gH
(i0,...,is−1+k)

îòîáðàæåíèÿ

gH(i0,...,is−1+k)
: H(i0,...,is−1+k)

→ F2n , s ∈ {1, ..., r − 1}, ìîæåò áûòü

âû÷èñëåí èç áóìåðàíãîâîãî ñïåêòðà B⃗gH
(i0,...,is−1)

è ïîäìàòðèöû

BgH
(i0,...,is−1)

(
1, ζ, ζ2, ..., ζr−1

1, ζ, ζ2, ..., ζ2
n−2

)
áóìåðàíã-ìàòðèöû BgH

(i0,...,is−1)
îòîá-

ðàæåíèÿ gH(i0,...,is−1)
: H(i0,...,is−1)

→ F2n ñ ïîìîùüþ àëãîðèòìà 2 ñ òðóäîåì-

êîñòüþ t,
t ≤ cl2s2, c = const.
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Ïðèìåíåíèå àäàïòèðîâàííîãî ñïåêòðàëüíîãî ìåòîäà äëÿ ïîñòðîåíèÿ
êóñ.-ìîí. ïîäñòàíîâîê ñ íèçêèì çíà÷åíèåì áóìåðàíãîâîé ðàâíîìåðíîñòè

ai0 ∈ {0, ..., 2n − 2}

bgH(i0)

∣∣H(i0,i1)

∣∣ · bg′
H(i0,i1)

> △

ai1
a′
i1

a′′
i1

gH(i0)

gH(i0,i1)

g′
H(i0,i1)

g′′
H(i0,i1)

bgH(i0,i1)
bg′′

H(i0,i1)

Ðèñ. 3. Îñíîâíàÿ èäåÿ àëãîðèòìà 3, ðåàëèçóþùåãî àäàïòèðîâàííûé
ñïåêòðàëüíûé ìåòîä1

Óòâåðæäåíèå 4

Ïðè n, r, w ∈ N, r | 2n − 1, ñïðàâåäëèâà ñëåäóþùàÿ îöåíêà òðóäîåìêîñòè t àëãî-
ðèòìà 3:

t ≤ cw2n (r − 1)
(
22n−1 + 2n−2 (r − 1) + n+ logw

)
, ãäå c = const.

1 Ìåíÿ÷èõèí À.Â. Àäàïòèðîâàííûé ñïåêòðàëüíî-ðàçíîñòíûé ìåòîä ïîñòðîåíèÿ äèôôåðåíöè-
àëüíî 4-ðàâíîìåðíûõ êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê, îðòîìîðôèçìîâ, èíâîëþöèé ïîëÿ F2n . Äèñ-
êðåòíàÿ ìàòåìàòèêà, 35:2 (2023), Ñ. 42-77.
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Îöåíêè áóìåðàíãîâîé õàðàêòåðèñòèêè êóñî÷íî-ëèíåéíûõ
ïîäñòàíîâîê ïîëÿ F2n

Èçâåñòíî, ÷òî äëÿ ëþáûõ α, β ∈ F2n ýëåìåíòû áóìåðàíã-ìàòðèöû è ðàçíîñò-
íîé ìàòðèöû ïðåîáðàçîâàíèÿ g : F2n → F2n óäîâëåòâîðÿþò íåðàâåíñòâó

pgα,β ≤ bgα,β .

Ïðèâåäåííûå íèæå îöåíêè áóìåðàíãîâîé õàðàêòåðèñòèêè êóñî÷íî-ëèíåéíûõ
ïîäñòàíîâîê ÿâëÿþòñÿ ïðîñòûì ñëåäñòâèåì ïîëó÷åííûõ À.Â. Ìåíÿ÷èõèíûì1,2

îöåíîê ðàçíîñòíîé õàðàêòåðèñòèêè ïîäñòàíîâîê ýòîãî êëàññà.

Òåîðåìà

Ïóñòü n, r, l ∈ N, 2n − 1 = rl, ζ - ïðèìèòèâíûé ýëåìåíò ïîëÿ F2n , H = ⟨ζr⟩
- ïîäãðóïïà ãðóïïû F×

2n ïîðÿäêà l, g ∈ Mr,1 (F2n ), çàäàííàÿ óïîðÿäî÷åííûì
íàáîðîì ÷èñåë (a0, a1, ..., ar−1). Òîãäà âûïîëíåíî íåðàâåíñòâî

bg ≥ max


t∑

s=1

(−1)s+1
∑

n1≤...≤ns

2ÍÎÄ(n1,n2,...,ns), 2

⌊
l + 1

2r

⌋ ,

ãäå 2n1 − 1 < ... < 2ns − 1 � äåëèòåëè ÷èñëà l.

1 Ìåíÿ÷èõèí À.Â. Î ðàçíîñòíîé õàðàêòåðèñòèêå êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê ïîëÿ F2n . Äèñ-
êðåòíàÿ ìàòåìàòèêà, 35:4 (2023), Ñ. 58-68.

2 Ìåíÿ÷èõèí À.Â., Ñïèðèäîíîâ Ñ.Â. Îöåíêè ðàçíîñòíîé õàðàêòåðèñòèêè êóñî÷íî-àôôèííûõ
ïîäñòàíîâîê ïîëÿ Fq . Äèñêðåòíàÿ ìàòåìàòèêà, 37:2 (2025), Ñ. 51-65.
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Äîñòèæèìîñòü íèæíèõ îöåíîê áóìåðàíãîâîé õàðàêòåðèñòèêè
êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê

Ïóñòü n = 6, 26−1 = rl, r, l ∈ N, ζ - ïðèìèòèâíûé ýëåìåíò ïîëÿ F26 , H = ⟨ζr⟩
ïîäãðóïïà ãðóïïû F×

26
ïîðÿäêà l. Ñëåäóþùàÿ òàáëèöà äëÿ ðàçëè÷íûõ çíà÷åíèé

l ∈ {1, 3, 7, 9, 21, 63} ñîäåðæèò ìèíèìàëüíûå çíà÷åíèÿ âåëè÷èíû bg ñðåäè âñåõ
ïîäñòàíîâîê g ∈ Mr,1 (F26 ). Òàáëèöà òàêæå ñîäåðæèò ïîëó÷åííûå â òåîðåìå íèæ-
íèå îöåíêè çíà÷åíèé bg .

|H| Íèæíÿÿ îöåíêà min
g∈Mr,1(F26)

bg
âåëè÷èíû bg

1 2 2

3 4 4

7 8 10

9 4 4

21 10 10

63 64 64
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Äîñòèæèìîñòü íèæíèõ îöåíîê áóìåðàíãîâîé õàðàêòåðèñòèêè
êóñî÷íî-ëèíåéíûõ ïîäñòàíîâîê

Ïóñòü n = 8, 28−1 = rl, r, l ∈ N, ζ - ïðèìèòèâíûé ýëåìåíò ïîëÿ F28 , H = ⟨ζr⟩
ïîäãðóïïà ãðóïïû F×

28
ïîðÿäêà l. Ñëåäóþùàÿ òàáëèöà äëÿ ðàçëè÷íûõ çíà÷åíèé

l ∈ {1, 3, 5, 15, 17, 51, 85, 255} ñîäåðæèò ëó÷øèå èçâåñòíûå çíà÷åíèÿ âåëè÷èíû bg
äëÿ ïîäñòàíîâîê g ∈ Mr,1 (F28 ). Òàáëèöà òàêæå ñîäåðæèò ïîëó÷åííûå â òåîðåìå
íèæíèå îöåíêè çíà÷åíèé bg .

|H| Íèæíÿÿ îöåíêà Ëó÷øèé èçâåñòíûé

âåëè÷èíû bg ïðèìåð

1 2 6

3 4 6

5 2 6

15 16 18

17 2(41) 6

51 12 14

85 30 34

255 256 256

1 Îöåíêà bg ≥ 4 ïðè |H| = 17 íåïîñðåäñòâåííî ñëåäóåò èç ðåçóëüòàòîâ ðàáîòû:

Beierle C., Brinkmann M., Leander G. Linearly self-equivalent APN permutations in small dimension.
IEEETrans. Inf. Theory, 67:7 (2020), pp. 4863-4875.
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Ðåçóëüòàòû ïðèìåíåíèÿ àäàïòèðîâàííîãî ñïåêòðàëüíîãî ìåòîäà
è ïñåâäîñëó÷àéíîãî ïîèñêà íà îñíîâå âûáîðêè îáúåìà 5 · 107

Òàáëèöà 1.
Ïîäñòàíîâêè g ∈ M15,1 (F28 ),

F28 = F2 [x]
/
x8 + x4 + x3 + x+ 1, îïðåäåëÿåìûå ïðè ζ = 3 âåêòîðàìè

a⃗g ∈
{
0, ..., 28 − 2

}15
â øåñòíàäöàòåðè÷íîé çàïèñè

a⃗g = (a0, a1, ..., a14) 28pg
∣∣Dg,pg

∣∣ bg
∣∣Bg,bg

∣∣ 27δg
∣∣Lg,δg ∣∣ λg

bb 9b 5c 43 7d 2b dd ad 8a 4 8d 5b 6b 34 72 6 221 8 986 24 51 7

54 49 21 c1 4f f7 27 be e4 9f c3 46 3d 7e cb 6 306 8 1190 24 68 7

bg
27 · δg 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62

10
12
14
16
18
20
22
24
26
28
30
32
34
36
38
40
42
44
46
48

0 1 2 22 23 24 25 26 27 28 29 210 211 212 213 214 215 216 217 218 219 220 221 222
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Ðåçóëüòàòû ïðèìåíåíèÿ àäàïòèðîâàííîãî ñïåêòðàëüíîãî ìåòîäà
è ïñåâäîñëó÷àéíîãî ïîèñêà íà îñíîâå âûáîðêè îáúåìà 5 · 107

Òàáëèöà 2.
Ïîäñòàíîâêè g ∈ M5,19 (F28 ),

F28 = F2 [x]
/
x8 + x4 + x3 + x+ 1, îïðåäåëÿåìûå ïðè ζ = 3 âåêòîðàìè

a⃗g ∈
{
0, ..., 28 − 2

}5
â øåñòíàäöàòåðè÷íîé çàïèñè

a⃗g = (a0, a1, ..., a4) 28pg
∣∣Dg,pg

∣∣ bg
∣∣Bg,bg

∣∣ 27δg
∣∣Lg,δg ∣∣ λg

8 d4 a1 6e 3b 4 255 6 510 16 1275 7

8 cf fb f0 2c 8 51 8 1071 26 51 7

8 4d 38 37 e0 6 357 8 1479 24 51 7

bg
27 · δg 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62 64

8
10
12
14
16
18
20
22
24
26
28
30
32
34
36
38
40
42
44
46
48
50
52 ... ... ... ... ... ... ... ... ... ... ...
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Ðåçóëüòàòû ïðèìåíåíèÿ àäàïòèðîâàííîãî ñïåêòðàëüíîãî ìåòîäà
è ïñåâäîñëó÷àéíîãî ïîèñêà íà îñíîâå âûáîðêè îáúåìà 108

Òàáëèöà 3.
Ïîäñòàíîâêè g ∈ M21,1 (F26 ),

F26 = F2 [x]
/
x6 + x+ 1, îïðåäåëÿåìûå ïðè ζ = 2 âåêòîðàìè

a⃗g ∈
{
0, ..., 26 − 2

}21
â øåñòíàäöàòåðè÷íîé çàïèñè

a⃗g = (a0, a1, ..., a20) 26pg
∣∣Dg,pg

∣∣ bg
∣∣Bg,bg

∣∣ 25δg
∣∣Lg,δg ∣∣ λg

25 18 20 3d 19 38 b 38 27 18 32 1e 12 17 0 25 1c 31 38 32 1d 4 63 4 189 8 189 5

25 3b 2c 3e 2f 13 20 4 13 4 13 14 10 30 2b 29 1a 3 1d 18 37 4 117 4 351 8 279 5

25 2 7 26 b 27 24 39 29 16 3b f 22 2f 29 27 16 39 2b 25 1e 4 171 6 72 10 18 5

25 d 1a 15 19 1f 2e 12 33 21 37 32 39 1c 19 39 3c 9 24 2d 36 4 180 6 126 12 9 5

25 29 2c e 2c 34 d 31 2d 3d 34 21 30 12 10 23 11 1c 32 18 23 4 225 6 135 10 18 4

25 29 2c e 2c 34 d 31 2d 3d 34 21 30 12 10 23 26 1c 32 18 23 4 252 6 171 10 18 4

25 35 1a 18 0 6 25 3b 0 2e 34 f 3 11 1c 3a 16 3c 1a 0 28 6 21 6 222 12 6 5

bg
25 · δg 10 12 14 16 18 20 22 24 26 28 30

8
10
12
14
16
18
20
22
24
26
28
30
32
34
36
38
40
42
44
46
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