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Öåëåâûå àëãîðèòìû



Îáçîð

Àëãîðèòì belt-hash

� õýøèðîâàíèå {0, 1}∗ → {0, 1}256;
� ðàçðàáîòàí â 2003 ãîäó;

� ñòàíäàðòèçèðîâàí â 2007 ãîäó (ÑÒÁ Ï 34.101.31-2007);

� ïåðåíåñåí ñíà÷àëà â ÑÒÁ 34.101.31-2011,

çàòåì â ÑÒÁ 34.101.31-2020;

� îñíîâàí íà àëãîðèòìå belt-compress.

Àëãîðèòì belt-compress

� õýøèðîâàíèå {0, 1}4·128 → {0, 1}2·128

(ñ äîïîëíèòåëüíûì âûõîäîì ∈ {0, 1}128);
� èñïîëüçóåòñÿ ôóíêöèÿ ñæàòèÿ f : {0, 1}3·128 → {0, 1}128;
� ôóíêöèÿ f ñòðîèòñÿ ïî áëî÷íîìó øèôðó

Belt = {BeltK : K ∈ {0, 1}2·128} ⊂ Perm({0, 1}128).
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Îáîáùåíèå: ôóíêöèÿ ñæàòèÿ

Ñõåìà belt-hash[belt-compress[Belt]] îáîáùàåòñÿ ÷åðåç çàìåíó

Belt íà áëî÷íûé øèôð

F = {FK : K ∈ {0, 1}2n} ⊂ Perm({0, 1}n).

Ôóíêöèÿ ñæàòèÿ f : {0, 1}3n → {0, 1}n

w1 ∥ w2 ∥ w3 7→ Fw1∥w2
(w3)⊕ w3, wi ∈ {0, 1}n :

f

w1 ∥ w2 ∥ w3 yF

w1 ∥ w2

⊕w3

3



Îáîáùåíèå: øàãîâàÿ ôóíêöèÿ õýøèðîâàíèÿ

Øàãîâàÿ ôóíêöèÿ õýøèðîâàíèÿ σ : {0, 1}4n → {0, 1}2n

x1 ∥ x2 ∥ h1 ∥ h2 7→ f (κ ∥ h2 ∥ x1) ∥ f (κ̄ ∥ h1 ∥ x2), xi , hi ∈ {0, 1}n,

ãäå κ = f (x1 ∥ x2 ∥ (h1 ⊕ h2)) = σ1(·) � äîïîëíèòåëüíûé âûõîä;

÷åðòà íàä κ � ïîðàçðÿäíîå áèòîâîå îòðèöàíèå:

σ

x1 ∥ x2 ∥ h1 ∥ h2 y1 ∥ y2
x1 ∥ x2 ∥ (h1 ⊕ h2)

f

κ

κ

κ ∥ h2 ∥ x1
f

y1

κ ∥ h1 ∥ x2
f

y2
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Îáîáùåíèå: ôóíêöèÿ õýøèðîâàíèÿ

Ôóíêöèÿ õýøèðîâàíèÿ Φ : {0, 1}∗ → {0, 1}2n

1. X ′ ← X ∥ 0t , t = (2n − (|X | mod 2n)) mod 2n.

2. (X1,X2, . . . ,Xm)← Split(X ′, 2n).

3. S ← 02n (êîíòðîëüíàÿ ñóììà).

4. Y ← const ∈ {0, 1}2n.
5. Äëÿ i = 1, 2, . . . ,m:

5.1 (κ,Y )← (σ1, σ)(Xi ∥ Y ) (3 çàøèôðîâàíèÿ íà 2 áëîêà Xi );

5.2 S ← S ⊕ κ.

6. Y ← σ(⟨|X |⟩n ∥ S ∥ Y ) (íåñòàíäàðòíîå MD-óñèëåíèå:

ó÷èòûâàåòñÿ êîíòðîëüíàÿ ñóììà).

7. Âîçâðàòèòü Y .

Êðàòêî: õýøèðîâàíèå ñ óäâîåííûì áëîêîì, ¾óñèëåííûì¿

MD-óñèëåíèåì è êîýôôèöèåíòîì ýôôåêòèâíîñòè 2/3.
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Çàäà÷è êðèïòîàíàëèçà



Çàäà÷è êðèïòîàíàëèçà

Çàäà÷è êðèïòîàíàëèçà îòíîñèòåëüíî φ : X → Y

1) Pre[φ] : Y ∋ Y 7→ X ∈ X : φ(X ) = Y

(îáðàùåíèå);

2) Pre2[φ] : X ∋ X ′ 7→ X ∈ X : φ(X ) = φ(X ′), X ̸= X ′

(ïîñòðîåíèå âòîðîãî ïðîîáðàçà);

3) Coll[φ] : ⊥7→ (X ,X ′) ∈ X × X : φ(X ) = φ(X ′), X ̸= X ′

(ïîñòðîåíèå êîëëèçèè).

çàäà÷à
òðåáîâàíèÿ∗

ñòàíäàðòíûå îáëåã÷åííûå (sponge-êðèïòîãðàôèÿ)

Pre[φ] T = Ω(|Y|) T = Ω(|Y|1/2)
Pre2[φ] T = Ω(|Y|) T = Ω(|Y|1/2)
Coll[φ] T = Ω(|Y|1/2) T = Ω(|Y|1/2)
T � ñðåäíåå ÷èñëî îáðàùåíèé ê φ

Âîïðîñ. Âûïîëíÿþòñÿ ëè ñòàíäàðòíûå òðåáîâàíèÿ äëÿ σ[f ], Φ[f ]? 6



Èäåàëèçàöèÿ

Áóäåì ñ÷èòàòü, ÷òî f � ñëó÷àéíàÿ ôóíêöèÿ {0, 1}3n → {0, 1}n.

Ìîòèâàöèÿ

Â ðàáîòàõ [Win84,PGV94,BRSS10] îáîñíîâûâàåòñÿ íàäåæíîñòü f (â

êîíòåêñòå õýøèðîâàíèÿ ñ îðäèíàðíûì áëîêîì) ïðè óñëîâèè

íàäåæíîñòè F . Íàäåæíîñòü f â òîì ÷èñëå îçíà÷àåò

òðóäíîîòëè÷èìîñòü îò ñëó÷àéíîé ôóíêöèè.
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Èãðà: íà÷àëî

Ïðîòèâíèê A óòâåðæäàåò, ÷òî îí ìîæåò ðåøèòü çàäà÷ó φ[f ] äëÿ

φ ∈ {σ,Φ}.

Âåðèôèêàòîð V ïðîâåðÿåò, ÷òî ýòî äåéñòâèòåëüíî òàê. Ïðîâåðêà

âûïîëíÿåòñÿ â ðàìêàõ ïðîòîêîëà, êîòîðûé íàçûâàåòñÿ èãðîé.

Âåðèôèêàòîð

1. Âûáèðàåò óñëîâèå çàäà÷è. Ýòî:

� îáðàç (õýø-çíà÷åíèå) Y ∈ Y â çàäà÷å Pre;

� ïðîîáðàç X ′ ∈ X â çàäà÷å Pre2;

� ïóñòîå óñëîâèå â çàäà÷å Coll.

2. Ïåðåäàåò óñëîâèå çàäà÷è A.
3. Âûáèðàåò ñëó÷àéíóþ ôóíêöèþ ñæàòèÿ f .

4. Îòêðûâàåò A äîñòóï ê f : ïðîòèâíèê ìîæåò ïîäàòü íà âõîä f

ëþáîå ñëîâî R ∈ {0, 1}3n è ïîëó÷èòü ñîîòâåòñòâóþùåå çíà÷åíèå

f (R).
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Èãðà: ïîèñê ðåøåíèÿ

Ïðîòèâíèê

1. Âûïîëíÿåò T îáðàùåíèé ê f . Ïóñòü R1,R2, . . . ,RT �

ñòåíîãðàììà îáðàùåíèé. Áóäåì ñ÷èòàòü, ÷òî â ñòåíîãðàììå

èñêëþ÷åíû íåèíôîðìàòèâíûå ïîâòîðû è, òàêèì îáðàçîì, âñå

ñëîâà ðàçëè÷íû.

2. Ïî âõîäàì è âûõîäàì f ñ íåçíà÷èòåëüíûìè íàêëàäíûìè

ðàñõîäàìè (êîòîðûå ìû áóäåì èãíîðèðîâàòü) âû÷èñëÿåò

çíà÷åíèÿ φ[f ] (ïðè íåîáõîäèìîñòè).

3. Ðåøàåò öåëåâóþ çàäà÷ó îòíîñèòåëüíî φ[f ] è ïðåäúÿâëÿåò

ïîëó÷åííîå ðåøåíèå V. Ðåøåíèåì ÿâëÿåòñÿ:

� ïðîîáðàç X ∈ X â çàäà÷å Pre;

� âòîðîé ïðîîáðàç X ∈ X â çàäà÷å Pre2;

� ïàðà (X ,X ′) â çàäà÷å Coll.
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Èãðà: ïðîâåðêà ðåøåíèÿ

Âåðèôèêàòîð

1. Îáðàáàòûâàåò ðåøåíèå ñ ïîìîùüþ φ[f ], ïðîâåðÿÿ âûïîëíåíèå

ñëåäóþùèõ óñëîâèé:

� φ[f ](X ) = Y â çàäà÷å Pre;

� φ[f ](X ) = φ[f ](X ′) è X ̸= X ′ â çàäà÷àõ Pre2 è Coll.

Âñå âõîäû f â ïðîöåññå âû÷èñëåíèÿ φ[f ](X ) äîëæíû âõîäèòü â

ñòåíîãðàììó. Åñëè ýòî ïðàâèëî íàðóøåíî, òî ïðîâåðêà

çàâåðøàåòñÿ ñ îøèáêîé.

2. Âîçâðàùàåò ïðèçíàê óñïåõà b.
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Ïðåîáëàäàíèå

Ïðåîáëàäàíèå (õàðàêòåðèçóåò êà÷åñòâî ðàáîòû A):

AdvAtkφ[f ](A) = P {b = 1} , Atk ∈ {Pre, Pre2, Coll}.

Âåðîÿòíîñòü îïðåäåëÿåòñÿ ñëó÷àéíûì âûáîðîì f , à òàêæå ñëó÷àéíîé

ëåíòîé, êîòîðóþ A èñïîëüçóåò â ñâîåé ðàáîòå.

Âîïðîñ (íîâàÿ ðåäàêöèÿ). Âåðíî ëè, ÷òî äëÿ φ ∈ {σ,Φ} è N = 2n

âûïîëíÿåòñÿ:

AdvAtkφ[f ](A) =

{
O(T/N2), Atk = Pre, Pre2,

O(T/N), Atk = Coll?

Ñïîéëåð: íå îáÿçàòåëüíî.
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Îáîñíîâàíèå ñòîéêîñòè



Òðåóãîëüíèêè

Ïðè âû÷èñëåíèè (κ, y1 ∥ y2)← (σ1, σ)(x1 ∥ x2 ∥ h1 ∥ h2) âûïîëíÿþòñÿ
3 îáðàùåíèÿ ê f : f (Ra), f (Rb) è f (Rc). Ñëîâà òðîéêè ∆ = (Ra,Rb,Rc)

ñâÿçàíû äðóã ñ äðóãîì, óäîâëåòâîðÿÿ îïðåäåëåííûì îãðàíè÷åíèÿì

(íåñëîæíûì, íî ãðîìîçäêèì).

Òðåóãîëüíèê: âñÿêàÿ òðîéêà ∆, ñëîâà êîòîðîé óäîâëåòâîðÿþò

äàííûì îãðàíè÷åíèÿì.

Õàðàêòåðèñòèêè òðåóãîëüíèêà

� âõîä in(∆) � ñëîâî h1 ∥ h2 (îáíîâëÿåìîå õýø-çíà÷åíèå);
� âûõîä out(∆) � ñëîâî y1 ∥ y2 (îáíîâëåííîå õýø-çíà÷åíèå);
� òåëî body(∆) � ñëîâî x1 ∥ x2 (ôðàãìåíò ñîîáùåíèÿ);
� êëþ÷ key(∆) � ñëîâî k (äîáàâëÿåòñÿ ê êîíòðîëüíîé ñóììå).

Ïåðåôîðìóëèðîâêà çàäà÷ (ïðèìåð)

Pre[σ[f ]] � íàéòè ∆ ñ çàäàííûì âûõîäîì: out(∆) = Y .
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Ìàêñèìàëüíîå çàïîëíåíèå

Îáùàÿ ïðîáëåìà (íåôîðìàëüíî). Îäíî è òî æå ñëîâî

ñòåíîãðàììû ìîæåò âõîäèòü ñðàçó â íåñêîëüêî òðåóãîëüíèêîâ. ×åì

áîëüøå òðåóãîëüíèêîâ, òåì áîëüøå ó ïðîòèâíèêà øàíñîâ íà óñïåõ.

Íóæíî âçÿòü ïîä êîíòðîëü ÷èñëî òðåóãîëüíèêîâ.

Îïðåäåëåíèÿ

Ìàêñèìàëüíîå çàïîëíåíèå ñòåíîãðàììû R1,R2, . . . ,RT � ýòî

âåëè÷èíà

t = max
κ∈{0,1}n

T∑
i=1

[f (Ri )
?
= κ],

Ñòåíîãðàììà âûäåðæèâàåò îòáðàêîâêó ñ ïîðîãîì τ , åñëè t < τ .

Êëþ÷åâàÿ ëåììà

Â ñòåíîãðàììå îáúåìà T , âûäåðæàâøåé îòáðàêîâêó ñ ïîðîãîì τ , íå

áîëåå τT òðåóãîëüíèêîâ.
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Îöåíêè ìàêñèìàëüíîãî çàïîëíåíèÿ

1. Ïóñòü T ≥ N lnN. Òîãäà

P {t ≥ 6T/N} ≤ 1

N2
.

2. Ïóñòü T ≤ N lnN. Òîãäà

P {t ≥ 6 lnN} ≤ 1

N2
.

3. Ïóñòü N ≥ 3, 1 ≤ T ≤ N è δ ≥ e. Òîãäà

P {t ≥ δ lnN/(lnN + ln lnN − lnT )} < 1

Nδ−δ/e−1
.

Â ÷àñòíîñòè,

P
{
η(N) ≥ 3.17 lnN/(lnN + ln lnN − lnT )

}
< 1/N,

P
{
η(N) ≥ 4.75 lnN/(lnN + ln lnN − lnT )

}
< 1/N2.
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Îáîñíîâàíèå ñòîéêîñòè: îáðàùåíèå

Òåîðåìà 1

Ïðè ñëó÷àéíîì âûáîðå f äëÿ ëþáîãî A ñïðàâåäëèâà îöåíêà

AdvPreσ[f ](A) ≤ 6max

(
T 2

N3
,
T lnN

N2

)
+

1

N2
.

Ñëåäñòâèå 1

Ïðè ñëó÷àéíîì âûáîðå f äëÿ ëþáîãî A ñïðàâåäëèâà îöåíêà

AdvPreΦ[f ](A) ≤ 6max

(
T 2

N3
,
T lnN

N2

)
+

1

N2
.

Èíòåðïðåòàöèÿ: äëÿ îáðàùåíèÿ σ è Φ íóæíà ñòåíîãðàììà îáúåìà

T = Ω(N3/2).

Íàïîìíèì: â belt-compress è belt-hash N = 2128 è N3/2 = 2192.
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Îáîñíîâàíèå ñòîéêîñòè: âòîðîé ïðîîáðàç

Òåîðåìà 2

Ïðè ñëó÷àéíîì âûáîðå f äëÿ ëþáîãî A ñïðàâåäëèâà îöåíêà

AdvPre2σ[f ] (A) < β(T ,N, 6max(T/N, lnN)) +
1

N2
,

ãäå

β(T ,N, τ) =
τT + 3T

N2
+

6τ + 15

N
.

Ñëåäñòâèå 2

Ïóñòü Φ-L � ôóíêöèÿ õýøèðîâàíèÿ, êîòîðàÿ îáðàáàòûâàåò

ñîîáùåíèÿ èç L áëîêîâ äëèíû 2n (ïîñëåäíèé áëîê ìîæåò áûòü

íåïîëíûì) è äåëàåò ýòî òàê æå, êàê Φ. Ïðè ñëó÷àéíîì âûáîðå f

äëÿ ëþáîãî A ñïðàâåäëèâà îöåíêà

AdvPre2Φ-L[f ](A) < (L+ 1)β(T ,N, 6max(T/N, lnN)) +
1

N2
.

16



Îáîñíîâàíèå ñòîéêîñòè: êîëëèçèÿ

Òåîðåìà 3

Ïðè ñëó÷àéíîì âûáîðå f è 1 ≤ T ≤ N äëÿ ëþáîãî A ñïðàâåäëèâà

îöåíêà

AdvCollσ[f ] (A) <
3.17T lnN

lnN + ln lnN − lnT
·β

(
T ,N,

3.17 lnN

lnN + ln lnN − lnT

)
+

1

N
.

Ñëåäñòâèå 3

Ïðè ñëó÷àéíîì âûáîðå f è 1 ≤ T ≤ N äëÿ ëþáîãî A ñïðàâåäëèâà

îöåíêà

AdvCollΦ[f ] (A) <
3.17T lnN

lnN + ln lnN − lnT
·β

(
T ,N,

3.17 lnN

lnN + ln lnN − lnT

)
+

1

N
.

Èíòåðïðåòàöèÿ: äëÿ îòûñêàíèÿ êîëëèçèè íóæíà ñòåíîãðàììà

îáúåìà T = Ω(N/(lnN/ ln lnN)2).
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Àòàêè



Ïîñòðîåíèå êîëëèçèè

1. Íàéäåíà àòàêà ïî ðåøåíèþ Coll[σ] íà ñòåíîãðàììå îáúåìà

T = Θ(N/(lnN/ ln lnN)2) (îöåíêà òåîðåìû 3 äîñòèæèìà!).

2. Íåò îñíîâàíèé ñ÷èòàòü, ÷òî àòàêó ìîæíî ðàñïðîñòðàíèòü íà

Coll[Φ].

3. Âðåìÿ àòàêè, âîîáùå ãîâîðÿ, áîëüøå, ÷åì îáúåì ñòåíîãðàììû:

ïîèñê â ñòåíîãðàììå, âû÷èñëåíèÿ ñ ýëåìåíòàìè.

4. Ïðÿìàÿ îðãàíèçàöèÿ àòàêè � ïàìÿòü áîëüøîãî îáúåìà.

5. Â öåëîì, íåò îñíîâàíèé ãîâîðèòü î ñíèæåíèè êîëëèçèîííîé

ñòîéêîñòè Φ è, ñëåäîâàòåëüíî, belt-hash.
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Îáðàùåíèå

1. Íàéäåíà òðè àòàêè ïî ðåøåíèþ Pre[σ] íà ñòåíîãðàììå îáúåìà

T = Θ(N3/2) (îöåíêà òåîðåìû 1 äîñòèæèìà!). Àòàêè

îòëè÷àþòñÿ î÷åðåäíîñòüþ âûáîðà âåðøèí â èñêîìîì

òðåóãîëüíèêå ∆ = (Ra,Rb,Rc).

2. Íàéäåíà àòàêà ïî ðåøåíèþ Pre[Φ](Y ) íà ñòåíîãðàììå îáúåìà

T = Θ(N3/2+α), α = 1/10. Â àòàêå îïðåäåëÿåòñÿ öåïî÷êà

∆1,∆2, . . . ,∆ℓ,

â êîòîðîé

� in(∆1) = H;

� in(∆i ) = out(∆i−1), i = 1, 2, . . . , ℓ;

� out(∆ℓ) = Y ;

� body(∆ℓ) ñîäåðæèò ïðåäñòàâëåíèå ℓ è èòîãîâîé êîíòðîëüíîé

ñóììû

key(∆1)⊕ key(∆2)⊕ . . .⊕ key(∆ℓ−1).
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Îáðàùåíèå: äëèíà ðåøåíèÿ

Äëèíà öåïî÷êè-ðåøåíèÿ ℓ > n + 4 (áëàãîäàðÿ ¾óñèëåíèþ¿

MD-óñèëåíèÿ!).

� Â ÷àñòíîñòè, ðåøåíèå äëÿ belt-hash ñîñòîèò èç áîëåå ÷åì

128 + 4 = 132 áëîêîâ äëèíû 256 (áîëåå 4 êÁ).

� Â ÷àñòíîñòè, àòàêó íåëüçÿ ïðèìåíèòü ïðè èñïîëüçîâàíèè

belt-hash â àëãîðèòìàõ ýëåêòðîííîé öèôðîâîé ïîäïèñè Bign

(ÑÒÁ 34.101.45).

Çäåñü ïîä óãðîçîé òîëüêî 3-é óðîâåíü ñòîéêîñòè. Äëÿ ïîääåëêè

ïîäïèñè òðåáóåòñÿ íàõîäèòü ðåøåíèÿ èç íå áîëåå ÷åì 5 áëîêîâ.

Ñèòóàöèÿ äëÿ àòàêóþùåãî îñëîæíÿåòñÿ òåì, ÷òî âìåñòî

çàäà÷è Pre íóæíî ðåøàòü çàäà÷ó RPP (Random Pre�x Problem

[NSW09]).
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