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Ïîäïèñü Øíîððà

Ïàðàìåòðû:

� G � öèêëè÷åñêàÿ ãðóïïà ñ îáðàçóþùèì G (àääèòèâíàÿ çàïèñü);

� q � ïîðÿäîê G, ïðîñòîå 2ℓ-áèòîâîå ÷èñëî;

� S0 � ïîäìíîæåñòâî Zq;

� φ � ôóíêöèÿ õýøèðîâàíèÿ G× {0, 1}∗ → S0,

φ(R,X ) = φ(−R,X ).

Êëþ÷è: d ∈ Zq � ëè÷íûé, Q = dG � îòêðûòûé.

Ïîäïèñü: (s0, s1) ∈ S0 × Zq.

Ïðîâåðî÷íîå ñîîòíîøåíèå:

φ(s1G + s0Q,X )
?
= s0.
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Êîðîòêàÿ ïîäïèñü

Ðåãóëÿðíàÿ ïîäïèñü:

S0 = Zq ⇒ äëèíà ïîäïèñè ≈ 4ℓ áèòîâ.

Êîðîòêàÿ ïîäïèñü (îðèãèíàëüíàÿ ñòàòüÿ Øíîððà):

|S0| ≈ 2ℓ ⇒ äëèíà ïîäïèñè ≈ 3ℓ áèòîâ.

Âðåìÿ ðåøåíèÿ îñíîâíûõ êðèïòîàíàëèòè÷åñêèõ çàäà÷:

Ïîäïèñü KeyRecovery (îïðåäåëåíèå d) Forge (ïîääåëêà ïîäïèñè)

Ðåãóëÿðíàÿ Ω(2ℓ) Ω(2ℓ)

Êîðîòêàÿ Ω(2ℓ) Ω(2ℓ)

Ïðè ïåðåõîäå îò ðåãóëÿðíîé ïîäïèñè ê êîðîòêîé íè÷åãî íå ìåíÿåòñÿ!
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Ñóïåðêîðîòêàÿ ïîäïèñü

×òî äåëàòü, åñëè êîðîòêóþ ïîäïèñü íóæíî óëîæèòü â n = 3ℓ− δ

áèòîâ (δ > 0)?

Âàðèàíò 1 (ñíèæåíèå óðîâíÿ ñòîéêîñòè): óìåíüøèòü ℓ íà ≈ δ/3.

Âàðèàíò 2 (ñóïåðêîðîòêàÿ ïîäïèñü): ñîêðàòèòü S0 òàê, ÷òî

|S0| ≈ 2ℓ−δ.

Âðåìÿ ðåøåíèÿ îñíîâíûõ çàäà÷:

Ïîäïèñü KeyRecovery Forge

Ïîíèæåííîãî óðîâíÿ Ω(2ℓ−δ/3) Ω(2ℓ−δ/3)

Ñóïåðêîðîòêàÿ Ω(2ℓ) Ω(2ℓ−δ)

Ïîääåëêà îòäåëüíîé ñóïåðêîðîòêîé ïîäïèñè â ≈ 2δ ìåíåå çàòðàòíà,

÷åì êîìïðîìåòàöèÿ ëè÷íîãî êëþ÷à ñ ïîñëåäóþùåé ïîääåëêîé ëþáîé

ïîäïèñè.

Íî ýòî íîðìàëüíàÿ ñèòóàöèÿ äëÿ ðàçóìíî íåáîëüøèõ δ!
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Êàê ïîâûñèòü ñëîæíîñòü Forge?

Ðåøåíèå KeyRecovery: ρ-ìåòîä, ïîðÿäêà 2ℓ ñëîæåíèé â G.

Ðåøåíèå Forge: ïåðåáîð (s0, s1), ïîðÿäêà 2ℓ−δ ñëîæåíèé â G è

ñòîëüêî æå îïåðàöèé õýøèðîâàíèÿ (ïðè ðàçóìíîé îðãàíèçàöèè

ïåðåáîðà).

Êàê íàâÿçàòü ïðîòèâíèêó äîïîëíèòåëüíûå âû÷èñëåíèÿ ïðè ðåøåíèè

Forge?
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Íàáðîñîê

� Èçìåíèòü ïðîâåðî÷íîå ñîîòíîøåíèå íà

φ(s21G + 2s1φ1(s0,X )Q,X )
?
= s0.

Çäåñü φ1 : S0 × {0, 1}∗ → Zq � äîïîëíèòåëüíàÿ ôóíêöèÿ

õýøèðîâàíèÿ.

� Èäåÿ � ïðîòèâíèêó ïðè ïîäáîðå (s0, s1) âñÿêèé ðàç òðåáóåòñÿ

ïðèìåíÿòü φ1, à òàêæå âû÷èñëÿòü êðàòíûé ýëåìåíò G âìåñòî

îäíîêðàòíîãî ñëîæåíèÿ.

� Âûðàáîòêà ïîäïèñè:

1) k
R← Zq, R ← kG , s0 ← φ(R,X );

2) ðåøèòü îòíîñèòåëüíî s1 ëþáîå èç äâóõ êâàäðàòíûõ óðàâíåíèé

s21 + 2s1φ1(s0,X )d ≡ ±k (mod q).

Ðåøåíèå áóäåò íàéäåíî, åñëè îäíî èç ÷èñåë (φ1(s0,X )d)2 ± k

ÿâëÿåòñÿ êâàäðàòè÷íûì âû÷åòîì mod q;

3) åñëè ðåøåíèå íå íàéäåíî (âåðîÿòíîñòü ≈ 1/4), òî ïîâòîðèòü

ãåíåðàöèþ k.
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