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Îïèñàíèå MGM

MGM (Multilinear Galois Mode) - ðåæèì ðàáîòû áëî÷íîãî øèôðà.
Ðåæèì MGM îïðåäåëÿåòñÿ â ñòàíäàðòå
Ð 1323565.1.026-2019 Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ
çàùèòà èíôîðìàöèè. Ðåæèìû ðàáîòû áëî÷íûõ øèôðîâ, ðåàëèçóþùèå
àóòåíòèôèöèðîâàííîå øèôðîâàíèå.
RFC 9058 â 2021 ãîäó.
MGM îïðåäåëÿåòñÿ ñ áëî÷íûìè øèôðàìè ¾Ìàãìà¿ ñ äëèíîé áëîêà n = 64
áèò èëè ¾Êóçíå÷èê¿ n = 128 áèò.
Áëî÷íûå øèôðû îïðåäåëÿþòñÿ â ñòàíäàðòå
ÃÎÑÒ 34.12-2015 Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà
èíôîðìàöèè. Áëî÷íûå øèôðû.
MGM îòíîñèòñÿ ê ñåìåéñòâó AEAD-ðåæèìîâ è îáåñïå÷èâàåò
êîíôèäåíöèàëüíîñòü è èìèòîçàùèòó ñîîáùåíèé. Ïðè ýòîì ñîîáùåíèÿ ìîãóò
ñîñòîÿòü èç îäíîé èëè äâóõ ÷àñòåé. Åñëè ñîîáùåíèå ñîñòîèò èç äâóõ ÷àñòåé,
òî ïåðâàÿ ÷àñòü ñîäåðæèò äîïîëíèòåëüíûå èìèòîçàùèùàåìûå äàííûå
îáîçíà÷àåòñÿ À, à âòîðàÿ ÷àñòü íàçûâàåòñÿ îòêðûòûì òåêñòîì è
îáîçíà÷àåòñÿ Ð.
Ïàðàìåòðîì ðåæèìà MGM ÿâëÿåòñÿ äëèíà èìèòîâñòàâêè S, ãäå 32 ≤ S ≤ n.
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Îáîçíà÷åíèÿ

Vs � ìíîæåñòâî áèòîâûõ ñòðîê äëèíû s;

K ∈ Vk � êëþ÷ øèôðîâàíèÿ;

nonce ∈ Vn−1 � óíèêàëüíûé âåêòîð äëÿ êàæäîãî ñîîáùåíèÿ ïðè
ôèêñèðîâàííîì êëþ÷å;

EK : Vn → Vn � îòîáðàæåíèå, ðåàëèçóþùåå ôóíêöèþ çàøèôðîâàíèÿ ñ
èñïîëüçîâàíèåì êëþ÷à K ∈ Vk;

|| � êîíêàòåíàöèÿ áèòîâûõ ñòðîê; a = (a1, ..., as1) ∈ Vs1,
b = (b1, ..., bs2) ∈ Vs2, òî a||b = (a1, ..., as1, b1, ..., bs2) ∈ Vs1+s2;

Ints : Vs → Z2s � îòîáðàæåíèå, ñòàâÿùåå â ñîîòâåòñòâèå áèòîâîé ñòðîêå
a = (a1, ..., as) ∈ Vs ÷èñëî Ints(a) = 2s−1a1 + . . .+ 20as;

V ecs : Z2s → Vs � îòîáðàæåíèå, îáðàòíîå Ints;

⊞n/2 � ñëîæåíèå â êîëüöå Z2n/2 ;

incrl : Vn → Vn � îòîáðàæåíèå, ñîïîñòàâëÿþùåå ñòðîêå L||R, ãäå
L,R ∈ Vn/2, ñòðîêó incrl(L||R) = V ecn/2(Intn/2(L)⊞n/2 1)||R;
incrr : Vn → Vn � îòîáðàæåíèå, ñîïîñòàâëÿþùåå ñòðîêå L||R, ãäå
L,R ∈ Vn/2, ñòðîêó incrr(L||R) = L||V ecn/2(Intn/2(R)⊞n/2 1);
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⊗ : Vn × Vn → Vn � îòîáðàæåíèå, ñòàâÿùåå äâóì ñòðîêàì a = (a1, ..., an) ∈ Vn,
b = (b1, ..., bn) ∈ Vn ñòðîêó c = a⊗ b = (c1, ..., cn), c ∈ Vn; ñòðîêà c ñîîòâåòñòâóåò
ìíîãî÷ëåíó c(x) = c1xn−1 + . . .+ cn−1x+ cn, êîòîðûé ÿâëÿåòñÿ ðåçóëüòàòîì
óìíîæåíèÿ äâóõ ìíîãî÷ëåíîâ a(x) = a1xn−1 + . . .+ an−1x+ an è
b(x) = b1xn−1 + . . .+ bn−1x+ bn â ïîëå GF (2n); äëÿ n = 64 çàäàí ïîðîæäàþùèé
ìíîãî÷ëåí f(x) = x64 + x4 + x3 + x+ 1, äëÿ n = 128 çàäàí ïîðîæäàþùèé ìíîãî÷ëåí
f(x) = x128 + x7 + x2 + x+ 1.

Äîïîëíèòåëüíûå îáîçíà÷åíèÿ (äëÿ íàãëÿäíîñòè îïèñàíèÿ ðåàëèçàöèé MGM)

w - äëèíà ìàøèííîãî ñëîâà (áèòîâîãî ñðåçà), w = 256, ò.ê. AVX2.

(. . .)T - òðàíñïîíèðîâàíèå äàííûõ, èç êîíòåêñòà ïîíÿòíî â êëàññè÷åñêîå èëè bitslice
ïðåäñòàâëåíèå.

Ebs
K : (V256)n → (V256)n - çàøèôðîâàíèå íà êëþ÷å K â bitslice-ðåæèìå;

⊕bs : (V256)n × (V256)n → (V256)n - ïîáèòîâîå ñëîæåíèå (îïåðàöèÿ XOR) â
bitslice-ðåæèìå;

⊗bs : (V256)n × (V256)n → (V256)n - óìíîæåíèå â ïîëå GF (2n) ïî ñõåìå Êàðàöóáû â
bitslice-ðåæèìå;

⊞bs
n/2

: (V256)n/2 × (V256)n/2 → (V256)n/2 � ñëîæåíèå â êîëüöå Z2n/2 â bitslice
ðåæèìå;

incrbsl , incrbsr - äîáàâëåíèå 1 ê ñîîòâåòñòâóþùåé ïîëîâèíå âåêòîðîâ â bitslice-ðåæèìå.

incr256bsl , incr256bsr - äîáàâëåíèå 256 ê ñîîòâåòñòâóþùåé ïîëîâèíå âåêòîðîâ â
bitslice-ðåæèìå.

Âåðõíèé èíäåêñ sc â îáîçíà÷åíèè îïåðàöèè ïîä÷åðêèâàåò, ÷òî îïåðàöèÿ âûïîëíÿåòñÿ
ñêàëÿðíî. Íàïðèìåð, Esc

K â òî÷íîñòè îïåðàöèÿ EK .
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Çàøèôðîâàíèå ñîîáùåíèÿ â ðåæèìå MGM
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Áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ

Bitslice � ñïîñîá ïðîãðàììíîé ðåàëèçàöèè, êîòîðûé ïðåäïîëàãàåò ðàçáèåíèå
àëãîðèòìà íà ëîãè÷åñêèå ïîáèòîâûå îïåðàöèè (AND, OR, XOR, NOT). Ïðè
ýòîì, èñïîëüçîâàíèå N-áèòíûõ ìàøèííûõ ñëîâ ïîçâîëÿåò âûïîëíÿòü
ïàðàëëåëüíóþ ðàáîòó ñ íàáîðîì èç N äàííûõ, ÷òî ïîâûøàåò
ïðîèçâîäèòåëüíîñòü ïðîãðàììû. Ìàøèííûå ñëîâà ìîæíî íàçûâàòü
áèòîâûìè ñðåçàìè.
Ìàøèííîå ñëîâî � ôðàãìåíò äàííûõ ôèêñèðîâàííîãî ðàçìåðà,
îáðàáàòûâàåìûé êàê åäèíîå öåëîå ñ ïîìîùüþ íàáîðà êîìàíä.
Íà ýôôåêòèâíîñòü bitslice âëèÿåò ðàçðÿäíîñòü èñïîëüçóåìûõ ìàøèííûõ ñëîâ.
×åì áîëüøå ðàçðÿäíîñòü, òåì áîëüøåå êîëè÷åñòâî âõîäíûõ äàííûõ ìîæíî
îáðàáîòàòü ïðè ñîõðàíåíèè êîëè÷åñòâà èíñòðóêöèé.
Ðåàëèçàöèÿ â ðàìêàõ äàííîé ðàáîòû èñïîëüçóåò âåêòîðíûå èíñòðóêöèè
AVX2, ñîîòâåòñòâåííî, ìàøèííûìè ñëîâàìè ÿâëÿþòñÿ 256-ðàçðÿäíûå
âåêòîðíûå ðåãèñòðû.
Íàïðèìåð, 256 ÷èñåë, êàæäîå èç êîòîðûõ çàíèìàåò 8 áèò ìîæíî õðàíèòü
uint8_t a[256]; // a[0] - 0-å ÷èñëî, a[1] - 1-å ÷èñëî,. . ., - êëàññè÷åñêèé ñïîñîá
Â bitslice ýòè æå 256 ÷èñåë ìîæíî õðàíèòü
__m256i b[8]; // b[0] õðàíèò âñå 0-å áèòû ÷èñåë,..., b[7] âñå 7-å áèòû
Ýëåìåíòû b[0], b[1],. . ., b[7] ÿâëÿþòñÿ áèòîâûìè ñðåçàìè.
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Ãèáðèäíàÿ ðåàëèçàöèÿ MGM

Ãèáðèäíàÿ ðåàëèçàöèÿ ðåæèìà MGM ïðèìåíÿåòñÿ ê îäíîìó âõîäíîìó
ñîîáùåíèþ.
Âõîä: A, P , nonce, êëþ÷ K, äëèíû lA, lP .
Âûõîä: øèôðòåêñò C (ïåðåçàïèñûâàåò P ) è èìèòîâñòàâêà im.
Â äàííîé âåðñèè äëÿ ýôôåêòèâíîñòè íåêîòîðûå âû÷èñëåíèÿ ðåàëèçîâàíû áåç
ïðèìåíåíèÿ bitslice, ïîýòîìó è íàçûâàåòñÿ ãèáðèäíàÿ.
Âû÷èñëåíèÿ áåç ïðèìåíåíèÿ bitslice:
Y1 = EK(0||nonce)
Z1 = EK(1||nonce)
Hh+q+1 ⊗ (len(A)||len(C)),
à òàêæå ôèíàëüíîå çàøèôðîâàíèå (òîëüêî çàøèôðîâàíèå EK(. . .))

EK

(⊕h
j=1 Hj ⊗Aj ⊕

⊕q
i=1 Hh+i ⊗ Ci ⊕ Hh+q+1 ⊗ (len(A)||len(C))

)

Àíàòîëèé Ñîëîâüåâ, Äåíèñ Ôîìèí MGM bitslice
CTCrypt 2026, 1-5 èþíÿ, ã. Ìèíñê, Ðåñïóáëèêà Áåëàðóñü
7 / 29



Ãèáðèäíàÿ ðåàëèçàöèÿ MGM

Çàøèôðîâàíèå ñîîáùåíèÿ (A,P ) ñîñòîèò èç ñëåäóþùèõ ýòàïîâ. Îáðàáîòêà ÷àñòè
A = A1, . . . , Ah. Ïîñëåäíèé áëîê èìååò äëèíó t ≤ n.
Èíèöèàëèçàöèÿ: curImit(i) = 0⃗, i = 1, . . . , n.

1 Ïîäãîòîâêà ñ÷¼ò÷èêà: Z1 = Esc
K (1||nonce), Z1 = (Z1L||Z1R). Äàëåå â bitslice

ðåæèìå ôîðìèðóþòñÿ Z2 = incrl(Z1),. . ., Z256 = incrl(Z255):
(Z1, . . . , Z256)

T ← ((Z1L, . . . , Z1L)
T ⊞bs

n/2 (0, 1, . . . , 255)
T )||(Z1R, . . . , Z1R)

T .

Ñ÷¼ò÷èê ìàññèâ èç n 256-áèòíûõ âåêòîðîâ Z11, . . . , Z1n ← (Z1, . . . , Z255)
T .

2 Â öèêëå (s = 1, s ≤ h, s = s+ 256), îáðàáàòûâàþòñÿ ïî 256 áëîêîâ
As, . . . , As+255, âûïîëíÿþòñÿ ñëåäóþùèå øàãè.

1 Êîïèðîâàíèå: Z21, . . . , Z2n ← Z11, . . . , Z1n
2 Äîáàâëåíèå 256: Z11, . . . , Z1n ← incr256bsl (Z11, . . . , Z1n)
3 Ôîðìèðîâàíèå êëþ÷åé: (Hs, ..., Hs+255)

T ← Ebs
K (Z21, . . . , Z2n)

4 Óìíîæåíèå ïî ñõåìå Êàðàöóáû è äîáàâëåíèå ê òåêóùåìó ìàññèâó
curImit(1), . . . , curImit(n) ←
(curImit(1), . . . , curImit(n))⊕bs ((Hs, . . . , Hs+255)

T ⊗bs (As, . . . , As+255)
T ).

Íà ïîñëåäíåé èòåðàöèè öèêëà - áëîê Ah äîïîëíÿåòñÿ n− t íóëåâûìè
áèòàìè (åñëè äëèíà Ah ìåíüøå n).
Ðåàëèçàöèÿ äîïóñêàåò çàöåïëåíèå (h− s+ 1) ïîñëåäíèõ áëîêîâ
As, . . . , Ah è 256− (h− s+ 1) ïåðâûõ áëîêîâ øèôðòåêñòà
C1, . . . , C256−(h−s+1), ñì. ïàðàìåòð AwithP.
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Ãèáðèäíàÿ ðåàëèçàöèÿ MGM

Îáðàáîòêà P = P1, . . . , Pq, ïåðâûå q − 1 áëîêîâ äëèíû n, ïîñëåäíèé äëèíû
u ≤ n.

3 Ïîäãîòîâêà ñ÷¼ò÷èêà: Y1 = Esc
K (0||nonce), Y2 = incrr(Y1), . . . ,

Y256 = incrr(Y255). Ñ÷¼ò÷èêîì ÿâëÿåòñÿ ìàññèâ èç n 256-ðàçðÿäíûõ
âåêòîðîâ: Y 11, . . . , Y 1n = (Y1, . . . , Y256)

T .

4 Â öèêëå (s = 1, s ≤ q, s = s+ 256), îáðàáàòûâàþòñÿ ïî 256 áëîêîâ
Ps, . . . , Ps+255, âûïîëíÿþòñÿ ñëåäóþùèå øàãè.

1 Êîïèðîâàíèå ñ÷¼ò÷èêà: Y 21, . . . , Y 2n ← Y 11, . . . , Y 1n.
2 Äîáàâëåíèå 256: Y 11, . . . , Y 1n ← incr256bsr (Y 11, . . . , Y 1n).
3 Çàøèôðîâàíèå ñ÷¼ò÷èêà è íàëîæåíèå ãàììû íà îòêðûòûé òåêñò:

Cs, . . . , Cs+255 ← ((Ps, . . . , Ps+255)
T ⊕bs Ebs

K (Y 21, . . . , Y 2n))
T

4 Óìíîæåíèå ïî ñõåìå Êàðàöóáû è äîáàâëåíèå ê òåêóùåìó ìàññèâó
curImit(1), . . . , curImit(n) ← (curImit(1), . . . , curImit(n))⊕bs

(Hh+s, . . . , Hh+s+255)
T ⊗bs ((Ps, . . . , Ps+255)

T ⊕bs Ebs
K (Y 21, . . . , Y 2n)),

ôîðìèðîâàíèå (Hs, . . . , Hs+255)
T îïèñàíî ðàíåå, â îáðàáîòêå ÷àñòè A. Â

ïîñëåäíåì áëîêå Cq ïåðåä óìíîæåíèåì íåîáõîäèìî îáíóëèòü n− u áèò.

5 Èìèòîâñòàâêà im = Esc
K (

⊕256
i=1 vi ⊕

sc Hh+q+1 ⊗sc (len(A)||len(C))),

v1, . . . , v256 = (curImit(1), . . . , curImit(n))T .
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Ïîëíîñòüþ áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ MGM

Ïîëíîñòüþ áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ ïàðàëëåëüíî îáðàáàòûâàåò
1 ≤M ≤ 256 ñîîáùåíèé (ïðè èñïîëüçîâàíèè âåêòîðíûõ èíñòðóêöèé AVX2).
Ïðåäëîæåííàÿ ðåàëèçàöèÿ ðàáîòàåò ñ ñîîáùåíèÿìè (A(i), P (i)) îäèíàêîâîé
äëèíû lA = len(A(i)), lP = len(P (i)), i = 1, . . . ,M .
Âõîä: íàáîðû (A(i), P (i), nonce(i)), i = 1, . . . ,M , êëþ÷ K, äëèíû lA, lP .
Âûõîä: øèôðòåêñò C(i) è èìèòîâñòàâêà im(i), i = 1, . . . ,M .
Â ðàáîòå ðåàëèçóåòñÿ ñòðàòåãèÿ: îäèí êëþ÷ K - íåñêîëüêî ñîîáùåíèé
(A(i), P (i), nonce(i)), i = 1, . . . ,M .
Íåñëîæíî ðåàëèçîâàòü ñòðàòåãèþ: îäèí êëþ÷ K(i) - îäíî ñîîáùåíèå
(A(i), P (i), nonce(i)), i = 1, . . . ,M .
Ñëîæíåå ðåàëèçîâàòü ñòðàòåãèþ: ñîîáùåíèÿ ðàçíîé äëèíû, ò.å. êîãäà
ñóùåñòâóåò lA(i) ̸= lA(j) èëè lP (i) ̸= lP (j) , äëÿ i ̸= j, i, j = 1, . . . ,M . Íàïðèìåð,
ñì. bitslice ðåàëèçàöèþ ôóíêöèè õýøèðîâàíèÿ ¾Ñòðèáîã¿ â ðàáîòå1, â
êîòîðîé íå íàêëàäûâàåòñÿ îãðàíè÷åíèå â âèäå ðàâåíñòâà äëèí ñîîáùåíèé.

1À.Ñ.Ñîëîâüåâ, Ä.Á.Ôîìèí, Áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ àëãîðèòìîâ ¾Ñòðèáîã¿ è
¾Êóçíå÷èê¿, CTCrypt 2025.
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Ïîëíîñòüþ áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ MGM

Çàøèôðîâàíèå ñîîáùåíèé (A(1), P (1)), . . . , (A(M), P (M)) ñîñòîèò èç
ñëåäóþùèõ ýòàïîâ. Îáðàáîòêà A(1), . . . , A(M), ò.å. 1-é ÷àñòè ñîîáùåíèé, ãäå

A(i) = A
(i)
1 , . . . , A

(i)
h ñîñòîèò èç h− 1 áëîêîâ äëèíû n, äëèíà ïîñëåäíåãî

áëîêà t ≤ n, i = 1, . . . ,M .
Èíèöèàëèçàöèÿ: curImit(i) = 0⃗, i = 1, . . . , n.

1 Ïîäãîòîâêà ñ÷¼ò÷èêà:
Z

(1)
1 , . . . , Z

(n)
1 ← Ebs

K ((1||nonce(1), 1||nonce(2), . . . , 1||nonce(M))T ) - ìàññèâ èç n

256-ðàçðÿäíûõ âåêòîðîâ (ò.ê. AVX2), Z
(i)
1 ñîäåðæèò âñå i-å áèòû ðåçóëüòàòà

çàøèôðîâàíèÿ, i = 1, ..., n, n ∈ {64, 128} - äëèíà áëîêà øèôðà.
2 Â öèêëå s = 1, . . . , h, ãäå h - êîëè÷åñòâî áëîêîâ, âûïîëíÿþòñÿ ñëåäóþùèå

øàãè.

1 Êîïèðîâàíèå: Z2
(1)
s , . . . , Z2

(n)
s ← Z

(1)
s , . . . , Z

(n)
s .

2 Äîáàâëåíèå åäèíèöû: Z
(1)
s+1, . . . , Z

(n)
s+1 ← incrbsl (Z

(1)
s , . . . , Z

(n)
s ).

3 Ôîðìèðîâàíèå êëþ÷åé: H
(1)
s , . . . , H

(n)
s ← Ebs

K (Z2
(1)
s , . . . , Z2

(n)
s ).

4 Óìíîæåíèå ïî ñõåìå Êàðàöóáû è äîáàâëåíèå ê òåêóùåìó ìàññèâó:
curImit(1), . . . , curImit(n) ←
(curImit(1), . . . , curImit(n))⊕bs (H

(1)
s , . . . , H

(n)
s )⊗bs (A

(1)
s , . . . , A

(M)
s )T . Íà

ïîñëåäíåé èòåðàöèè (s = h) áëîêè A
(1)
h , . . . , A

(M)
h äîïîëíÿþòñÿ (n− t)

íóëÿìè ïåðåä òðàíñïîíèðîâàíèåì.

Àíàòîëèé Ñîëîâüåâ, Äåíèñ Ôîìèí MGM bitslice
CTCrypt 2026, 1-5 èþíÿ, ã. Ìèíñê, Ðåñïóáëèêà Áåëàðóñü
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Ïîëíîñòüþ áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ MGM

Îáðàáîòêà P (1), . . . , P (M), P (i) = P
(i)
1 , . . . , P

(i)
q ñîñòîèò èç q áëîêîâ, ïåðâûå q − 1

áëîêîâ äëèíû n, äëèíà ïîñëåäíåãî áëîêà u ≤ n, i = 1, . . . ,M .

3 Ïîäãîòîâêà ñ÷¼ò÷èêà (Y
(1)
1 , . . . , Y

(n)
1 ) = Ebs

K ((0||nonce(1), . . . , 0||nonce(M))T ) -

ìàññèâ èç n âåêòîðîâ äëèíû 256 áèò (AVX2), ãäå Y
(i)
1 ñîäåðæèò âñå i-å áèòû

ðåçóëüòàòà çàøèôðîâàíèÿ, i = 1, ..., n, n ∈ {64, 128} - äëèíà áëîêà øèôðà.
4 Â öèêëå s = 1, . . . , q âûïîëíÿþòñÿ ñëåäóþùèå øàãè.

1 Êîïèðîâàíèå ñ÷¼ò÷èêà (Y 2
(1)
s , . . . , Y 2

(n)
s )← (Y

(1)
s , . . . , Y

(n)
s ).

2 Äîáàâëåíèå åäèíèöû (Y
(1)
s+1, . . . , Y

(n)
s+1)← incrbsr (Y

(1)
s , . . . , Y

(n)
s ).

3 Çàøèôðîâàíèå ñ÷¼ò÷èêà è íàëîæåíèå ãàììû íà îòêðûòûé òåêñò
C1, . . . , Cn ← (P

(1)
s , . . . , P

(M)
s )T ⊕bs Ebs

K (Y 2
(1)
s , . . . , Y 2

(n)
s ),

C
(1)
s , . . . , C

(M)
s ← (C1, . . . , Cn)

T - ñîõðàíåíèå çàøèôðîâàííûõ áëîêîâ.
4 Óìíîæåíèå ïî ñõåìå Êàðàöóáû curImit(1), . . . , curImit(n) ←

curImit(1), . . . , curImit(n) ⊕bs (H
(1)
h+s, . . . , H

(n)
h+s)⊗

bs (C1, . . . , Cn),

ôîðìèðîâàíèå (H
(1)
s , . . . , H

(n)
s ) îïèñàíî ðàíåå, â îáðàáîòêå ÷àñòè A. Íà

ïîñëåäíåé èòåðàöèè (s = q), åñëè u < n, ïåðåä óìíîæåíèåì íåîáõîäèìî

äîáàâèòü n− u íóëåâûõ âåêòîðîâ ê (C
(1)
h , . . . , C

(M)
h )T .

5 Èìèòîâñòàâêè im(1), . . . , im(M) = (Ebs
K ((curImit(1), . . . , curImit(n))⊕bs

(H
(1)
h+q+1, . . . , H

(n)
h+q+1)⊗

bs (len(A)||len(C))))T
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Òðàíñïîíèðîâàíèå äàííûõ

Â îñíîâå òðàíñïîíèðîâàíèÿ äàííûõ - àëãîðèòì èç êíèãè2, ðåàëèçóåò
òðàíñïîíèðîâàíèå áèòîâîé ìàòðèöû ðàçìåðà 8× 8 çà 21 èíñòðóêöèþ.
Â íàñòîÿùåé ðàáîòå äàííûé àëãîðèòì àäàïòèðîâàí äëÿ AVX2 èíñòðóêöèé,
÷òî ïîçâîëÿåò òðàíñïîíèðîâàòü ÷åòûðå ìàòðèöû ðàçìåðà 8× 8 çà 21
èíñòðóêöèþ, ò.ê. îäíà ìàòðèöà 8× 8 çàíèìàåò 64 áèòà, ÷åòûðå - 256 áèò.
Èñõîäíûå äàííûå ðàçáèâàþòñÿ íà ïîäìàòðèöû ðàçìåðà 32× 32, êîòîðûå
òðàíñïîíèðóþòñÿ çà 136 èíñòðóêöèé (îïåðàöèÿ ïðèñâàèâàíèÿ = íå
ó÷èòûâàëàñü).
Íàáîð èç 256 áëîêîâ ¾Ìàãìà¿ èìååò ðàçìåð 256× 64, òðàíñïîíèðóåòñÿ çà
8 · 2 · 136 = 2176 èíñòðóêöèé.
Íàáîð èç 256 áëîêîâ ¾Êóçíå÷èê¿ èìååò ðàçìåð 256× 128, òðàíñïîíèðóåòñÿ
çà 8 · 4 · 136 = 4352 èíñòðóêöèé.

2Henry S. Warren, Hacker's delight, 2013.
Àíàòîëèé Ñîëîâüåâ, Äåíèñ Ôîìèí MGM bitslice
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PEIGEN

PEIGEN3 - ïëàòôîðìà äëÿ èçó÷åíèÿ, ðåàëèçàöèè è ãåíåðàöèè S-áîêñîâ.
Ïëàòôîðìà ïîçâîëÿåò íàõîäèòü ðåàëèçàöèè äëÿ S-áîêñîâ â ðàçëè÷íûõ
ëîãè÷åñêèõ áàçèñàõ (AND, OR, XOR, NOT, ANDNOT,...) ñ ó÷¼òîì
êðèòåðèåâ ìèíèìèçàöèè: Bitslice Gate Complexity (BGC) - êîëè÷åñòâî
ëîãè÷åñêèõ èíñòðóêöèé; Multiplicative Complexity (MC) - ìóëüòèïëèêàòèâíàÿ
ñëîæíîñòü, êîëè÷åñòâî èíñòðóêöèé AND, èíñòðóêöèè XOR è NOT ñ÷èòàþòñÿ
¾áåñïëàòíûìè¿; Depth Complexity - ãëóáèíà ñõåìû; ñóììàðíàÿ ñòîèìîñòü
èíñòðóêöèé (âåíòèëåé), ò.å. êàæäàÿ èíñòðóêöèÿ èìååò ñâîþ ñòîèìîñòü,
îïðåäåëåííóþ ÷èñëîì.
Ðàáîòàåò ñ n-áèòíûìè S-áîêñàìè, 3 ≤ n ≤ 8.

3Zhenzhen Bao, Jian Guo, San Ling, Yukihiro Sasaki, Peigen � a Platform for
Evaluation,Implementation, and Generation of S-boxes, 2019,
https://tosc.iacr.org/index.php/ToSC/article/view/7406/6578,
https://github.com/peigen-sboxes/PEIGEN.
Àíàòîëèé Ñîëîâüåâ, Äåíèñ Ôîìèí MGM bitslice
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Ïðèìåíåíèå PEIGEN

Èñïîëüçóÿ PEIGEN ïîñòðîåíû bitslice ðåàëèçàöèè âîñüìè ïîäñòàíîâîê π0, . . . , π7

äëÿ ¾Ìàãìà¿ è òð¼õ ïðåîáðàçîâàíèé, ó÷àñòâóþùèõ â ðåàëèçàöèè ïîäñòàíîâêè
¾Êóçíå÷èê¿. w - ðàçðÿäíîñòü ìàøèííîãî ñëîâà (w = 256 äëÿ AVX2).

Algorithm Áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ π0

Require: x[0],x[1],x[2],x[3],x[i] ∈ Fw
2 , i = 0, 1, 2, 3

Ensure: x[0],x[1],x[2],x[3] = π0(x[0],x[1],x[2],x[3])
1: t← x[1]
2: x[0]← x[0]⊕ x[2]⊕ (t ∨ x[3])
3: x[1]← x[3]⊕ (x[0] ∧ x[2])
4: x[2]← x[2]⊕ x[1]
5: x[1]← ¬x[1]
6: t← t⊕ ((x[0] ∧ x[1]) ∨ x[2])
7: x[3]← x[1]⊕ (x[0] ∨ t)
8: x[1]← x[0]⊕ x[2]
9: x[0]← x[2]⊕ (x[3] ∧ t)
10: x[2]← x[1]⊕ x[3]
11: x[1]← t⊕ x[1]

Àíàòîëèé Ñîëîâüåâ, Äåíèñ Ôîìèí MGM bitslice
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Ñëîæíîñòü ðåàëèçàöèè ïîäñòàíîâîê â ¾Ìàãìà¿

Ñëîæíîñòü áèòîâî-ïàðàëëåëüíîé ðåàëèçàöèè (Bitslice Gate Complexity - BGC)
ïîäñòàíîâîê πi â ¾Ìàãìå¿ (â ëîãè÷åñêèõ îïåðàöèÿõ)

i BGC (πi) AND XOR NOT OR

0 17 3 10 1 3
1 17 3 8 1 5
2 16 3 9 1 3
3 15 1 8 1 5
4 16 3 8 2 3
5 17 2 9 2 4
6 17 4 9 1 3
7 17 5 9 1 2

Èòîãî 132 24 70 10 28

Àíàòîëèé Ñîëîâüåâ, Äåíèñ Ôîìèí MGM bitslice
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Ñëîæåíèå ñ ðàóíäîâûì êëþ÷îì â àëãîðèòìå ¾Ìàãìà¿

Îïåðàöèÿ ñëîæåíèÿ â êîëüöå Z2N , ãäå N - íàòóðàëüíîå ÷èñëî, ìîæåò áûòü
ýôôåêòèâíî ðåàëèçîâàíà ñ èñïîëüçîâàíèåì êëàññè÷åñêîé èäåè, çàêëþ÷àåòñÿ â
ïðåäñòàâëåíèè ÷èñåë â âèäå áèòîâûõ âåêòîðîâ è âûïîëíåíèè îïåðàöèé íàä áèòàìè
¾â ñòîëáèê¿. Äëÿ ¾Ìàãìà¿ N = 32 è ñëîæíîñòü ðàâíà 32 · 5 = 160.

Algorithm Ñëîæåíèå â Z2N ¾â ñòîëáèê¿

1: Âõîä: A = (A[0], . . . , A[N − 1]) è B = (B[0], . . . , B[N − 1]), A[i], B[i] ∈ Fw
2

- áèòîâûå ñðåçû, ïðåäñòàâëÿþùèå äâîè÷íûå çàïèñè ýëåìåíòîâ Z2N .
2: Âûõîä: Ðåçóëüòàò ñëîæåíèÿ result.
3: carry← 0
4: result← [0]×N
5: for all i = 0 to N − 1 do
6: si ← A[i]⊕B[i]
7: ci ← A[i] ∧B[i]
8: result[i]← si ⊕ carry

9: carry← ci ∨ (si ∧ carry)
10: end for
11: return result

Àíàòîëèé Ñîëîâüåâ, Äåíèñ Ôîìèí MGM bitslice
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Äåêîìïîçèöèÿ ïîäñòàíîâêè π èç àëãîðèòìà ¾Êóçíå÷èê¿

Äåêîìïîçèöèÿ ïîäñòàíîâêè π èç àëãîðèòìà ¾Êóçíå÷èê¿ ïðåäñòàâëåíà â ðàáîòå4.
CTCrypt 2025 BGC(π) = 169, Depth(π) = 55.
CTCrypt 2026 BGC(π) = 163, Depth(π) = 59.
Ñ èñïîëüçîâàíèåì PEIGEN ïîñòðîåíû ïðåîáðàçîâàíèÿ I, ν0, σ ñ ìåíüøåé
ñëîæíîñòüþ. Â òàáëèöå ñðàâíåíèå BGC (Bitslice gate complexity).

function CTCrypt 2025 CTCrypt 2026

I 16 15
ν0 19 18
σ 19 15

α 11
ω 5
⊙ 30× 2 = 60
ν1 11
φ 16
Multiplexer 12

169 163

4Alex Biryukov, Leo Perrin, and Aleksei Udovenko, Reverse-Engineering the S-Box of
Streebog, Kuznyechik and STRIBOBr1.
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Bitslice ðåàëèçàöèè, ïîñòðîåííûå PEIGEN

Algorithm Áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ I

Require: x[0],x[1],x[2],x[3],x[i] ∈ Fw
2 , i = 0, 1, 2, 3

Ensure: x[5],x[6],x[7],x[8] = I(x[0],x[1],x[2],x[3])
1: x[5]← x[1]⊕ x[3]
2: x[6]← x[0]⊕ (x[5] ∧ x[2])
3: x[8]← x[3]⊕ (x[6] ∧ x[2])
4: x[7]← x[2]⊕ (x[5] ∧ x[8])
5: x[6]← x[6]⊕ x[7]
6: x[5]← x[5]⊕ (x[6] ∧ x[7])
7: x[7]← x[7]⊕ (x[6] ∧ x[8])
8: x[8]← x[8]⊕ (x[5] ∧ (x[6] ∧ x[7]))

Àíàòîëèé Ñîëîâüåâ, Äåíèñ Ôîìèí MGM bitslice
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Algorithm Áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ ν0

Require: x[0],x[1],x[2],x[3],x[i] ∈ Fw
2 , i = 0, 1, 2, 3

Ensure: x[0],x[1],x[2],x[3] = ν0(x[0],x[1],x[2],x[3])
1: x[3]← x[3]⊕ x[0]
2: x[0]← x[0]⊕ (x[3] ∨ x[2])
3: x[3]← x[3]⊕ x[0]
4: x[2]← x[2]⊕ (x[1] ∧ x[0])
5: x[0]← ¬x[0]
6: x[1]← x[1]⊕ ((x[0] ∨ x[3]) ∧ x[2])
7: tmp← x[2]⊕ x[3]
8: x[3]← x[3]⊕ (x[1] ∨ tmp)
9: x[2]← x[1]⊕ x[0]
10: x[1]← x[0]⊕ x[3]
11: x[0]← tmp⊕ x[1]
12: x[1]← x[1]⊕ (x[2] ∧ x[0])
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Algorithm Áèòîâî-ïàðàëëåëüíàÿ ðåàëèçàöèÿ σ

Require: x[0],x[1],x[2],x[3],x[i] ∈ Fw
2 , i = 0, 1, 2, 3

Ensure: x[0],x[1],x[2],x[3] = σ(x[0],x[1],x[2],x[3])
1: tmp← x[3]⊕ x[1]
2: x[3]← x[1]⊕ x[0]
3: x[1]← tmp⊕ x[0]
4: tmp← ¬(x[2]⊕ (tmp ∧ x[3]))
5: x[2]← x[3]⊕ (tmp ∨ x[0])
6: x[0]← x[0]⊕ (x[1] ∨ x[2])
7: x[3]← x[1]⊕ (tmp ∨ x[0])
8: x[1]← tmp⊕ (x[3] ∧ x[2])
9: x[0]← x[0]⊕ x[3]
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Àëãîðèòì Êàðàöóáû

Àëãîðèòì Êàðàöóáû Àíàòîëèÿ Àëåêñååâè÷à - ìåòîä áûñòðîãî óìíîæåíèÿ,
ïîçâîëÿþùèé ïåðåìíîæàòü äâà n-çíà÷íûõ ÷èñëà. Èçîáðåòåí â 1960 ãîäó.
Îáùàÿ ìåòîäèêà àëãîðèòìà - ¾ðàçäåëÿé è âëàñòâóé¿: çàäà÷ó äåëÿò íà
íåïåðåñåêàþùèåñÿ ïîäçàäà÷è òîãî æå òèïà, íî ìåíüøåãî ðàçìåðà, ïðè÷¼ì
êàæäàÿ ïîäçàäà÷à âû÷èñëÿåòñÿ îòäåëüíî, à ðåçóëüòàòû ðåøåíèÿ â èòîãå
îáúåäèíÿþòñÿ â ðåøåíèå èñõîäíîé çàäà÷è.
Àëãîðèòì ñíèæàåò óìíîæåíèå äâóõ n-ðàçðÿäíûõ ÷èñåë äî òð¼õ óìíîæåíèé
÷èñåë âäâîå ìåíüøåé äëèíû. Äëÿ âû÷èñëåíèÿ êàæäîãî èç òð¼õ óìíîæåíèé
èñïîëüçóåòñÿ òîò æå ìåòîä ðåêóðñèâíî.
Àñèìïòîòè÷åñêàÿ îöåíêà ñëîæíîñòè óìíîæåíèÿ ïî ðåêóðñèâíîìó àëãîðèòìó
Êàðàöóáû O(nlog23), ãäå log23 ≈ 1, 5849625.
Â ðåæèìå MGM âûïîëíÿåòñÿ óìíîæåíèå â ïîëÿõ GF (264) è GF (2128).
Àëãîðèòì Êàðàöóáû ïîçâîëÿåò ðåàëèçîâàòü óìíîæåíèå äâóõ ìíîãî÷ëåíîâ
ñòåïåíè n− 1. Â íàøåì ñëó÷àå, n ∈ {64, 128}.
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Óìíîæåíèå ìíîãî÷ëåíîâ ïî àëãîðèòìó Êàðàöóáû

Ïóñòü n = 2m (åñëè n íå ÿâëÿåòñÿ ñòåïåíüþ ÷èñëà 2, äîïîëíÿåì íóëåâûìè
êîýôôèöèåíòàìè äî áëèæàéøåé ñòåïåíè äâîéêè äëÿ ýôôåêòèâíîãî
ïðèìåíåíèÿ ðåêóðñèâíîé ñõåìû Êàðàöóáû). Ïðåäñòàâèì:

a(x) = aH(x) · xm + aL(x), b(x) = bH(x) · xm + bL(x),

ãäå aL, bL ∈ Fm
2 � ìëàäøèå m êîýôôèöèåíòîâ, aH , bH ∈ Fm

2 � ñòàðøèå,
F2 = {0, 1}.
Òîãäà:

a(x) · b(x) =
(
aHxm + aL

)
·
(
bHxm + bL

)
= (aH · bH)x2m ⊕ (aL · bL)
⊕

(
aH · bL ⊕ aL · bH

)
xm.

Ñóòü îïòèìèçàöèè � âûðàçèòü ñëàãàåìîå
(
aH · bL ⊕ aL · bH

)
ñëåäóþùèì

îáðàçîì:

aH · bL ⊕ aL · bH = (aH ⊕ aL) · (bH ⊕ bL) ⊕ aH · bH ⊕ aL · bL.
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Ïðèâåäåíèå ïî ìîäóëþ íåïðèâîäèìîãî ìíîãî÷ëåíà

Â îñíîâå bitslice ðåàëèçàöèè ïðèâåäåíèÿ ìíîãî÷ëåíà ïî ìîäóëþ
íåïðèâîäèìîãî ìíîãî÷ëåíà - àëãîðèòì èç ðàáîòû5.
Ðåçóëüòàò óìíîæåíèÿ a(x) = m1(x) ·m2(x), ãäå deg(m1(x)) = n− 1,
deg(m2(x)) = n− 1, ìîæíî ïðåäñòàâèòü a(x) = c(x) · xn + b(x), n ∈ {64, 128}.
Îáîçíà÷åíèå: Mn - ñòàðøàÿ, à Ln - ìëàäøàÿ ïîëîâèíà ìíîãî÷ëåíà.
Íàïðèìåð, Mn(a(x)) = c(x), Ln(a(x)) = b(x).
Â ðàáîòå5èç ôîðìóëû (22) ñëåäóåò àëãîðèòì âû÷èñëåíèÿ îñòàòêà:

p(x) = (c(x) ·xn) mod g(x) = Ln(g∗(x) ·Mn(c(x) · q+(x))), deg(p(x)) = n−1.

n = 128: g(x) = x128 + x7 + x2 + x+ 1, g∗(x) = x7 + x2 + x+ 1, q+(x) = g(x),
n = 64: g(x) = x64 + x4 + x3 + x+ 1, g∗(x) = x4 + x3 + x+ 1, q+(x) = g(x).
Â èòîãå, ïðèâåäåíèå ïî ìîäóëþ ðåçóëüòàòà: a(x) mod g(x) = p(x)⊕ b(x).
Ò.ê. g∗(x) è q+(x) ÿâëÿþòñÿ ôèêñèðîâàííûìè ìíîãî÷ëåíàìè, òî âû÷èñëåíèå
p(x) ìîæíî ïðåäñòàâèòü â âèäå ëèíåéíîãî ïðåîáðàçîâàíèÿ îïåðàöèÿìè XOR.

5Shay Guero, Michael E.Kounavis, Intel Carry-Less Multiplication Instruction and its Usage
for Computing the GCM Mode.
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Ñëîæíîñòü bitslice çàøèôðîâàíèÿ ¾Ìàãìà¿, ¾Êóçíå÷èê¿

Â îöåíêå ñëîæíîñòè íå ó÷èòûâàþòñÿ èíñòðóêöèè ïðèñâàèâàíèÿ = è
òðàíñïîíèðîâàíèå äàííûõ.
Çàøèôðîâàíèå w 64-áèòíûõ áëîêîâ ¾Ìàãìà¿, â ðåàëèçàöèè w = 256.

Ôóíêöèÿ Êîëè÷åñòâî èíñòðóêöèé
Ñëîæåíèå ñ ðàóíä.êëþ÷îì â êîëüöå Z232 160
Ïîäñòàíîâêè π0, . . . , π7 132
Îïåðàöèÿ XOR ñ ó÷åòîì <<< 11 32
Âñåãî 10 368 = (160 + 132 + 32) · 32

Çàøèôðîâàíèå w 128-áèòíûõ áëîêîâ ¾Êóçíå÷èê¿

Ôóíêöèÿ Êîëè÷åñòâî èíñòðóêöèé
⊕ ñ ðàóíäîâûì êëþ÷îì 128
Ïîäñòàíîâêà π 2608 = 163 · 16
Ëèíåéíîå ïðåîáðàçîâàíèå 2768 = 173 · 16
Âñåãî 49 664 = (128 + 2608 + 2768) · 9 + 128

Â ¾Êóçíå÷èê¿ â 10-ì ðàóíäå ëèøü ñëîæåíèå ñ ðàóíäîâûì êëþ÷îì.
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Ñëîæíîñòü bitslice óìíîæåíèÿ ìíîãî÷ëåíîâ è

ïðîèçâîäèòåëüíîñòü çàøèôðîâàíèÿ

Îïåðàöèÿ n = 64 n = 128
Carry-less óìíîæåíèå (ïîëíîå) 4 108 12 833
Ïðèâåäåíèå ïî ìîäóëþ (ïîëíîå) 196 445
Ñóììàðíàÿ ñëîæíîñòü ⊗ 4 304 13 278

Áëî÷íûé øèôð Çàøèôðîâàíèå â ðåæèìå ïðîñòîé çàìåíû (ÌÁàéò/ñ)
¾Êóçíå÷èê¿ 410
¾Ìàãìà¿ 980

¾Êóçíå÷èê¿ íåìíîãî óñêîðèëñÿ â ñðàâíåíèè ñ ðåàëèçàöèåé CTCrypt 2025 çà
ñ÷¼ò ïðåäñòàâëåíèÿ ðàñøèðåííîãî êëþ÷à â âèäå bitslice âåêòîðîâ è
ïðèìåíåíèÿ èíñòðóêöèè _mm256_i32gather_epi32 ïðè ñ÷èòûâàíèè
âåêòîðîâ èç íåñìåæíûõ îáëàñòåé ïàìÿòè ïåðåä òðàíñïîíèðîâàíèåì.
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Ñðàâíåíèå ïðîèçâîäèòåëüíîñòè ðåàëèçàöèé

¾Êóçíå÷èê¿ MGM

Äëèíà Êîëè÷åñòâî
ñîîáùåíèé

Classic
Ðåàëèçàöèÿ6

Bitslice
lA lP Hybrid Fully

1 MB 1 MB 256 100 MB/sec 234 MB/sec 226 MB/sec
0 MB 1 MB 256 77 184 177
1 MB 0 MB 256 142 321 312
8 KB 8 KB 16384 101 226 227
0 KB 8 KB 16384 77 175 179
8 KB 0 KB 16384 139 298 309

1 MB - 1 Ìåãàáàéò (220 áàéò), 1 KB - 1 Êèëîáàéò (210 áàéò).
Ïðîèçâîäèòåëüíîñòü ðåàëèçàöèé âûðàæàåòñÿ â êîëè÷åñòâå Ìåãàáàéò äàííûõ,
îáðàáàòûâàåìûõ çà 1 ñåêóíäó (MB/sec).
Ýêñïåðèìåíòû ïðîâåäåíû íà ÝÂÌ: ïðîöåññîð Intel Core i5 8400, ÎÑ Ubuntu
24.04, êîìïèëÿòîð GCC, îïöèè êîìïèëÿòîðà -O2 -Wall -mavx2 -mpclmul.
Âñå ðåàëèçàöèè îäíîïîòî÷íûå.

6Ðåàëèçàöèÿ ¾Êóçíå÷èê¿ MGM, ÌÃÒÓ èì.Áàóìàíà, https://github.com/Roninsc2.
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Ñðàâíåíèå ïðîèçâîäèòåëüíîñòè ðåàëèçàöèé

¾Ìàãìà¿ MGM

Äëèíà Êîëè÷åñòâî
ñîîáùåíèé

Classic
Ðåàëèçàöèÿ7

Bitslice
lA lP Hybrid Fully

1 MB 1 MB 256 163 MB/sec 540 MB/sec 507 MB/sec
0 MB 1 MB 256 114 431 403
1 MB 0 MB 256 272 711 685
8 KB 8 KB 16384 158 517 515
0 KB 8 KB 16384 112 404 415
8 KB 0 KB 16384 246 655 680

7Àâòîðñêàÿ ðåàëèçàöèÿ ¾Ìàãìà¿ MGM ñ èñïîëüçîâàíèåì AVX2. Óìíîæåíèå â ïîëå
èñïîëüçóåò èíñòðóêöèþ _mm_clmulepi64_si128 (pclmulqdq).
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https://github.com/ASSol82/Kuznechik-MGM-bitslice https://github.com/ASSol82/Magma-MGM-bitslice

https://gitflic.ru/project/assolovyev82/kuznechik-mgm-bitslice https://gitflic.ru/project/assolovyev82/magma-mgm-bitslice
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