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Masking

The idea of masking

o x - the intermediate value

o m - the random mask

o x™ = x x m - the masked value

o * - operations used in a cryptographic algorithm
The masking implementation
* _ linear function, simple implementation

o f(x™) = f(x)x*f(m)
* - non-linear function (S-box),

o f(x™M) # f(x)=*f(m)
o f(x™)=?
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Masking of the S-box

o Re-computation table (Method 1)

o Compression of the lookup Table (Method 2)
Global lookup table (Method 3)
"on-the-fly"lookup table computation (Method 4)

©

©
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Method 1: Re—computation table

ALGORITHM 1.
Input: S(x) - S-box, a,b € V" - random masks
Output. (S,,6(x), b)

@ for x=0 to 2" do

@ S,p(x):=S(xda)db

@ end

o S(x):{0,1}" — {0,1}" - the lookup table of S-Box
0 S,p(x) =5S(x @ a) ® b - random masks

The new lookup table is calculated every time after a and b masks changing.
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Method 2: Compression of the lookup Table

Praveen Kumar Vadnala, "Time-Memory Trade-Offs for Side-Channel Resistant
Implementations of Block Ciphers CT-RCA 2017
ALGORITHM 2.
ALGORITHM 2.1 The lookup table creation.
Input: S(x) - S-box, where S(x) = Sp(x) || Si(x) for all x € {0,1}" , a,b € V3,
¢ € V" - masks.
Output: S, p(x) = So(x B a) B S1(x B b) D ¢
@ for x=0to 2" ! do
@ S.p(x) =So(xDa)®Si(xdb)Dc
@ end
ALGORITHM 2.2. The lookup table use
Input: S(x) S,.p(x) - S-box (original and from ALGORITHM 2.1), a,b € V",
c € V2 - masks, masked input Xa,p = X ® a® b, the new mask d € V3
Output: (a || b,c || (c & d))
@ a:= Sa7b(X1 ©® b) @ 51(X37b)
@ b:= Sa,b(Xl Da)d SO(Xa,b) ed
@ cad
Output (alb,C|(Ced))
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Method 3: Global lookup table method

One general look-up table is generated for all possible masks.
That is, the lookup table S, »(x)) are formed for all x, a, b according to
ALGORITHM 1.
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Method 4: "On-the-fly"a lookup table computation

A lookup table is computed on-the-fly by using mathematical representation of the
substitution.

Each time the masked value S(x) @ b may be computed from the tuple
(x @ a, a, b) and S-boxes representation algorithm.
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The complexity of evaluation and memory requirements

Table 1.
Method | RAM| Table creation | Re-masking Call complexity
complexity complexity
Method 1 | 27" 0 2:2"A,+2"-R,+ | R,
2n- W,
Method 2 | 271 0 4.2" A, +2-2"- 1 4-R,+6-A,
R, +2"- W,
Method3 [ 237 [ 2.27(2-2"-A,+ [ 0 R,
2" R, +2"- W)
Method 4 | 0 0 0 2" R,+2-2"- A+
2n- W,

R, - n-bit operation for reading from RAM

A, - @ operation for binary addition of n-bit vectors

W, - n-bit operation for writing to RAM
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Kuznechik (GOST R 34.13-2015) short description

E(a)= X[K10]LSX[Ky]...LSX[K1](a),
where

Ki € Fp, i=1,---,10, n=16 - the sequence of round keys

X[K](a)=K @ a

S(y)=S(ais, -~ ,a0)=m(a1s) [| -~ || 7(a0).

m - 8-bit substitution,

L(a)=R'®(a),

R(a)=R(a1s, - ,a0)=/(ais, -+ ,a0) | a5 - || y1,
I - a linear transformation in the field GF(28)

K1, K> - a master key,

K2,'+1 H K2/+2,i=1,2,3,4.

G = L(i), i=1,2,...32,

F[k](é)l7 ao)I(LSX[k](al) @ ap, 31)
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S-box decomposition

Biryukov A., Perrin L., Udovenko A. Reverse-engineering the S-box of streebog,

kuznyechik and STRIBOBr1, http://eprin.iacr.org/2016/071.pdf

We can consider 7 as a composition m = wmga, where g is a substitution defined

by steps 2,3 ALGORITHM 3, w and « is a linear maps.

ALGORITHM 3
@ (]|rnN+—a-a
v(l), if r=0
® /= { 1(1 0 x(r)), otherwise

x(
@ r+ a(rrod(l))
@ bw-(Il]rr)
Where
Lirdlrre Fy
o - multiplication in finite field GF(2*)
«, w - 8-bit linear permutations

X, Yo, V1, ¢, o - non-linear 4-bit functions
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S-box decomposition based masking method

Generation masking look-up tables for 4-bits non-linear function:

x”()zﬂx@ﬂ@b
x)=w(xDa)db

ol
2b(x)=wmn(x®a)® b
w%m:¢u@a@b
2b(x) =o(x©a) D b.
a,be V4
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S-box decomposition based masking method

ALGORITHM 4.

Input: masked values: (/™ || r™), random masks: (mq, my, my, m3, ma, ms),
lookup tables: x™™(x), vg™"™(x), qulomz"m(x), @M (x), gMoCMa:Ms (5
Output: (/™ || rr™s)

X vy (1M

y < [™ o xMom2(rmo)

Y <y @ my o xMm(rm)

Yy y®dmol™

y v (y)

z < MSB4(16 — ((r™ + (—mg + 1)) Vv 0x10))
N+ x®x-z@y-z

y < ¢Mnma([I) o rMo

Yy &=y @ mgo¢m™m(lI™)

y<y@dmgorm

@006 66 66

® e e

rr'ms ¢« gMooma,ms
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The complexity of S-box masking methods

Table 2
Method RAM Table creation Re-masking The call lookup table
1 552 |0 52 - 22A; + | Ry
22 Ry 422 Wh)
2 5222110 5(4-22As + 2 - | 5(4R: + 6Ax)
28Ry +2: Ws)
3 5323 | 5(2:22(2:22A, 0 5- Ry
25Ry +2: Ws)
4 0 0 0 5-(2"2-R, jp+2:2"2.
An 2+ 2n/2. Wn 2)

R, - n-bit operation for reading from RAM

A, - ® operation for binary addition of n-bit vectors

W, - n-bit operation for writing to RAM
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The complexity of masking methods (in comparison)

Table 3.

Method RAM Table Re- The call

creation masking lookup table
1 2 1 2 1 2 1 2

1 5.26 | 211 0 0 5.264, | 20A; | R, Re

2 5.25 | 210 0 0 5254, | 20A; | 504, | 10Ag

3 5.21 1 277 52184, [ 2774 | 0 0 5R, Rg

4 0 0 0 0 0 0 5.204, | 21045
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Security analysis

o On the each step of the algorithm the intermediate result computed from the
some sensitive variable and masks

o Attacker can to observe the "zero value"for z variable at step 6 of the

algorithm 4. The average complexity of recovery 128-bit round key Kj is
S — 0127.994
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Thanks for attentions!
Questions?
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